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Sending of Prefix-Scoped BU

To achieve NEMO RO, one CN

possible approach isfor mobile
router to send BU with Mobile

Network Prefix option: Th‘;‘)r”e?itxwlmk
“*MR-to-CN optimization haftle s F2,
MR sending BU with MNP to packets for
CN My MNP is | P2 to me.
o ] P1, tunnel all
¢ Infrastructure Optimization packets for
. . t
« MR sending BU with MNP to R

CR

e CR informing MR the network
prefix CR is managing

Mobile Network

MNN
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Security Threat 1

J The BU with Mobile Network
Prefix option is

“+Changed en-route

s Inserted with extra, bogus MNP

options

so that CN or CR unknowingly \ .
flood the MR with packetsnot ~ cNflood TERNIGS Attacker
destined for the mobile network  packetsfor :

the false

dThisthreat is protected by MNP
Return Routability procedure,

since BU message Is protected by |
binding management key. MR
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Attacker alter the
BU with false MNP

CN/CR



Security Threat 2

d The mobile router itself
IS malicious, claming to
manage mobile network
prefixes it doesn’t

Attacker send BU
with victim's MNP

aCtuaI Iy OWR. CN forwars . = Attacker
d Thisthreat ISNOT paddtslor (N

prOteCted by Return network to ﬁz_-i"ricti."

Routability, since RR B,

only verifies collocation

of CoA and HOA, not Victim

MNP.
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Return Routability with Network Prefix

1 Possible protection isto MR HA CN/CR
extend RR ’g \_@ @
dBasicideaisfor CN to
send a K eygen Token, ot >
NPK, to arandom address < Lo+ Cor
configured from the HoTl with
network prefix in a | s——-— .
Network Prefix Test 258 anxom*;; e
message g_‘g *% ...............................
QMR must intercept this @ %?, 2 | NPT+ NPK <
packet, and use it to 732 BU + MNP +
generatethebinding =75 ol eeaieg

management key
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