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Backgr oundBackgr ound

¥ St imulat ed f r om pr oblem st at ement  ef f or t  at
t he Amst er dam I AB Rout ing Wor kshop on
Oct ober  18/ 19 2006

¥ The solut ion st ar t ed at  dinner  bet ween Dino
Far inacci, Dave Or an, and J ason Schiller  on
day-1 of  wor kshop

¥ Discussions cont inued wit h var ious people on
day-2 of  wor kshop, pr imar ily wit h Lixia Zhang
and Vince Fuller
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AgendaAgenda

¥ Pr oblem St at ement  f or  LI SP
¥ What  is LI SP
¥ Packet  Flow Example
¥ Deployment  Scenar ios
¥ Pr ot ot ype Schedule
¥ Sneak Pr eview of  -01 Dr af t
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Problem St at ementProblem St at ement
¥ We need a mechanism to:

Ð Associate an ID with a set of Locator addresses
Ð Forward packets using Locator addresses
Ð Maintain the r eachability status of Locator addresses

¥ The mechanism needs to be:
Ð Simple so it can be easily and incrementally deployed
Ð Does not depend on a lot of Internet infrastructure
Ð Does not require transit non-TE routers to carry state
Ð No specialized ID/Locator binding service
Ð Flexible so both Sites and Providers can benefit
Ð Pragmatic so it can be deployed in <= 12 months
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Sit e-BasedSit e-Based
Requir ement s/ GoalsRequir ement s/ Goals

¥ Sit es need t o be mult ihomed
Ð Connected to more than one provider

¥ Sit es need f lexibilit y t o change pr ovider s
Ð While maintaining session survivability

¥ Sit e-suppor t ed devices need t o be mobile &
r oam
Ð While maintaining session survivability

¥ Sit es need t o easily r enumber  t heir  devices
Ð While maintaining session survivability
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Provider -BasedProvider -Based
Requir ement s/ GoalsRequir ement s/ Goals

¥ Pr ovider s need t heir  r out er s t o scale or  t hey
canÕt  deliver  any ser vice

¥ Pr ovider s need t o maximize t heir  r esour ces t o
deliver  cost  ef f ect ive connect ivit y
Ð Providers want the ability to do Traffic Engineering

¥ Pr ovider -suppor t ed devices need t o be mobile &
r oam
Ð While maintaining session survivability
Ð While achieving scalability
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What  is LI SPWhat  is LI SP
¥ A Map-n-Encap Scheme

Ð Formal definition for separating an ID and a Locator

¥ Pr ocedur es f or  t unneling wher e:
Ð EIDs are in inner headers
Ð Locators are in outer headers

¥ Pr ocedur es f or  obt aining EI D-t o-Locat or
mappings

¥ Pr ocedur es f or  det er mining Locat or  Reachabilit y
¥ For mal def init ion f or  t unnel r out er  placement

and TE usage
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Wher e t o get  mappingsWher e t o get  mappings

¥ 4 variants depending on your tradeoff:
Ð LI SP 1

¥ Routable IDs over existing topology to probe for mapping reply
Ð LI SP 1.5

¥ Routable IDs over another topology to probe for mapping reply

Ð LI SP 2
¥ EIDs are not routable and mappings are in DNS

Ð LI SP 3
¥ EIDs are not routable, mappings obtained using new mechanisms

(DHTs perhaps)

¥ dr af t - f ar i nacci - l i sp- 00. t xt  documents LISP 1 and 1.5
using ICMP
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LI SP Ter minologyLI SP Ter minology
¥ EI Ds

Ð Endpoint IDs, obtained from DNS as we do today
Ð Third- party referral behavior same as today

¥ RLOCs
Ð Routing Locators, IP addresses of routers in a

destination site

¥ I ngr ess Tunnel Rout er  (I TR)
Ð Encapsulates first set of Locators in source site
Ð Second set of Locators optionally by TE I TRs

¥ Egr ess Tunnel Rout er  (ETR)
Ð Decapsulates in destination site
Ð Decapsulates optionally by TE ETRs
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LI SP Ter minologyLI SP Ter minology

¥ The LISP ÒCacheÓ is:
Ð The EI D->RLOC(s) mappings

Ð The cache is built  on demand - lear ned f r om I CMP (in LI SP
1.x), or  ??? in t he case of  LI SP !  2

Ð Caches have t he inf or mat ion t o get  you somewher e

¥ The LISP ÒDatabaseÓ is:
Ð The conf igur ed I P addr esses of  r out er s which ar e used as

Locat or  addr esses f or  host s t hat  have I Ds assigned f r om
subnet s at t ach t o t he r out er s

Ð Adver t ised in I CMP messages

Ð Dat abases have t he inf or mat ion f or  ot her s t o get  t o you
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LI SP Ter minologyLI SP Ter minology

Pr ovider  A
10. 0. 0. 0/ 8

Pr ovider  B
11. 0. 0. 0/ 8

Sour ce Sit e

S1 S2

S3 S4 S5 S6

S7 S8

S

ETRETR 11.1.1.110.1.1.1

ETR

The ÒLI SP Dat abaseÓ is alr eady conf igur ed in t he sit e net wor k
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Packet  Flow ExamplePacket  Flow Example

Pr ovider  A
10. 0. 0. 0/ 8

Pr ovider  B
11. 0. 0. 0/ 8

Pr ovider  Z
13. 0. 0. 0/ 8

Pr ovider  W
12. 0. 0. 0/ 8

I nt er net

Sour ce Sit e
Dest inat ion 

Sit e

D

S1 S2

S3 S4 S5 S6

S7 S8

D1 D2

D3 D4 D5 D6

D7 D8

S

I P header
S - > D

Payload

I P header
S2 - > D

I P header
S - > D

Payload

I P header
S - > D

Payload

ITR
ETR

ITR
ETR
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Packet  Flow ExamplePacket  Flow Example

Pr ovider  A
10. 0. 0. 0/ 8

Pr ovider  B
11. 0. 0. 0/ 8

Pr ovider  Z
13. 0. 0. 0/ 8

Pr ovider  W
12. 0. 0. 0/ 8

I nt er net

Sour ce Sit e
Dest inat ion 

Sit e

D

S1 S2

S3 S4 S5 S6

S7 S8

D1 D2

D3 D4 D5 D6

D7 D8

S

I P header
S - > D

Payload

I P header
S - > D

Payload

I P header
D1 - > S2

I CMP
EI D:  D/ 8,
RLOC:
D1,  D2

I P header
S2 - > D1

I P header
S - > D

Payload

ITR
ETR

ITR
ETR
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Deployment  Scenar iosDeployment  Scenar ios

Pr ovider  A
10. 0. 0. 0/ 8

Pr ovider  Z
11. 0. 0. 0/ 8

Sour ce Sit e

S1 S2

S3 S4 S5 S6

S7 S8

S

ITR

ITRITR

When you want  t he LI SP dist r ubut ed:
- Mor e gr anular  EI D- pr ef ixes
- Mor e locat or s
- Spr ead acr oss cheaper  memor y
- Pat h diver sit y
-  Mor e cont r ol messaging

When you want  LI SP caches cent r alized f or  t he sit e:
- Less gr anular  EI D- pr ef ixes
- One or  t wo Locat or s f or  ent ir e EI D- pr ef ix
- Single point s of  f ailur e
-  Consider ably less cont r ol messaging
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Deployment  Scenar iosDeployment  Scenar ios

Pr ovider  A
10. 0. 0. 0/ 8

Pr ovider  Z
11. 0. 0. 0/ 8

Sour ce Sit e

S1 S2

S3 S4 S5 S6

S7 S8

S

ITR

ITRITR

PEPE

When t he I SP want s cont r ol wit h no sit e par t icipat ion:
- Less gr anular  EI D- pr ef ixes
- One or  t wo Locat or s f or  ent ir e EI D- pr ef ix
- Single point s of  f ailur e
-  Consider ably less cont r ol messaging

ITRITR

Not e:  I TRs and ETRs can be placed independent ly
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Sour ce Sit e

Deployment  Scenar iosDeployment  Scenar ios

Pr ovider  A
10. 0. 0. 0/ 8

Pr ovider  B
11. 0. 0. 0/ 8

Pr ovider  Z
13. 0. 0. 0/ 8

Pr ovider  W
12. 0. 0. 0/ 8

Pr ovider  V Pr ovider  A

Dest inat ion 
Sit e

D

S1 S2

S7 S8

D1 D2

D7 D8

S

ITR
ETR

ITR
ETR

PE TE-ITR

PE
TE-ETR

BGP best-path

13.1.0.1 12.1.0.1

I P header
S2 - > D1

I P header
S - > D

Payload

I P header
S2 - > D1

I P header
S - > D

Payload

I P header
V1 - > A1

I P header
S2 - > D1

I P header
S - > D

Payload

TE-path



RRG Lisp TalkRRG Lisp Talk IRTF RRGIRTF RRG Slide Slide 1717

Locat or  Locat or  Reachabili t yReachabili t y

¥ I CMP Unr eachable Messages
ÐWill t ell you about  Locat or  unr eachabilit y

¥ I CMP EI D-t o-RLOC Replies
ÐTell you only about  mappings
ÐReachabilit y is assumed

¥ I CMP EI D-t o-RLOC Request s
ÐCan t est  f or  r eachabilit y

¥ Ret ur n packet s conf ir m r eachabilit y
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Locat or  Select ionLocat or  Select ion

¥ Need bot h I TR and ETR side cont r ol
Ð Use of priorities and weights
Ð Priority enables a locator from an ETR side
Ð Weights indicate how traffic is balanced across

enabled Locators, when 0, ITR can decide

¥ Lar ge cont ent  pr ovider s said t hey need t o glean
Ð Simply swap Locators for returning packets
Ð DonÕt  want to store large caches of clients (even if

aggregated into EID- prefixes)
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Prot ot ype ScheduleProt ot ype Schedule
¥ Pr ot ot ype a sof t war e f or war ding ver sion

Ð Dino the code maven
¥ Recr uit  mult iple vendor s f or  pr ot ot ype

int er oper abilit y t est ing
¥ Pr ovide eval plat f or ms f or  lab t est ing

Ð Vince/Dave M tests internally at cisco
Ð Jason/Chris, Dorian/Peter, Ted/Peter test externally
Ð That would be UUnet/VB , NTT/Verio , and Sprint
Ð Lixia and Geoff could test in research labs

¥ Repor t  on pr ot ot ype st at us at  Suimmer  I ETF
¥ I n par allel, det er mine har dwar e r equir ement s
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Sneak Preview of  -0 1 Dr af tSneak Preview of  -0 1 Dr af t

¥ Add ant i-spoof ing suppor t  and EI D-t o-
RLOC hij acking avoidance
ÐNonces t o pr ot ect  against  r esponse spoof ing
ÐUse public/ pr ivat e keys
ÐNot  r elying on PKI

¥ Use AH f or  I CMP messages
ÐGet s t hr ough f ir ewalls

¥ Changes f r om pr ot ot ype exper ience
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Ducking f or  cover É


