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TLS-SRP draft update

Current version: draft-ietf-tls-srp-03

Ciphersuites:

e TLs srp sHA wiTH Cipher - password authentication only (mandatory)

e TLS SrRp sHA RsaA with Cipher - password+server authentication
* TLS SRP_SHA Dss_WITH Cipher - password+server authentication

3DES isrequired, AES-128 and AES-256 are optional.

Next revision will incorporate SRP-6.

® http://srp.stanford.edu/srp6.ps

 Submitted to IEEE P1363.2 WG
SRP-6 improvements over SRP-3/RFC2945:

» Thwarts "two-for-one" guessing attack.
» Allows more flexibility in key exchange message ordering.

TLS message flow (proposed):

Client Server
| |
Client Hello (U) ---------------------- >
| gmmm - Server Hello
Cmmmm o Certificatex*
i Server Key Exchange (N, g,
K mmmmmmmmm e - Server Hello Done
Client Key Exchange (A) --------------- >
change cipher spec
Finished ---------------—-—~-~-—~—~-~-~—~—-—--~--- > |
change cipher spec
i Finished

| |
Uses TLS client extension to send username; works with resumption.

Performance of SRP ciphersuites expected to be similar to ADH and EDH.

file:/l/home/tom/ietf/tls-srp.html

Work in Progress - Integration with HTTPS: How to negotiate SRP and non-SRP

Oon same server?

e "Missing Username" TLS alert
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