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Default Address Selection in IPv6

 An IPv6 node can have multiple
IPVv6 addresses on Its interface

— Each ISP assigns an address prefix
to end user network in a multi-
homing environment

* |n multi-prefix environment,
proper source address selection
IS necessary

— Communication will fail if wrong
source address Is selected:
 Ingress-filtering at up-stream routers
e Multihoming between ISP and VPN

[he Internet




Source address selection policy distribution

e RFC 3484 describes the address selection
mechanism

— Each IPv6 node can have policy table for address
selection

— The IPv6 node can select proper IPv6 source address
corresponding to a destination prefix
* No protocol to distribute the policy
— Need a mechanism to distribute address selection
policy
— Automatic policy distribution will be important in
unmanaged networks (residential or SOHO)



Source Address Selection Policy Distribution
using DHCPVG6

« We'll propose a DHCPv6
option to distribute the policy @ @

— Define a new stateless DHCPv6

option for policy distribution DHORPD PHUCP-PD
. . . . : A::/48 .
e Automatic policy distribution ( N\ 19
— from .ISPs to a user_sne | /router == User-C\
« with DHCPVG6 prefix delegation
mechanism (RFC3633) ‘ DHCP
— Distribution to each nodes in the Y
end-user network ARUI B:EVI
* Using DHCPV6 option []
=

\ end-node /




Example of Source Address Selection Policy
Distribution
Allocated address: (A::/32) g
Reachable address: (A::/32)
Address assigned
to user-C: (A::/48)

ISP-A -> router@User-C policy:
“For Dst=A::/32,
use delegated Src=A::/48”

Internet
-:/0

Allocated address: (B::/32)
Reachable address: (B::/32,::/0)
Address assigned

to user-C: (B::/48)

ISP-B -> router@User-C policy:
“ For Dst=B::/32 and Dst=::/0
use delegated Src=B::/48”

/ ::
/router\\@ User-C \

‘ DHCP
Router -> End-nodes policy: \// The “Policy” is:
(o these Dst, s 1his Sre. AEUI |\ B:EUI A set of destination address

B::/32 B::/64 [ ] prefixes and a
+:/0 B::/64 =] corresponding assigned

\ end-node / prefix —




Proposed DHCPV6 Source address selection

The “Policy” is:
A set of destination

address prefixes and

a corresponding
assigned prefix

V

policy option

01234567890123456789012345678901
t—t—t—t—F—F—t—F—F—F—F—F—F—t—F—F—t—F—F—F—F—F—F—F—F—F—F -+ —+—+
| OPTION_SASP | option-len |
t—t—F—F—F—F—F—F—F—F—F—F—F—t -ttt —F—F—F—F—F—F—F—F—F—F—F—F—F+—+—+—+
| src-prefix-len]
t—t—t—F—F—F—+—+—+
Related IPv6 source address prefix

(16 octets)

+—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—
| prefix-num | dst-prefix-len]
tototot—tototdt bttt bttt bt —t bt —F—F—+—+

IPv6 destination prefix
(16 octets)

— e ———— - ———— —

+—t—t—F—F—F—F—+—+
| dst-prefix-len]
+—+—+—+—F+—F—-F—+—F+—F+—F+—+F+—F+—-F—F—-F—F—F—F—F+—F+—F+—F—F—F—F—F—F+—F+—F+—+—+—+
| IPv6 destination prefix

| (16 octets)

I
I
I I
+
I

+—+—+—F—F+—F—F—F—F—F+—F—F—F—F—F+—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—F—+—+—

| dst-prefix-len]

+—t—t—t—F—F—F—+—+ -
+—t—F—F—F—F—+—+-+

i | Padding |

+—+—+—+—F+—F—-F—+—F+—F+—F+—+F+—F+—-F—F—-F—F—F—F—F+—F+—F+—F—F—F—F—F—F+—F+—F+—+—+—+



Issues

Policy distribution mechanism from ISPs
to a user site
— Using a routing protocol

 ISPs advertise their acceptable routes
using a routing protocol, and the user
router converts the routing information to

the policy
— We chose adding an DHCP-PD option
because: / S \
« Have to change the semantics of routing router (=< User-C
entity (e.g. ripng program)
Currently, we define a stateless DHCP ‘ DHCP
option Y
— We assume this option may also be used AEUI B:EUI
with stateless address autoconfiguration ]
— The lifetime of the policy option should be [—=l
bound to the corresponding address
prefix \ end-node /




Residential User Network Structure

Many ISPs use kinds of

PPP with their service, so
multiple connection will be

easily implemented in

their service.
— 10 millions users actually
use the multiple PPP
session network in Japan

L3 tunnel based network
connection become
popular

To implement IPv6 in this
environment, source
address selection policy
distribution mechanism is
the key.

/ PPPOE

_ PPPoOE \
Fiber or DSL
e

-

/router @ User-C\
il

[ ]
—=

end-node
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Summary

* We propose a new stateless DHCPV6
option for distributing source address
selection policy

— With this DHCPvV6 option, all IPv6 nodes can
have proper source address selection policy
automatically in multi-prefix environment
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