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A g e n d a
15:20  Agenda bash                                              ( C hai r s)

15:20  G o al s o f  t hi s B o F                                      ( J enni ngs,  5)

15:25  S u m m ar y  o f  M o nt r eal  di sc u ssi o n                           ( W i ng,  5)

15:3 0  S t at u s o f  M M U S I C  S D P  nego t i at i o n w o r k                ( Andr easen,  10)

15:4 0  R eq u i r em ent s E v al u at i o n                                  ( W i ng,  15)
I nt r i nsi c  F eat u r es o f  D T L S -S R T P ,  M I K E Y v 2,  Z R T P
P at h F o r w ar d                         

15:55  D T L S -S R T P                                             ( R esc o r l a,  15)

16 :10  M I K E Y v 2                                               ( D o ndet i ,  15)

16 :25  Z R T P                                                ( Z i m m er m ann,  15)

16 :4 0  D i sc u ssi o n                                               ( Al l ,  3 5)

17 :15  H u m s                                                 ( C hai r s/ AD ,  5)
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St a t u s
M o n t re al  B o F
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M on t r e a l  BoF Su m m a r y
• P r e s e n t a t i o n s

– B e s t -E f f o r t  S R T P  ( J o h n s t o n )
– K e y i n g  i n  M e d i a  v e r s u s  S i g n a l i n g  P a t h  ( D o n d e t i )
– S h a r e d  k e y  c o n f e r e n c i n g  ( M c G r e w )

• T o p  P r i o r i t i e s :
– S o l v e  k e y i n g  f o r  p o i n t -t o -p o i n t  u n i c a s t  
– M a k e  i t  s e c u r e  w i t h  f o r k i n g  a n d  r e t a r g e t i n g
– K e y  e x c h a n g e  i n  m e d i a  p a t h

• R e q u i r e m e n t s :  d r a f t -w i n g -m e d i a -s e c u r i t y -r e q u i r e m e n t s
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A n a l y s i s  of  Cu r r e n t  Pr op os a l s
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Sou r c e  M a t e r i a l
• R e q u ire m e n t s:
– d r a f t -w i n g -m e d i a -s e c u r i t y -r e q u i r e m e n t s -0 1

• D T L S -S R T P
– d r a f t -m c g r e w -t l s -s r t p -0 1
– d r a f t -f i s c h l -m m u s i c -s d p -d t l s -0 2
– d r a f t -f i s c h l -s i p p i n g -m e d i a -d t l s -0 2

• Z R T P
– d r a f t -z i m m e r m a n n -a v t -z r t p -0 3

• M I K E Y v 2
– d r a f t -d o n d e t i -m s e c -r t p s e c -m i k e y v 2 -0 1
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Su m m a r y  of  D i f f e r e n c e s

MeetsT o  b e sp ec ’dMeetsR 1 1 a :  N o  3 rd p a r ty  c er ti f i c a tesM
P r o b a b l y  
( si g n ed SA S)Y esY esR 1 1 b :  u se sh a r ed 

a u th en ti c a ti o n  i n f r a str u c tu r eS

S

S

S

S
S

S
S

M

M

Level

R 21 :  V o I P si g n a l i n g  a g i l i ty  *

R 1 6 :  si g n a l  i n  SI P  a n d m edi a

R 1 5 :  A c ti v e A tta c k s
( n eeds f u r th er  stu dy )  

R 1 4 :  U p g r a de f r o m  R T P  to  
SR T P

R 1 3 :  A sso c i a te si g n a l i n g / m edi a

R 1 2:  F I P S-1 4 0 -2
R 1 0 :  D H  p er f o r m a n c e

R 9 :  m u l ti p l e R F C 3 7 1 1  c i p h er  
su i tes

R 2:  m i x ed SR T P / R T P  w / f o r k i n g  
a n d w / r eta r g eti n g

Requirement

I W F  c o o p er a ti o n  
o r  p r o b e& SA S *

Y es

Y es,  a = f i n g er p r i n t

V i a  c a p -n eg
a = f i n g er p r i n t

Y es

T L S sessi o n  
r esu m p ti o n

Y es

V i a  c a p -n eg
D T L S

N o ,  I W F  
c o o p er a ti o n

Y es

T o  b e sp ec ’d

V i a  c a p -n eg
T o  b e sp ec ’d

U n k n o w n
T o  b e sp ec ’d

?

N o
M I K E Y v 2

Y es,  w /  p r o b e

Y es,  b u t n o t 
r eq u i r ed

a = z r tp -z i d,  
a = z r tp -sa s

Y es,  w /  p r o b e 
a n d r e-I n v i te

a = z r tp -z i d

w /  so m e ef f o r t

P r esh a r ed
m o de

Y es

Y es
Z RT P
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R2:   m i x e d  RT P  a n d  S RT P  w i t h  
f o r k i n g  a n d  w i t h  r e t a r g e t i n g
• D T L S -S R T P : V ia m m u sic -sdp -c ap ab il it y -

n e g o t iat io n ( in  p ro g re ss)
• M I K E Y v 2 : N o
• Z R T P : Y e s
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R9 :   M u l t i p l e  RF C 3 7 1 1  C i p h e r  
S u i t e  U p g r a d e s
• D T L S -S R T P : Y e s
• M I K E Y v 2 : ?
• Z R T P : Y e s
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R1 0 :  D H  Pe r f or m a n c e
• D T L S -S R T P :  se ssio n  re su m p t io n  f o r 

m u l t ip l e  st re am s an d f o r n e w  se ssio n  w it h 
p re v io u s e n dp o in t

• M I K E Y v 2 :  T o  b e  sp e c if ie d
– C o n s i d e r i n g  M I K E Y -P S K

• Z R T P :  p re share d m o de  f o r m u l t ip l e  
st re am s an d f o r n e w  se ssio n  w it h p re v io u s 
e n dp o in t
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R1 1 a :   M U S T  N O T  r e q u i r e  3 r d -
p a r t y  c e r t i f i c a t e s
• D T L S -S R T P : M e e t s re q u ire m e n t
• M I K E Y v 2 : T o  b e  sp e c if ie d
– C a r r y  r a w  R S A  k e y s

• Z R T P : M e e t s re q u ire m e n t
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R 1 1 b :   B e ab l e t o  us e s h ared  
aut h en t i c at i o n  i n f ras t ruc t ure
• D T L S -S R T P : Y e s
– c e r t i f i c a t e s  [ R F C 4 3 4 6 ]
– k e r b e r o s [ R F C 2 7 1 2 ]
– p r e -s h a r e d  k e y  [ R F C 4 2 7 9 ] [ R F C 4 7 8 5 ]

• M I K E Y v 2 : Y e s
• Z R T P : P ro b ab l y  u sin g  it s sig n e d S A S
– Underspecified in -0 3
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R1 2:  FI PS-1 4 0 -2
• D T L S -S R T P : Y e s
– T L S  m e e t s  F I P S -1 4 0 -2 ,  D T L S  i s  d e r i v e d  f r o m  
T L S

• M I K E Y v 2 : U n k n o w n
• Z R T P : W it h so m e  e f f o rt
– S p e c i f i c a t i o n  b e i n g  a d j u s t e d  t o  c o m p l y
– U s e s  a l l o w a b l e  a l g o r i t h m s
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R1 3 :  A s s o c i a t e  S i g n a l i n g  w i t h  
M e d i a
• D T L S -S R T P : Y e s,  a= f in g e rp rin t  
• M I K E Y v 2 : T o  b e  sp e c if ie d
• Z R T P : Y e s,  a= z rt p -z id



15

• D T L S -S R T P : V ia m m u sic -sdp -c ap ab il it y -
n e g o t iat io n ( in  p ro g re ss)

• M I K E Y v 2 : V ia m m u sic -sdp -c ap ab il it y -
n e g o t iat io n ( in  p ro g re ss)

• Z R T P : Y e s,  w it h p ro b e  an d re -I n v it e

R1 4 :  S t a r t  w i t h  RT P ,  u p g r a d e  t o  
S RT P
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R1 5 :  C o n s i d e r  a c t i v e  a t t a c k s ,  
i n c l u d i n g  D o S
• D T L S -S R T P : Y e s
• M I K E Y v 2 : T o  b e  sp e c ’d
• Z R T P : Y e s,  if  a= z rt p -z id an d a= z rt p -sas

are  u se d



17

R1 6 :  S I P  S i g n a l i n g  a n d  M e d i a  P a t h
• D T L S -S R T P : Y e s
• M I K E Y v 2 : Y e s
• Z R T P : Y e s,  al t ho u g h n o t  re q u ire d f o r 

o p e rat io n
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R21 :  C a l l  S i g n a l i n g  A g i l i t y  ( S I P ,  
J a b b e r ,  H . 3 23 )
• D T L S -S R T P : 
– R e q u i r e s  i n t e r w o r k i n g f u n c t i o n  ( I W F )  
c o o p e r a t i o n  o r  
– P r o b i n g * a n d  S A S  ( u n d e r s p e c i f i e d )

• M I K E Y v 2 : N o ,  re q u ire s in t e rw o rk in g
f u n c t io n  ( I W F )  c o o p e rat io n

• Z R T P : Y e s
– m e d i a  p r o b i n g  o b v i a t e s  n e e d  f o r  I W F  
c o o p e r a t i o n

* P r o b i n g  i s  p o s s i b l e  w i t h  D T L S -S R T P ;  
r e f e r e n c e  §3 . 6 . 2 . 1  o f  d r a f t -m c g r e w -t l s -s r t p -0 2
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I n t r i n s i c  F e a t u r e s  
a n d  

S t e p s  t o  B e c o m e  a  S t a n d a r d

H ig h-L e v e l  “B ig  D if f e re n c e s” in  t he  
t hre e  ap p ro ac he s
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D TL S-SRTP
I n t r i n s i c  F e a t u r e s

• B a s e d  o n  D T L S  w h i c h  i s  
b a s e d  o n  T L S
– T L S  c i p h e r  s u i t e s
– F I P S -1 4 0 -2  c o m p l i a n c e

• C e r t i f i c a t e s  o n  e n d p o i n t s
• F i n g e r p r i n t  i n  S D P  o f  

i n i t i a l  I n v i t e
• 4  m e s s a g e s  t o  e s t a b l i s h

S t a n d a r d i z a t i o n  S t e p s
• m m u s i c -c a p -n e g
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M I K EY v 2
I n t r i n s i c  F e a t u r e s

• R e -u s e s  M I K E Y  
p a y l o a d s

• I n c l u d e s  g r o u p  k e y i n g  
s u p p o r t

• 2  m e s s a g e s  t o  
e s t a b l i s h

S t a n d a r d i z a t i o n  S t e p s
• ?
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Z RTP
I n t r i n s i c  F e a t u r e s

• H a s h  c o m m i t m e n t
• P e r f e c t  f o r w a r d  
s e c r e c y

• S h o r t  A u t h e n t i c a t i o n  
S t r i n g  ( S A S )

• S A S  i n  S D P  o f  r e -
I n v i t e

• D e p l o y e d  t o d a y
• 4  m e s s a g e s  t o  
e s t a b l i s h ,  7  t o t a l

S t a n d a r d i z a t i o n  S t e p s
• P e e r  r e v i e w  o f  
p r o t o c o l

• S A S  s i g n i n g
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K e y  Ex c h a n g e  M e c h a n i s m s
D T L S -S R T P ,  E ric  R e sc o rl a

M I K E Y v 2 ,  L ak shm in at h D o n de t i
Z R T P ,  P hil  Z im m e rm an n
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RTPSEC D i s c u s s i on


