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Brief Introduction

CNGI is China Next Generation Internet

CNGI-CERNET?2

— CERNET: was the 2Md Large ISP in China, 2000+
university campus networks, 20M+ users

— CERNET2 Is the largest IPv6 network

CNGI-CERNETZ2 SAVI Deployment Plan
— 100 universities campus networks nationwide
— 1 Million users
— Time frame: 2008-2010
— SAVI software upgrade at about 20K+ access switches
— SAVI management system installation in 100 campuses

China Telecom and China Mobile will also deploy



SAVI switches installation:100 Univ. campus net (red dot)

EXHGEANT2 2 5] Internet2
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SAVI Switches Implementation



SAVI Switch Implementation
e Solutions implemented
— draft-ietf-savi-dhcp-04

— draft-bi-savi-stateless-01 (from draft-bj-cps, and
proposed to be merged with draft-savi-fcfs)

* Vendors
- ZTE
— Huawel (New)
— H3C (3Com)
— Ruijie
— Digital China (spun off from Lenovo)
— Bitway
— Centac




SAVI-Software upgradable

e Savi-upgradable switches in our deployment
— ZTE: ZXR10 8900,5900,3900A
— Huawel. S5600, 5300, 3500,3300,2300

— H3C (3Com): S5500EI, S5500SI, S5120El,
E126A, E152, E328, E352

— Digital China: DCRS-5950,3950

— Ruijie: RG-58600,55750,55760,52900,52600
— Bitway: BitStream 7000, 6000, 3000

— Centec: E600 and E300



Command Line Design

Snooping

— Enabled at global view or vian view
Command line: XXX Snooping enable
— Start snooping and binding

— Drop the server-end message(DHCP reply, RA) by
default, except for packets from anchor with attribute
XXX-Trust

For example, in DHCP-only senario:
— Dhcp snooping enable

— NDP snooping link-local enable
Undo XXX snooping

— Stop shooping

— Stop filter server-end message

SHOULD write memory If snooping is enabled, and
enable snooping automatically after reboot.




Command Line Design

e Verification
— Enabled at port view
— |P check source IP-address




Command Line Design

Port configuration
Attached to monitored host
— IP check source IP-address

Attached to router or DHCP server/relay
— RA trust or DHCP trust

Fully trusted port
— RA trust and DHCP trust

Default port
— No configuration




Command Line Design

* View & Modification
— At global view

* View: show all the IPv6 bindings
— display Ipv6 check source binding table

 Modification: add or del bindings
manually
— IpVv6 check source binding table add IP XXX
MAC XXX PORT XXX TYPE XXX [LIFETIME

XXX]

— Ipv6 check source binding table del IP XXX
PORT XXX




Console Example

HiC]dig 1p check source 1pve

otal entries found: 4

Hac IF VLAN Port Type
001d-09%6-a763 2001::7D1B:ACLE:44DE:FCBL 2 GigahitEthernet1/0/3  ND-SNP

001d-00h6-a763 FEGO::B47E:M400:1660:89E0 2 GigabitEthernetl/0/3  ND-3NF
001d-00h6-a763 2001 :B47E: 400, 1660:89E0 2 GigabitEthernetl/0/3  ND-3NF
01d-0%0-a763 20011004 . GigabitEthernet1/0/3  DHCRvG-SNP

Binding State Table of H3C S5500
Entry:
Source IP | Source MAC | Vian ID | Type(DHCP or ND)



SAVI Switches Testing



Catalogs of SAVI Testing

« CERNET organized formal testing for SAVI
switches

e Testtypes:
— Conformance testing
— Performance testing
— Test-bed (interoperability) testing
— Testing in the production network

« Each type has 3 scenarios
— DHCPv6-only
— SLAAC-only
— DHCPvV6-SLAAC-mixed

— In each scenario, the static binding for manual
configured address is also tested



SAVI Switch Testing

10 switches models passed this formal
testing

— ZTE: zZXR10-5928 . ZXR10-3928
— H3C: s5500, S5100, E126A
— RuUljel: RG-S5760, RG-S2924, RG-S2628
— Digital China: bcs-5950, DCS-3950
o Totally 4 testing types x 3 scenarios X

10 models= 120 testing reports
generated




SAVI Switches under Test
(form difference vendors)

A5 Tobe)




Conformance Testing (TTCN3 based
testing system developed by Tsinghua)

.... —_—




Performance Testing (AGILENT N2X)




SAVI perf testing result example: delay
(micro-second) after bindina enabled
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Binding table size

* Size
- C1 RJ DC H3C
DHCPv6-only 244 191 320
SLAAC-only 488 383 640
— C2 RJ ZTE H3C
DHCPv6-only 247 62 230
SLAAC-only 494 125 460
— C3
RJ DC ZTE H3C
DHCPv6-only 127 200 62 490
SLAAC-only 254 400 125 980




Test-bed (interoperabillity) testing




Test-bed (interoperabillity) testing

Lay 3
Switch
S
Oy Converge
DHCPv6 L Switch
Server

Host 1 Host 2 Host 3 Host 4Attacker gt 5 Attacker 2 %ttacker 3
Vlanl Vlanl Vlanl Vlanl Vlanl vy, Yianl Vlan2



Interoperabllity test for host OS

 Windows XP with SP3

 Windows Vista

 Windows 7

e Linux

« MAC OS

 Some dhcpvo6 client software, such as dibbler




SAVI Deployment in CERNET?2



Scenarios in Deployment

DHCP-only

— Only DHCP and link local address are allowed.
— DHCP and link local address snooping are enabled.

SLAAC-only
— Only SLAAC address is allowed.
— SLAAC snhooping is enabled.

DHCP-SLAAC-Mixed
— DHCP and SLAAC address are allowed.
— DHCP snooping and SLAAC snhooping are enabled.

Static addresses (usually for servers) are
manually configured in the above scenarios.



Example: Tsinghua Univ. campus network had
deployed (software upgrade at access switch)

Office/Teaching
area

subnets

switches

port

hosts users
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Deployment at Campus Network

» Tsinghua Student Dorms: 20+ builidings, 20K+
students




Deployment in Students Buildings
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Real Deployment in Student Dorms
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H3C: DHCPv6-only
Digital China: DHCP-SLAAC-mixed

[ZJ14-1.01-F-01]display ip check source ipv6

Total entries found:

MAC Address IP Address VLAN Interface Type
001c—-b3ab-6162 FES0::21C:B3FF :FEAB:6162 GE1/0/5 ND—-SNP
940c-6dT74-c244 FES0::960C:6DFF :FET4:C244 GE1/0/7 ND—-SNP
0022-156c-ba34 FES0::222:15FF :FEGC :BA34 GE1/0/9 ND—-SNP
0011-2517-febb 2402 :F000:5:C801:3463 :B3D8:EG3 GE1/0/14 DHCPv6—-SNP

C:8FC8
001f-d0al-45ed FES0::ADARS:DE48:DDCY:2EDB GE1/0/17 ND—-SNP

Z114-L05-F-05#show savi ipve check source hinding

static binding count: O
Dynamic binding count: 8
BEinding count: 8

MAC IF VLARN POrFt W state Expires

Ethernetl,/14 dhcp BOLIND
EThPrﬂPTl,l4 5 laar BOUMD
Falt BoOLIMD
B D
BOUMD
BOUMD
BOUMD
BOUMD 14058

2402:T000:5:call: ifae:bf36:4178

6-41-h5-al
; 0-41-h5-al
C8-0a-a%-41-h5-al

I el ol = = S =



Rujie: SLAAC-only

21-A15-F-1=en

Password:
ZJ1-al13-F-1#zhow savi ipvé check source filtering

Total entries found: 25
Mac Address Address Interface

TFO00: S :Ce0l 82T 9700 FE4AY 102588
TFO00: 5 :Ce0l: 5515702 tFal5: 2571
e T B T W D = o I R A
TFO00:5:Ca0l: 9836 ::6BEBE: 24EZ :DFAQ
TFO00:5:Cadl iFEaF t ACEA:SD4E 1 954F
9856 :BEBE:Z24EZ :DFa0

TFO00: S :Ce0l s VORFIO9lFY iESTVO4ESA
TFO00: S :Ce0] i CCES I BCOC tECS S 1 2EBD
TFO00:S:Ce0] i 1SFD 2960t A2CAI3ETY
TFO00:5:Cadl i 2Cda i asFEICFAE14ES
ctlAFD 298D A2CA I 3GFT
TFO00:5:Cae0l: 2DB9:D2FZ 54 D0 1290
TFO00:5:Ca0l 380007467746 EFE
TFO00:5:Ca0l: 280590334 1BFF : 7803
TFO00: 5 :Ca0l i 8065 : 8879 3F08:C807Y
D tBO0B3 BBV 9ISFARICEDT

TFO00:5:Ce0l 3174 i F2ES tBFZF i FEE
TFO00:5:Ce0l i AalS5 9050 4BC9 705D
TFO00:5:Cadl:184a:83°BC :4BEY 1 OF3E
TFO00:5:Ca0ldal cFd AR :CDAF I AFSS
TFO00:5:Ce0l i S4BE:90A 98] 1 CBES
TFO00:S:Ce0]l taelali 436 CCE9 0401
rihdal FAARICDAFIAFSS
TFO00:5:Ce0l 594730891 D6 ELDL
FOO0 ;5 :Ca0]l :95CE DaRd (04 C2 i CE

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1




ZTE: SLAAC-only

ZJ14-1.03-F-098show ipv6 nd snooping bst

IPv6 ND Snooping Bound State Table:

MAC IPvG state Interface

001e-33d9-b0fa 2402 :f000:5:c901 : e04f : b96 BOUND 2437 fei 1/6
d:10a9 :BOUND

001e—-33d9-b0fa 2402 :f000:5:¢901:7196:4e9 BOUND 2437 fei 1/6
6:9fb2 :BOUND

000a—edcT-f926 2402 :f000:5:c901 :20a:ed4ff BOUND L fei 1/7
:fecT: fBOUND

000a—edc7T-f926 2402 :f000:5:c¢901 :bdeb:8ab BOUND 222 fei 1/7
¢ :de9:6BOUND

000a—edc7-f926 feB80::20a:edff:fec7:f926 BOUND 3 fei 1/7

c80a-a964-feeT 2402 :f000:5:2901 :bhe9:55d BOUND fei 1/12
8 :b585 :BOUND

c80a—a964-fee7 2402 :f000:5:901:7841 :954 BOUND fei 1/12
4:f26e :BOUND




Example: SAVI deployment
In Tsinghua FIT building

Prefix granularity anti-
spoofing by RPF

e 59 66.4.52/3 e—

To Tel C
T2/1

G7/24 128.33/30
2001:da8:200:f000::1

G7/24 128.34/30
2001:da8:200:£000::2

1:da8:200:f000::/64  166.111.128.32/30
IPVA FIHSRP £ 43: \ %
# LHEMIED, CS_1N
Active, CS_2Jystandby
Vip: ***1

Tunnel source: 59.66.4.50

IPV6 prefix: 2001:da8:200:900e::/64

Host
granularity
anti-spoofing

1393

G7/6 1334
G716

G7/4 132.4 143,132

P9/V006:002:8%P1002  42/0°0p1°11 17991 SZA8 1403

6N1 YaoQizhi-Lab 1-211 310_VOD_CST F\REWALL #7244 oo

4x48 4x48 4x48 4x48 166.111.142.0/24

D05_ChinaGrid 157 INL 251 3s1 3N1 481
Corsair 3%48 5x48 5x48 5x48 3x48 4x48 3x48

il i) e GE
FE

SAVI X#pl  FESAVIXEHS]




Deployment in Office Builiding

L]
“ W

FIT Building of
Tsinghua Univ

From Oct 2009-
(about 10 months)

No initial DAD-NS e ==yl
oss observed (link Z:’f/_z. s 1
ocal addr bound) |

Ruljie RG-2652
Digital China
S3950 Switches




Digital China console

GOS0 52CT-138—TH#show ipva ndp sSnooping

LP Snoooing lis enatihiEn

DPF Snooping binding count

00-1d-0f-12-44-£9
00-1d4-0f-12-44-£9
00-16-41-ad-h7-2£
00-16-41-ad-h7-2£
00-16-41-ad-h7-2£
00-16-41-a85h7-2f
00-16-41-ad -l 7-2E
00-12-17-2a-3d-e8
00-12-17-Z2a-3d-e9
00-12-17-Z2a-3d-e9
00-12-17-Z2a-3d-e9
00-0d-61-9kb-40-e6
00-0d-61-9b-40-e6
00-0d-61-9kb-40-e6
00-0d-61-9b-40-e6
00-0d-61-9kb-40-e6
00-0d-61-9kb-40-e6
00-1le—-4f-9d-c5-Te
00-1le—-4f-9d-c5-Te
00-1d-0f-12-344-£9

00-1a-ch=5c-5==5&
O00-1a—-6b-5c-5e-5c
O00-1a—-6b-5c-5e-5c
O0-la-gh45cfSe-5c
00— 8B 8+ 500 S S- 0
00-1e-4f-9d-c5-7e
00-1d-0f-12-44-£9

6l, static binding 0O

address

ragbf:ch?2:7:316e:dbac:h96:eala
tdadfiZ200:8002 13 16erdeac th96eaya
tdafiZ200:9002:216:41Fff: feadth72E
rdaf:200:9002:3562:249: 1012 : 475
rr7r2le41ffifeadth?2E
rapbfichY2:7:216:41ff:fea5 bVt
tacefichVa 17356212849 1012 th4a75
daB:200:9002:212:17ff: feda:3del
1212 1Vt feiat 3del

tabefichVa 17212117 fedai 3del
1121217 ff i feZaiidel
tr7i20del1ff:fefh 406
ragefichY2:7:120d:61ff: fefh i d0en
tacefichV2 17 :if1d2 1 fdld: 2a62 14580
rdaf:200:9002:20d:61ff: f=8b 4026
tdas i Z200:9002 :£1d2 1 fdld:2a62 14580
ri20d:61ff: feSbh40eb
tabefichV2 171458 thefd: 5175 thdbo
tdag i Z200:9002 :£455 1hefd::al175 :hdbe
raepfich72:7:5cfd:52ee8delfecs
tdas i 200:9002 : 5cfd: S2ceS3dolfecs
s lgrebEL febe i EeSe
rabefichV2 17 i21lai6hff: fesSci S5eso
tdadi200:9002 12 1a:6bff: febe 5eso
o lasphEEsfasassabe
tdasi200:9002 11935 thoce i 6daadbd
raeefichY2:7:19535 heec i 6daadbd
tabefichVa 171412016704 3228 thdel

Interface

Ethernet0/0/ 47
R+ o1 ot I-IV.Il I'IV.Il a7
Ethernet0/0/29
Ethernet0/0/29
Ethernet0/0/29
Ethernet0/0/29
Ethernetd/0/29
Ethernet0/0/31
Ethernet0/0/31
Ethernet0/0/31
Ethernet0/0/31
Ethernet0/0/24
Ethernet0/0/24
Ethernet0/0/24
Ethernet0/0/24
Ethernet0/0/24
Ethernet0/0/24
Ethernetd/ 075
Ethernetd/0455
Ethernet0/0/47
Ethernet0/0/ 47
Ethernet0/0/33
Ethernetl/ /0533
Ethernetl/ /0533
Ethernetl/ 0533
Ethernetd/0455
Ethernetd/0/5
Ethernet0/0/ 47

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

SLC BOUND
SALC BOUND
SALC BOUND
SAC ROTND
SALC BOUND
SLC BOTUND
SALC BOUND
SLC BOUND
SALC BOUND
SALC BOUND
SAC BOTND
SALC BOUND
SLC BOTUND
SALC BOUND
SLC BOUND
SALC BOUND
SALC BOUND
SAC BOTND
SALC BOUND
SLC BOTUND
SALC BOUND
SLC BOUND
SALC BOUND
SALC BOUND
SAC BOTND
SALC BOUND
SLC BOTUND
SALC BOUND




SAVI Management System and
MIB Design



MIB tree

o S IPVESAYI-MIE
¢ ¥ip
o 3 ipvBSaviIB
o 3 ipvBSaviObjects
@3 ipvESaviOhjectsSavisStatus
A5 ipvESaviobjectsMaxDadDelay
@3 ipvBSaviobjectsMaxDadPrepareDelay
@3 ipvESaviOhjectsMaxSlaacLife
@i ipvBSaviobjectsLinkDownDelay
- E] ipvBSaviOhjectsIfStatusTable
e ipvESaviohjectsifStatusEntry
% ipvBSaviObjectsIfStatusifindex
@3 ipvESavidbjectsifStatusCheckStatus
@5 ipvBSaviObjectsifStatusTrustStatus
@3 ipvESaviObjectsifStatusBindingMum
e E] ipvBSaviDbjectsBindingTahle
e ipvESaviohjectzBindingEntry
% ipvBSaviobjectsBindingMfndex
% inwvESaviohjectsBindingType
% ipvBSaviObjectsBindingldentifier
@ ipvBSavidbjectsBindinomMacAddr
f’@r ipvESaviObjectsBinding State
f’@r ipvESaviObjectsBindingLifetime
f’@r ipvBSaviObjectsBindingRowStatus
o= [ ipvBSaviConformance



Function

e Set:
— SAVI-DHCP or SAVI-SLAAC function
— Anchor (switch port) type
— Binding limitation of anchor

e Get:
— Binding State Table entries
— Filtering Table entries
— Statistics



Structure of SAVI-MIB

 Two separate MIB tree
— IPV4SAVI-MIB for IPv4
— IPV6SAVI-MIB for IPv6
— They have Similar Structure

* Following we illustrate IPV6SAVI-MIB



Structure of IPV6SAVI-MIB

Ipv6SaviObjectsStatus
— SAVI-DHCP/SAVI-SLAAC Status

IpveSaviObjectsMaxDadDelay,
Ipv6SaviObjectsMaxDadPrepareDelay,

— constants of SAVI

Ipv6SaviObjectsifStatusTable

— Validation type of anchor
— Trust type of anchor
— Binding limitation of anchor

Ipv6SaviObjectsBindingTable
— Binding State Table entries



Structure of IPV6SAVI-MIB

e Ipv6SaviObjectslfStatusTable
— Ipv6SaviObjectsifStatusifindex Interfacelndex,
— Ipv6SaviObjectsifStatusCheckStatus Integer32,
— Ipv6SaviObjectsifStatusTrustStatus Integer32,
— Ipv6SaviObjectsifStatusBindingNum  Unsigned32



Structure of IPV6SAVI-MIB

* Ipv6SaviObjectsBindingTable
— Ipv6SaviObjectsBindinglfindex Interfacelndex,
— Ipv6SaviObjectsBindingType Integer32,
— Ipv6SaviObjectsBindingldentifier InetAddressIPv6,
— Ipv6SaviObjectsBindingMacAddr MacAddress,
— Ipv6SaviObjectsBindingState Integer32,
— Ipv6SaviObjectsBindingLifetime Timelnterval,
— Ipv6SaviObjectsBindingRowStatus RowStatus



SAVI management system

Implmemented-Subnet view

fit#{User Number: 435)

—_— e e e o=

(-] eg 252 e11 o4

—_ e e e =

@80 @0 @15 @79 @87

User Number Change Chart Curve:

700 {

ml

mpl

300

"ﬁbl J

s || gl ol | __l|-
ol
121416182022 0 2 & & 8 10
— STANG DHCP — SLAAC

IP Binding State Change Curve

100 |

130 |

g

100 {

80

]

a0

ol

[ | SR BRI | —

1357 811131317 182123

& STATIC & SLAAC & DHECP

==
oM
==y
e 55

Switch Running State Chart -

@ SAVIDISABLE 0.00%
@ SAVLDEFAULT 0.00%
SAVILDHCP 0.00%
@ SHVISLARC 100.00%
SEVIMIX 0.00%
User Online Time Curve{CDF)
100%
|
TE% |
50%
25%
0% —rr—r— u
TaaTeN 131111192”3
— STATIC SLAAL DHCP
Switch User Number TopN
120
100 1
a0 4
00
m 1
20 |
n i

13750 W 13050 W IRLET-vE
[ RECE N RECES N QEVE S
1R e W 13250 13388

Interface Trust Type Chart
g
|
II
o DHCRTRUST 0.00%
9 RATRUST 4%
@ DHCP-RATRUST 0.00%
NO-TRUST 95.55%
User Change Info
Time

2010-7-2217:10:00
20M0-7-22 17,3000
2010-7-221710:00
2010-7-2215.35.00
2000-7-2217:30:00
2010-7-2218:25.00

s

- IP Binding Type Chart - Interlace Validation Type Chart
& sTamc oo0% & SAVEENABLE 96 96%
& SLAAC 1000 SAVIDISABLE 3.04%
DHCP D00%
Mame State 1P Address Interface I Switch N
[ o 2001 B0 0200 9000 021 1 d0fE feSeTh 26 1305
jeave @ 20010486 02009000, 0ci43 daet faTeca 26 1305
[r— o 1B 021 £ O feSe To20 2% 1205
coma & 2001 D488 02009000 Bdea 1138 d76 17 26 1305
[re— ‘ 2001 Dcal 0200 9000 AT £ 53161071 26 1305
joave @ fedlt; 20561 Dt bedt. Dead ] 1305

Lizar

d %

ke
[~

14 4 | Papeln [ofi| & M show records from 1 Lo 6, the tobal nuenber is 6
Binding Table
Swlch Name  interfar IP Version P Addrass Bvling Type  Binding State  Lite Tima(z)
1388 5 2001 :0da8:0200:90 aEmam W B44s81
@ W 200
1335 5 @ te8l:0224:1drt1e2 ] 5 asc  MEmEm W 544415
1388 & 2001 :0da8:0200:90 et 1 474719
® Wi 2050
1388 & 2001 :Cicdad: 0200 30 . 474710
@ W 200
1338 3 @ teBlbagaOcdel [ sLanc  PRmEm | 474839
On e - 1
4 4 Pagel of87 B M show records from 1 bo 5, the total number ks 435



Basic Infomation

Switch view (data gathered In
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o 00104, —
o W 20 320 4 o 5 1w 15 20

hua

FIT buildina)

Interface Panel{Online User Number:55)

1

Y

W a

[l [ o L]
iuimi i
o (=

(A ] et [ oy
£ e | o

W o

= 9

il

o

o e

|

el

o e o
Bl 7 [E "N
| L= d 1= 4

(=]

|
L
=T ]

-
[

S | S |
0 o9 S 9

(3]
~d

-
-
o

. |
—_dl

Lser

-]
43
L |
sl
N

Interface In Swich N

1328
1326
1326
13286
13286

1326

b

=

User Change Info

Time Nairee State P Address

AH0-7-2216:35:00 come ™ 2001 DaaB 0200:9002-1 827 35dabefac 7

2 0-7-22 1750000 v o 2001 Dand:0200:9002:d1 Se- 1815 5902 &t 7

2010-7-22 19:30000 leave @ 2001 :DdaB:0200:9002:d57 2826200427 7

2010-7-2216:3500 come @ 2001 Dal 02009002 641 e 2eT: 2de ST 7

201 0-7.2216:3500 come & 2001 Dclaf 02009002 fodd: Zoea Obbict 7

2010-7.22 19:30:00 — 2001 Odaf: 0200, 9002 6406 e T4 b1 .2 7
Paga/l ofl show reconds from 1 to 6, the total number is &

Binding Table

Iriteriace P Verson P Address Binding Type  Binding State  Life Time(s)

7 2001 :Oicla- 020080 saanm 879247
? Wsanc 00

7 g 2001 :Disf 0200:50 EEmm. 147
@ BMsace o0e 314704

7 2001 :0ciaB 020090 EEEER a545M1
@ W BOLKD

T 2001 : DcdaB: 020080 SERER 834426
@ Wseac 00

7 @ BIEING
Pageil ofil b b showe records From 1 to S, the total number is 55



Interface Status

Interface of Switch{130.5)

Inches IP Wersion Yalication Status ifTrustStatus Mz Fittering-MNum Bincling Tahle
% @ @ e D No-TRUST I 1294367295 »
o7 @ @ Ensbls D noTRUST I ;54067295 »
26 @ & Enshle @ NoTRUST D 254967235 »
2 @ @ Ensbie @ HO-TRUST D ;704057205 »
30 @ @ Ensbie & NOTRUST I 204957295 »
kL @ @ Encoie @ NoTRUST I ;204957295 »
2 @ ' Enable J HOTRUST I :20:367295 »
33 @ @ Eove J  HoTRUST D 294067205 »
i @ @ Encoe @ HOTRUST D :204967295 »
ES @ & Ensble @ NO-TRUST I 4294957295 »
B @ ' Ensble @ NO-TRUST D 4294957295 »
Eid @ @ ok D NOTRUST I 194367295 »
38 @ @ b D HOTRUST D 294967295 »
3 @ ' Enbie @ No-TRUST D 204057295 »
4 @ @ Encble @ NOTRUST D 1254957235 »
# @ & Ensble D NoTRUST I ;754967295 »
42 @ @ s D Ho-TRUST I 454367295 »
43 @ @ Ensoie @ NOTRUST S 204957295 »
ot @ ' Enable J HOTRUST D 5294957295 »
45 @ @ Encoe @ HOTRUST D ;204957295 »
48 @ @ Enchie & NoTRUST I 24957295 »
a7 @ @ Eocbe D HoTRUST D s 204057205 »
8 @ J Disable @ NO-TRUST 666 »
49 @ J Dissble RA-TRUST I :0:957295 »
50 @ J Disable RA-TRUST I 4294957295 »

4 4 Pagelz ofe shaw recards from 26 to 50, the tatal number is 150
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Binding and Filtering table of a switch

Werific

show.sh ITii itchBindingTableInfo.bindingTableForSwitch{139.5)
Show STATIC Show SLAAC Show DHCP Show all
Irterface Index IP Yersion IP Lcldress Binding Type Binding State Life Time(s) Uszer Iz In Filteting Takle?
25 @ 2001 :0cia: 0200: 9009:0202 e4{f: feal: 3aak B siac EEENEN b 1 1173684 Py
25 @ 2001 :Octe: 020030090215 56, fedbi1 57h | E. EEEEN - = 11806 45 2
25 @ 2001:0cta8: 0200:9009:51 56 a2ac 495 bhsd | BT EEEEN - 7059 59 v
25 @ 2001:0ctal: 0200: 9009:Bclc5: fead: 7ol Jd46 B cinc EEEEN - 705957 ot
25 @ 20071:0ci58:0200: 900991 3a: 0509 1 596:0e63 | Y. HENENN - 919336 o
25 @ 2001:0da8: 0200:3009:8571:450d: a1 73 alifc Hsinc EEEEN -G 118063 L4
25 7] 2001:0cla8: 0200 9009:c90c:c219: 3091 1725 | B EEENEN - 9193.24 v
25 @ 2001:0ck58: 0200:9009:fc7 7 0e05:b134: 690 Hsiac EEEEN - D173 o
25 @ 1e80:.020ae4if. feal. Jaak | B EEEEN 1 1152799 o
25 @ f280::8dcs fead Tid4: 9043 | . EEEEN - 7059.04 £
25 @ fed::c90c:c218: 3031 1725 | [E EEEEN 91531 v
26 @ 2001:0cla: 0200 9009:021 1. 3c1f:. 1293 a0e1 | . EEENEN - 314851 4
26 @ 2001:0cia: 0200: 9009:1 d5f. SeilibbT s 1e34 B inc EHEENENEN b 511152 ]
26 @ 2001:0k58: 0200: 9009: 2810 920:hI6T: 103 | P, EEEEN - 11118881 o
26 @ 2001:0cia: 0200: 9009691 5:6o60: ded7 5017 | S EEENEN b 514939 wt
26 @ 2001:Octad: 0200:9009:74h7:06ct eafi4: 535 | B HEEEN [ o
26 @ 2001:Ocie: 0200:9009:9c51: baGo b1 o1 4951 Hsiac EHEEENEN B 779335 w
26 @ 2001:0ctad: 0200: 90039: 9cal 650511 bh:Oed1 | B HEEEN Gl o
26 @ 20071:0cia: 0200 9009: c53a: 3561 fe57:994d | e HENENEN - 01213264 v
26 @ 2001:0ca8: 0200: 9009142 df 20: 2lc 25639 | [E EEENENc 779334 o
26 @ 1e80::021 1. 31t fe 93 alel | Y. EHEEENEN - 214887 w
26 @ f280::1d90: 2929, 0765, 5033 B sinc EEEEN© 992111 o
26 @ 1880 74hT: 050 eabd 5351 . SLAAE HEEEN G| s -
26 @ a0 cada 35 fesT:094d Hsiac EEEEN - 14213085 o
26 @ Tedl: el 42020 2002:5639 | B EEEEN c 7792.82 v
4 4 Page1 of4 b Bl show records from 1 to 25, the total number is 87
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Log of User come and leave

User Change Info

Time: Mame State IP Address Interface Index Switch Mame:
2010-7-22 18:00:00 legve o 2001: Dcla:0200:9001: 7951 d03a ec23:b47d 36 1318
2010-7-22 19:30:00 leave % 2001 Oda@ 02009001 a8a6; ddc 2 Od34: 2001 36 1318
2010-7-22 22:55:00 legve o 2001: 0cda:0200:9001:5308: 421 3.cT17.e0a 36 1318
2010-7-22 17.50:00 lzave od 2001 0da@0200:9001 . daad; 32081151 eacy 36 1318
2010-7-22 21:20:00 legve o 2001: Dcla:0200:9001 69141 78a deee: 3130 36 138
2010-7-22 21:20:00 e e fefil: 69741752 4eee 3138 36 1318
2010-7-22 22:55:00 leave 8 fe80:5808 521 3cTH7:e01a S 1315
2010-7-2217:35:00 leave d 2001 : 0dat: 0200:3001: 5cd0: 2868 0996:Sab0 &2 131 B
2010-7-2217:35:00 leave ol 2001: 0cla8:0200:9001 :c4af adad d373 8272 a2 1318
2010-7-2217:35.00 leave @ fefil cdaf:adas d3736272 &2 1318
2010-7-2217:10:00 legve o 2001 Dcla: 0200:9001 :eciSh: bES0: hO0c:99f -] 1318
2010-7-22 155500 come 2001:0cdat:0200:9001:1571:1520:183d: 5f5d =1 131 B
2010-7-22 15:55:00 come 2001: OclaS: 0200:9001:0226: 9eff. feT0:9cad -] 1318
2010-7-221710:00 leave “ fefl:41b3 17351928 11ec =1 1316
2010-7-22 18:46:00 o 8 fe80:0227:1 8ff. fe00:033 6 1315
2010-7-22 155500 come & fedl 0226 9ef: fe70:59ca9 =1 13186
2010-7-2217:10:00 legve o 2001 Dcla:0200:9001: 41 b3 1 73319281 1ec -] 1318
2010-7-2219:45:00 ek 9 2001 :0dat 0200:8001:0227:1&f1: fe00:033a =1 1316
2010-7-22 15:55:00 come ™ 2001: 0clmS: 0200:9001:021c: 60ff: fel e:ac26 34 1318
2010-7-22 155500 come & fedl:021ck 60T fel erad26 34 1316
2010-7-22 21:20:00 lesve o 2001: Dcla@0200:9001:b166:1 4c1:1425:02c9 36 1318
2010-7-22 21:25:00 et e 2001 :0daG: 0200:8001:207 3 chioe TOba: 9626 B 1316
2010-7-22 21:25:00 loave 8 feB0:41ba1 73319281 1ec 6 13156
2010-7-22 21:25:00 leave “ 2001 :0dat 0200:5001:41b8:1733:1925: 1 1ec =1 1316
2010-7-23 10:45:00 loave 8 feB0::cl0ck 20if6:c3e7: 6t £ 1315

Page 1 of 1 shaw records from 1 to 25, the total number is 25



Thank You!
Q&A



Conclusions

SAVI drafts have been implemented by multiple
vendors and being largely deployed in CERNET?2
—  draft-ietf-savi-dhcp-04

— draft-bi-savi-stateless-01

SAVI switches in CNGI-CERNET?2 have been
fully tested

SAVI management system and MIB have been
designed

A light-weight savi-slaac is necessary for low end
access switch for large scale deployment

—  Currently, no major problem found

—  For details: draft-bi-savi-stateless-01



