Multiple Publication Points

draft-rogaglia-sidr-multiple-publication-points-02

sidr@ietf86
R. Gagliano
T. Manderson
C. Martinez



The idea

* Provide means for repository operators to
indicate the presence of multiple publication
points of repository data

* Motivation
— An additional tool for repository HA engineering

— Multiple transport protocols for the same repo
data

— Break free from DNS tyranny ©



Repository HA Options

e Use already deployed (commercial?) CDNs
— None of them supports rsync as of today**
— Does not address DNS resolution diversity

* Load-balance your own server farm using DNS
round-robin



Progress since Atlanta

* Rewrote most of the introduction / problem
statement section:
— Better explained HA issues as perceived by

authors
* Current options not entirely satisfactory

— Proposed solution allows for:
e Routing path and DNS resolution diversity
* Multiple transport protocols



RPKI Repository structure + fetching
today (top down)

it ﬁ Self-signed
(1) Fetch Self- cert CA N Publication point:

zlegrr;%dcate publication CA certs, ROAs, CRL and
e point Manifest.

signhatu (2) RPs begin fetching information from

repositories using parent certificate SIA.

RFC 6487:

- AlA:is a “a single reference”

- SIA: order for access methods
RP Softwar@ represents preference set by CA

/
(@)D TAL File:
o IxURL + Key (3) You fetch the publication point for the next valid

RFC 6490: Single URI per CA until you obtain all the resources.
TAL
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Proposal:

e New TAL format:

rsync://rpki.operatorl.org/rpki/hedgehog/root.cer
rsync://rpki.operator2.net/rpki/hedgehog/root.cer
rsync://rpki.operator3.biz/rpki/hedgehog/root.cer

MIIBIjANBgkqhkiGIwOBAQEFAAOCAQBAMIIBCGKCAQEAOVWQL21h6knDx
GUG5hbtCXvvh4A0z jhDkSH1j22gn/10iM9IeDATIwWP44vhQ6L/xvuk7W6
Kfa5ygmqQ+x0ZOwIWPcrUbgaQyPNxokuivzyvqVZVDecOEqs78q58mSp9
nbtxmLRW7B67SJCBSzfa5XpVyXYEqYAjkk3fpmefU+AcxtxvvHB5S0VPIa
BfPcs80ICMgHOX+fphvutedXLxjfIKIWkhZqZ0v7pZm2uhkePx1PMGCrG
ee0WSDC3frierLueagpilsF jwwpX6F+Ms8vqz4 5H+DKmYKvPSst2jCCq9
aJ0gANT90tn£SDOS+aLRP ZryCNyvvBHXZXq)5YCGKtWIDAQAB

* Change proposal: RFC 6490
section 2.1

The TAL is an ordered sequence of: 1) Ar-At
least one rsync URI [REC5781], 2) A <CRLF> or
<LF> line break after each URI, and 3) A
subjectPublicKeylnfo [REC5280] in DER format
[X.509], encoded in Baseb64 (see
Section 4 of [RFC4648]). *

Each “Root Operator” will host a copy of
the self signed certificate

Each “Root Operator” can scale its
infrastructures using any available
mechanisms

No single dependency in DNS name
resolution.

Could even use IP addresses in URIs

RP can select “Root Operator” with
similar algorithms as DNS resolvers
Yes, you create more complexity on the RP side.

Reduce “Layer 9” noise as you create a root
operators group (just like DNSSEC)
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Scalable RPKI repository:

 Multiple CRL DP, AIA and SIA extensions
(ShOWIhg CA cert only) Compatible with current

proposals for new fetching

Mitherity Taformation Access: methods: HTTP, zones, deltas
CA I000ers « URD1Zpynd s/ /rphl opesatorl sot/2pnl/ hdgehog/ oot et
CA To80ecs « URD1Zayan// KRl etXatan b R0/ 201/ hedgeton / 2008 1004

accessMethod selection can
CA THS0RES « URDoLpyna s //rphl operator i 8oL/ Lpnl/bedpedon / o0t .08 be decided by RP taking CA
]

stated pref into account
b0t Informatlon AcOess)

CA Repository = NI Dame | //EpALOP0rator ons /meeber | /

MARSLOSL = URE VKRV //ERA SOREAVAA M membar | /CVIGRG At « Small changes to existing
CA Repository « W3 pane /7 ERRh . ROEALOLE 00 g /mesber ) /

Kanifest = URDIZRIAG 1/ ERSASORTALRRY SR/ menbar | /CVIHg aft documents:

&.Imuory « U imyng | // EkA . OROEALOR ). Dt/ menber ] / - AlA support for multiple
Kanifest - URIIZRYRG!//TREAFRATARAR ], Aet/ member L /CVIGRG ALS operators

- SIA order irrelevant
%) GAL Distribution Polats:
ORI s zayme s // sokd opratar ) oet /mesdar] /YRGS AEL
URIzpayas://ephl .oparator2.ocg/mesdorl /CYROH Al

URIzzayac://epil. oparator).net/nesbor L/ CYRORE AEL
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THANK YOU !



