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AES-CCM

Decent performance

Both are only applicable to TLS 1.2+ or DTLS 1.2+
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7 When decent performance isn’t enough, a fast and
secure stream cipher is needed




Proposal

We propose to use the eStream [0O] results to define
a fast stream cipher for TLS/DTLS

[0]. The eSTREAM project was a multi-year effort, running from 2004 to 2008, to promote
the design of efficient and compact stream ciphers suitable for widespread adoption. As a
result of the project, a portfolio of stream ciphers was announced in April 2008 and revised

in 2012.
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UMAC as in RFC4418 (UMAC-AES)
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-1 Packet overhead per ciphersuite (in DTLS):

AES-128-CBC-HMAC- 50-65 3.3-4.3 13 + 20 (MAC) + 16 (IV) +
SHAT 16 (PAD)

AES-128-GCM 37 2.4 13 + 16 (MAC) + 8 (IV)
SALSA20-256-HMAC- 33 2.2 13 + 20 (MAQ)
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Open-questions in proposal

UMAC can be used:

As in RFC4418 (UMAC-AES)

Or with the combined cipher (i.e., Salsa20)
Poly 1305 is another option for a MAC

With comparable speed
Proposed in 2005 (UMAC in 1999)
No RFC



Conclusion

We can have a replacement of RC4 that is:
More secure (one of the winners in eStream competition)

Faster

2x-3x the speed of AES ciphersuites
2x the speed of RC4 when combined with UMAC

Can be used efficiently with DTLS



Questions and Discussion
R TT——————
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