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1.  Need	  security	  and	  privacy	  in	  web.	  Authen;ca;on	  and	  authoriza;on	  become	  an	  
important	  component	  of	  Web	  security	  today.	  	  

2.  Providing	  the	  same	  level	  of	  security	  func;onality	  to	  the	  Internet	  of	  Things	  (IoT)	  
environment.	  	  

3. 1.  Need	  security	  and	  privacy	  in	  web.	  Authen;ca;on	  and	  authoriza;on	  become	  an	  IoTimportant	  component	  of	  Web	  security	  today.	  	  	  devices,	  however,	  have	  limita;ons.	  
2.  Providing	  the	  same	  level	  of	  security	  func;onality	  to	  the	  Internet	  of	  Things	  (4.  Web	  and	   IoTIot )	  	  is	  a	  con;nuum	  rather	  than	  an	  either	  or.	  	  
environment.	  	  5.  Would	  like	  to	  use	  the	  same	  approach	  for	  managing	  services,	  user	  accounts	  as	  well	  as	  

3. devices.	  	  
IoT

Mo0va0on



specifica;ons.”	  

Extract  from  IETF  ACE  Charter



Door  Lock  Use  Case



Players  in  this  Scenario

Joe	  works	  for	  a	  maintenance	  company	  
and	  is	  specialized	  in	  installing	  physical	  
access	  control	  systems	  

Tom	  is	  employed	  by	  Alice	  at	  example.com.	  
	  
	  

Alice	  is	  the	  owner	  of	  the	  small	  but	  widely	  
known	  company	  example.com.	  She	  wants	  
to	  deploy	  a	  new	  physical	  access	  control	  
system	  in	  her	  office	  building.	  	  
 
 
 



Installing  Door  Locks

Joe configures the door lock with 
Joe configures the door lock with 

server.  

Joe	  works	  for	  a	  maintenance	  company	  
and	  is	  specialized	  in	  installing	  physical	  
access	  control	  systems	  









• …	  not	  the	  most	  complex	  scenarios	  but	  we	  need	  to	  pick	  others	  up	  where	  
they	  are	  today.	  	  

•  The	  presented	  scenario	  does	  not	  require	  many	  new	  extensions.	  	  
•  Mostly	  the	  communica;on	  between	  client	  and	  resource	  server.	  	  

Remarks



•  Technical	  solu;on	  details	  are	  available	  with	  UMA/OAuth/OpenID	  Connect	  
specifica;ons	  but	  op;miza;ons	  are	  possible.	  	  

•  OAuth	  over	  CoAP	  profiles.	  	  
•  More	  compact	  token	  encodings	  	  
•  Ongoing	  work	  on	  PoP	  tokens	  and	  token	  binding.	  	  

•  Looking	  for	  other	  interested	  par;es	  to	  work	  on	  prototypes	  to	  gain	  more	  
experience.	  	  

What’s  Next?


