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IETF	  NOTEWELL	  
Any	  submission	  to	  the	  IETF	  intended	  by	  the	  Contributor	  for	  publica(on	  as	  all	  or	  part	  of	  an	  IETF	  Internet-‐Dra.	  
or	  RFC	  and	  any	  statement	  made	  within	  the	  context	  of	  an	  IETF	  ac(vity	  is	  considered	  an	  "IETF	  Contribu(on".	  
Such	  statements	  include	  oral	  statements	  in	  IETF	  sessions,	  as	  well	  as	  wriTen	  and	  electronic	  communica(ons	  
made	  at	  any	  (me	  or	  place,	  which	  are	  addressed	  to:	  
The	  IETF	  plenary	  session	  
The	  IESG,	  or	  any	  member	  thereof	  on	  behalf	  of	  the	  IESG	  
Any	  IETF	  mailing	  list,	  including	  the	  IETF	  list	  itself,	  any	  working	  group	  or	  design	  team	  list,	  or	  any	  other	  list	  
func(oning	  under	  IETF	  auspices	  
Any	  IETF	  working	  group	  or	  por(on	  thereof	  
Any	  Birds	  of	  a	  Feather	  (BOF)	  session	  
The	  IAB	  or	  any	  member	  thereof	  on	  behalf	  of	  the	  IAB	  
The	  RFC	  Editor	  or	  the	  Internet-‐Dra.s	  func(on	  
All	  IETF	  Contribu(ons	  are	  subject	  to	  the	  rules	  of	  RFC	  5378	  and	  RFC	  3979	  (updated	  by	  RFC	  4879).	  
Statements	  made	  outside	  of	  an	  IETF	  session,	  mailing	  list	  or	  other	  func(on,	  that	  are	  clearly	  not	  intended	  to	  
be	  input	  to	  an	  IETF	  ac(vity,	  group	  or	  func(on,	  are	  not	  IETF	  Contribu(ons	  in	  the	  context	  of	  this	  no(ce.	  Please	  
consult	  RFC	  5378	  and	  RFC	  3979	  for	  details.	  
A	  par(cipant	  in	  any	  IETF	  ac(vity	  is	  deemed	  to	  accept	  all	  IETF	  rules	  of	  process,	  as	  documented	  in	  Best	  Current	  
Prac(ces	  RFCs	  and	  IESG	  Statements.	  
A	  par(cipant	  in	  any	  IETF	  ac(vity	  acknowledges	  that	  wriTen,	  audio	  and	  video	  records	  of	  mee(ngs	  may	  be	  
made	  and	  may	  be	  available	  to	  the	  public.	  
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•  Discussion	  



Introduc(on	  
•  The	  original	  Use	  Case	  document	  describes	  triggers	  and	  protocol

Quite simply, triggers are actions or activities 
that start SCIM flows.  Triggers may not be 
relevant at the protocol or the schema, they 
really serve to help identify the type or activity 
that resulted in a SCIM protocol exchange.  
Triggers make use of the traditional provisioning 
C.R.U.D (Create Read Update & Delete) operations 
but add additional use case contexts like 
"SSO" (Single-Sign On) as it is designed to 
capture a class of use case that makes sense to 
the actor requesting it rather than to describe a 
protocol operation.

•  No(fy	  is	  a	  way	  to	  communicate	  triggers	  between	  publishers	  and	  
subscribers	  that	  can	  ac(vate	  SCIM	  Protocol	  requests.	  



More	  Generally…	  

•  A	  way	  to	  no(fy	  external	  domains	  about	  
changes	  in	  state	  for	  a	  set	  of	  resources	  

•  A	  way	  to	  no(fy	  mobile	  apps	  about	  profile	  
changes	  

•  Enable	  SCIM	  service	  providers	  to	  
•  Co-‐ordinate	  workflow	  events	  with	  enterprise	  internal	  
IDM	  systems	  
•  Co-‐ordinate	  events	  cross-‐cloud	  between	  providers/
tenancies	  



Architecture	  
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Proposed	  Event	  Types	  
•  ADD/REMOVE	  –	  A	  resource	  was	  added/remove	  to/
from	  the	  feed	  

•  CREATE	  –	  A	  resource	  was	  created	  
•  ACTIVATE/DEACTIVATE	  –	  A	  resource	  is	  enabled/
disabled	  

•  MODIFY	  –	  A	  resource	  has	  been	  modified	  
•  DELETE	  –	  A	  resource	  was	  deleted	  
•  PASSWORD	  –	  Password	  change	  
•  CONFIRMATION	  –	  Used	  for	  subscrip(on	  verifica(on	  

•  Note:	  we	  may	  want	  to	  refine/reduce	  this	  list	  



Published	  Event	  Message	  
{ 
     "schemas":["urn:ietf:params:scim:schemas:notify:2.0:Event"], 
     "publisherUri":"https://scim.example.com", 
     "feedUris":[ 
      "https://jhub.example.com/Feeds/98d52461fa5bbc879593b7754", 
      "https://jhub.example.com/Feeds/5d7604516b1d08641d7676ee7" 
     ], 
     "resourceUris":[ 
       "https://scim.example.com/Users/44f6142df96bd6ab61e7521d9" 
     ], 
     "type":"CREATE", 
     "attributes":["id","name","userName","password","emails"], 
     "values":{ 
       "emails":[ 
        {"type":"work","value":"jdoe@example.com"} 
       ], 
       "password":"not4u2no", 
       "userName":"jdoe", 
       "id":"44f6142df96bd6ab61e7521d9", 
       "name":{ 
         "givenName":"John", 
         "familyName":"Doe" 
       } 
     } 
   } 



JWT	  Message	  

•  JWTs	  can	  be	  signed	  and/or	  encrypted	  (e.g.	  when	  
raw	  data	  present)	  

•  JWT	  acts	  as	  container	  that	  can	  pass	  through	  
mul(ple	  transports	  (e.g.	  Mobile	  Push	  messages)	  

   eyJhbGciOiJub25lIn0 
   . 
   eyJwdWJsaXNoZXJVcmkiOiJodHRwczovL3NjaW0uZXhhbXBsZS5jb20iLCJmZWV 
   kVXJpcyI6WyJodHRwczovL2podWIuZXhhbXBsZS5jb20vRmVlZHMvOThkNTI0Nj 
   FmYTViYmM4Nzk1OTNiNzc1NCIsImh0dHBzOi8vamh1Yi5leGFtcGxlLmNvbS9GZ 
   WVkcy81ZDc2MDQ1MTZiMWQwODY0MWQ3Njc2ZWU3Il0sInJlc291cmNlVXJpcyI6 
   WyJodHRwczovL3NjaW0uZXhhbXBsZS5jb20vVXNlcnMvNDRmNjE0MmRmOTZiZDZ 
   hYjYxZTc1MjFkOSJdLCJldmVudFR5cGVzIjpbIkNSRUFURSJdLCJhdHRyaWJ1dG 
   VzIjpbImlkIiwibmFtZSIsInVzZXJOYW1lIiwicGFzc3dvcmQiLCJlbWFpbHMiX 
   SwidmFsdWVzIjp7ImVtYWlscyI6W3sidHlwZSI6IndvcmsiLCJ2YWx1ZSI6Impk 
   b2VAZXhhbXBsZS5jb20ifV0sInBhc3N3b3JkIjoibm90NHUybm8iLCJ1c2VyTmF 
   tZSI6Impkb2UiLCJpZCI6IjQ0ZjYxNDJkZjk2YmQ2YWI2MWU3NTIxZDkiLCJuYW 
   1lIjp7ImdpdmVuTmFtZSI6IkpvaG4iLCJmYW1pbHlOYW1lIjoiRG9lIn19fQ 
   . 



Discussion	  

•  Ques(on:	  	  Does	  the	  working	  group	  want	  to	  
adopt	  No(fy	  as	  a	  WG	  item?	  


