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1.  Purpose	
  of	
  this	
  Tes,ng	


•  Confirm	
  feasibility	
  of	
  SFC	
  which	
  is	
  a	
  new	
  framework	
  
–  Connec,vity	
  in	
  forwarding	
  plane	
  (control	
  plane	
  was	
  out	
  of	
  
scope	
  in	
  this	
  tes,ng)	
  

–  Feasibility	
  of	
  SFC	
  using	
  mul,-­‐vendor	
  devices	
  	


Ref)	
  hWp://www.nW.co.jp/news2015/1502e/150212a.html	




2.  Overview	
  of	
  the	
  Demo	

•  Showed	
  advantages	
  of	
  SFC	
  

–  Easiness	
  of	
  switching	
  service	
  
–  Op,mizing	
  Service	
  Chain	
  (Path	
  Branching)	
  

•  Provided	
  3	
  scenarios	
  as	
  follows:	
  
Scenario	
  1	
  :	
  Security	
  Service	
  	
  

	
  Used	
  Traffic	
  Monitor,	
  Traffic	
  Analyzer	
  and	
  Firewall	
  
Scenario	
  2	
  :	
  Op,mal	
  Communica,on	
  Service	
  

	
  Used	
  DPI,	
  Video	
  Op,mizer	
  and	
  WAN	
  Accelerator	
  	
  
Scenario	
  3	
  :	
  Redundant	
  chains	
  

	
  Used	
  Traffic	
  Monitor	
  and	
  Firewall	
  



Demo	
  Structure	

•  Assumed	
  large	
  network	
  including	
  mul,ple	
  data	
  centers	
  

(Ref.	
  draa-­‐ieb-­‐sfc-­‐dc-­‐use-­‐cases-­‐02)	
  



Demo	
  Structure	

•  NSH	
  and	
  VXLAN-­‐GPE	
  are	
  used	
  as	
  SFC	
  and	
  transport	
  headers	
  
	
  	
  	
  	
  	
  	
  	
  (Ref.	
  draa-­‐quinn-­‐sfc-­‐network-­‐service-­‐header-­‐03)	
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<VXLAN	
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 Next	
 Protocol	
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 VXLAN	
 Network	
 Identifier	
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 |	
 
	
 	
 	
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+	
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Scenario	
  1	
  :	
  Security	
  Service	

•  Operator	
  defends	
  user	
  from	
  aWackers	
  by	
  using	
  appropriate	
  

combina,on	
  of	
  SFs	
  (Traffic	
  Monitor,	
  Traffic	
  Analyzer	
  and	
  Firewall)	
  



Scenario	
  2	
  :	
  Op,mal	
  Communica,on	
  Service	

•  Classifier	
  at	
  edge	
  node	
  classifies	
  packet	
  based	
  on	
  IP	
  and	
  DPI	
  

changes	
  the	
  following	
  path	
  based	
  on	
  the	
  applica,on	
  

VO	
  	
  	
  	
  :	
  Video	
  Op,mizer	
  
WAC	
  :	
  WAN	
  Accelerator	
  

Classifier#2	
  

WAC	
   DPI	
  
(Classifier)	
  

VO	
  

Classifier#3	
  

Service	
  Paths	
  in	
  Downstream	


DPI	
  inspects	
  packets	
  and	
  
replaces	
  the	
  NSH	
  based	
  on	
  
the	
  result	
  of	
  the	
  inspec,on.	


Classifier	
  aWaches	
  applicable	
  
NSH	
  on	
  the	
  packet	
  based	
  on	
  
user’s	
  service	
  plan.	


Contents	
  Server	


User#3	
  
(User	
  with	
  	
  

Op,mized	
  Service)	


User#4	
  
(User	
  with	
  	
  

non-­‐op,mized	
  service)	


Data	
  center#3	


Data	
  center#2	


Op,mized	
  Paths	


Video	
  Op,mized	
  Paths	


File-­‐op,mized	
  Paths	


Non-­‐op,mized	
  Paths	

:	
  Packets	
  flow	
  of	
  op,mized	
  user	
  (Video)	

:	
  Packets	
  flow	
  of	
  op,mized	
  user	
  (File)	

:	
  Packets	
  flow	
  of	
  non-­‐op,mized	
  user	




Scenario	
  3	
  :	
  Redundant	
  Chain	

•  Switching	
  to	
  a	
  redundant	
  path	
  by	
  only	
  changing	
  NSH	
  	
  	
  



3.  Issues	
  in	
  Implementa,on	

•  Report	
  the	
  knowledge	
  gained	
  from	
  this	
  tes,ng	
  
–  SFC	
  Aspect	
  
–  SF	
  Aspect	
  
– Management	
  Aspect	
  



SFC	
  Aspect	

•  There	
  were	
  no	
  serious	
  issues	
  in	
  the	
  forwarding-­‐plane	
  with	
  SFC	
  

header	
  
•  SPI	
  needs	
  to	
  be	
  uniquely	
  assigned	
  in	
  the	
  en,re	
  network,	
  and	
  

so	
  centralized	
  control	
  may	
  be	
  feasible.	
  
-­‐>	
  Hierarchical	
  approach	
  will	
  be	
  required	
  for	
  using	
  SFC	
  in	
  large	
  

networks.	
  	
  
(Ref.	
  draa-­‐homma-­‐sfc-­‐forwarding-­‐methods-­‐analysis-­‐01)	
  



SF	
  Aspect	

•  There	
  are	
  various	
  types	
  of	
  SFs	
  and	
  their	
  connec,on	
  methods	
  

are	
  different,	
  and	
  SFC	
  proxy	
  will	
  be	
  required	
  to	
  be	
  flexible	
  	
  
-­‐>	
  A	
  document	
  describing	
  guidelines	
  for	
  SFC	
  proxy	
  may	
  be	
  
required.	
  (Ref.	
  draa-­‐song-­‐sfc-­‐legacy-­‐sf-­‐mapping-­‐04)	
  

SFF/SFC	
  Proxy	


WAN	
  
Accelerator	
  

Network	


To	
  WAN	


To	
  LAN	


PDU	

VLAN	

Ether	


PDU	

VLAN	

Ether	


Same	
  VLAN	
  must	
  be	
  	
  
aWached	
  in	
  bidirec,on	


From	
  LAN	
 From	
  WAN	


WAN	
  Accelerator	
  detect	
  	
  
session	
  by	
  using	
  VLAN	
  



Management	
  Aspect	

•  It	
  was	
  hard	
  to	
  detect	
  failure	
  points	
  because	
  packets	
  traverse	
  

various	
  places.	
  
-­‐>	
  Some	
  OAM	
  func,ons	
  for	
  confirming	
  connec,on	
  will	
  be	
  

required.	
  (Ref.	
  draa-­‐aldrin-­‐sfc-­‐oam-­‐framework)	
  



4.  Future	
  Work	

•  This	
  tes,ng	
  is	
  specific	
  to	
  the	
  demo,	
  and	
  so	
  flexibility	
  factor	
  or	
  

mechanisms	
  for	
  edge	
  cases	
  were	
  not	
  considered	
  
–  Co-­‐opera,on	
  with	
  control	
  func,ons	
  (e.g.	
  ODL,	
  Openflow,	
  PCRF)	
  
–  Redundancy	
  mechanism	
  

•  Some	
  SFC	
  components	
  were	
  implemented	
  as	
  soaware,	
  and	
  so	
  
throughput	
  can	
  be	
  examined	
  

•  Generalizing	
  SFC	
  
-­‐>	
  Accelerate	
  SFs	
  to	
  adopt	
  the	
  new	
  SFC	
  header	
  	
  
	
  	
  	
  	
  	
  We	
  had	
  submiWed	
  this	
  demo	
  as	
  a	
  PoC	
  to	
  ETSI	
  NFV	
  
	
  	
  	
  	
  	
  	
  Ref)	
  hWp://nfvwiki.etsi.org/index.php?,tle=Scalable_Service_Chaining_Technology_for_Flexible_Use_of_Network_Func,ons	
  	




Thank	
  you	
  for	
  your	
  aWen,on!	


Contact	
  
homma.shunsuke@lab.nW.co.jp	
  (NTT)	



