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SIIT-EAM in a nutshell

• New draft that updates RFC6145 (SIIT)
• Allows the operator to override the default 

RFC6052 algorithm on a per-address (or per-
prefix) basis
– RFC6052: 192.0.2.1 <-> 64:ff9b::192.0.2.1

✗ Only IPv4-embedded IPv6 addresses are allowed

– SIIT-EAM: 192.0.2.1 <-> 2001:db8::f00
✔ Can translate arbitrary IPv6 addresses

• No matching EAM? Fallback on RFC6052



  

Problem statement

• RFC6145/RFC6052 requires IPv6 nodes to be 
numbered using IPv4-translatable addresses
– Fundamentally incompatible with e.g. SLAAC

• Operator choices:
1)Import the IPv4 address space limitations into IPv6
2)Secondary addresses on participating IPv6 nodes

➔ Unaggregatable host routes in the IPv6 network
➔ Duplicate ACL entries for native IPv6 and translated IPv4
➔ Duplicate monitoring, duplicate config on host, etc.
➔ “dual-stack light”



https://tools.ietf.org/html/rfc3633




https://tools.ietf.org/html/rfc6052


  

Why a separate draft for SIIT-EAM

• Dave Thaler's comment on SIIT-DC at IETF91:
«This isn’t a new protocol, just good use cases»

➔ Not accurate, as “vanilla” RFC6145 cannot be used 
with non-IPv4-embedded IPv6 addresses

• But: SIIT-EAM seems useful beyond SIIT-DC
– For example 464XLAT and IVI
– Therefore I believe the SIIT-DC draft never was the 

appropriate place for an RFC6145 update

• Adopt as WG document?
– Allows me to remove RFC6145 update from SIIT-DC



  

SIIT-DC
Stateless IP/ICMP Translation for IPv6 Data 

Centre Environments
draft-ietf-v6ops-siit-dc-00



  

Status

• WG adoption in IETF91; re-uploaded with 
appropriate new file name
– Just minor changes since the previous version

• Future work
– If SIIT-EAM was adopted: Remove RFC6145 

protocol update from SIIT-DC and drop its status to 
BCP or Informational

– If SIIT-EAM was rejected: Continue as-is with 
RFC6145 protocol update inside SIIT-DC draft



  

SIIT-DC-2XLAT
SIIT-DC: Dual Translation Mode
draft-ietf-v6ops-siit-dc-2xlat-00



  

Quick recap

• Reverse SIIT-DC translation before passing IP 
packets to application
– Support IPv4-only software, devices, or protocols
– Support protocols that need end-to-end address 

transparency / cannot tolerate NAT (e.g., FTP)

• Inspired by 464XLAT. Notable differences:
– “PLAT” is stateless (464XLAT: use Stateful NAT64)
– “CLAT” is configured with public IPv4 address on 

the inside (464XLAT: Use private RFC 7335 IPv4)









  

Status

• WG adoption in IETF91; re-uploaded with 
appropriate new file name. Major changes:
– New Network Centric mode. Thanks to Ray Hunter!

• “Host Agent” therefore renamed to “Edge Translator”

– Discuss IPv4<->IPv4 intra-DC communication. 
Thanks to Andrew Yourtchenko and Shucheng LIU!

• Future work
– Merge with SIIT-DC document or keep them 

separate? (compare Stateful NAT64 vs. 464XLAT)



  

Running code

• Commercial appliances:
– Brocade ServerIron ADX
– Cisco ASR/CSR
– F5 BIG-IP LTM

• Open source:
– clatd (https://github.com/toreanderson/clatd)
– Jool (http://jool.mx)
– nat46 (https://github.com/ayourtch/nat46)
– TAYGA (http://www.litech.org/tayga)
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