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AAA - Authentication, Authorization, and

Accounting

DIAMETER (a follow-on to RADIUS) is used by Mobile IP agents to handle

e Mobile Nodes authenticated by trusted agents in their home domain
e Connectivity authorized by administrative agents in the foreign domain

e Accounting initiated by foreign agents, which are trusted by the administrative

agents in the foreign domain
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Interactions between Mobile IP and AAA

e Mobile Nodes authenticated by AAA in their home domain
e Connectivity authorized by AAA in the forcign domain

o Acct’g initiated by forcign agents

AAA w/brokers provides economic infrastructure for inter-domain mobility

Bilateral relationships may preempt need for brokers

Well-known and efficient authentication, invoked by simple Mobile IP extensions

o Provides a natural solution for firewall traversal
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Trust Relationships

e Home AAA trusts Mobile Node
o Visited AAA trusts Home AAA
e Vigited Foreign Agent trusts Visited AAA

e Home Agent trusts Home AAA
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MN NAI extension
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The mobile node is able to identify itself using its NAI (Network Access Identifier)

instead of its IP address.
The NAI is standardized in RFC 2486.

This extension is going through working group Last Call.
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FA Challenge Extension
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The Foreign Agent includes the FA Challenge extension in its Agent Advertisements.
The mobile node includes the same challenge string in an extension to the Registra-

tion Reply
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MN-AAA Authentication
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The mobile node includes a MN-A A A authentication extension along with the chal-

lenge string from the FA challenge.
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Protocol Overview

0. Forcign agent (FA) advertises challenge
1. Mobile node (MN) adds NAI, Challenge Response ctc., to Mobile IP registration
request

2. FA sends DTAMETER AVPs with registration request to Foreign AAA (AAAF)

w

. AAAF (“proxy”) looks up NAI finds MN’s home server address (AAAH)
4. AAAF sends DIAMETER . request, awaits approval by AAAH

Ut

. AAAH authenticates request; it may allocate a HA and I’ address for MN
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Step 6: Key Generation

AAAH generates: AAAH encrypts:
e K;: MN « FA o Ky & K, using SA; — MN
e K5 MN «— HA o K| & K3 using SA; — FA
o K3 FA «— HA o Ky & K3 using SA, — HA
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Protocol Overview, continued
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7. AAAH issues DIAMETER request to HA with K, K3
8. HA creates registration reply using K, and K3 for FA.
9. HA sends results to AAAH, which proxies request to AAAF
10. AAAF decrypts K| & K3 using S Aj, re-encrypts using S A,
11. FA decrypts K, & K3 using S A4, checks registration reply and FA<HA au-
thentication, adds MN<«FA using K
12. MN decrypts K7 & K5 using S Ay, checks registration reply, and MN<«FA au-
thentication
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Using Brokers

<

It is possible to use a broker, if the AAAF and AAAH do not already share a security

association S Aj
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Private Addresses

Private Addresses should be hidden
If HA has private address, a Surrogate HA is needed
If HA has private address, MN does too

If one FA has private address, all FAs in hierarchy do too

— (COA == 0) in advertisement!
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Tunneling Private Addresses

For IP-within-IP, SHA 1P’ address is used as a tunnel-ID
e Each FA stores the tunnel-ID along with MN's private address

e Tunnel source is the SHA’s global IP address
GRE already has tunnel-1D
Minimal encapsulation is enough like TP-within-1P
Reverse tunneling (RFC 2344)

Route Optimization?
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Regionalized Registration
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A GFA lives at the top of a FA hierarchy
If GFA has no valid key for MN, it contacts AAAF

The FAs do not expose their structure to the MN
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Local Handoff

FA advertises its NAI, or the GFA | as well as challenge

Mobile Node checks whether NAT or GFA is the same as before
Mobile Node supplies unforgeable response using two keys K, and Kj
FA sends request up the hierarchy

Any FA, or the AAAF may re-encrypt previous registration key and send it to new

FA, without contacting AAAH
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Regionalized Registration - Smooth Handoff
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When F'A, notices that MN-NAT is already registered, it does not propagate regis-
tration request
FA’s share key with GFA, so that the challenge can be checked
The GFA does not have to get the regionalized registration
The old FA gets a deregistration
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Flexible HA allocation

HA inhabits the path from correspondent node to MN
If HA can live nearby the MN, the detour is minimized.

Must be enabled by MN, and approved by AAAF
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AAAF—~AAAH Accounting

AAAF | / | AAAH

e After successful registration reply, FA sends Accounting Start Record to AAAF

o AAAF proxies Start Record to AAAH.

e Foreign Agent MAY send interim Accounting Records (perhaps every 5 minutes)
containing cumulative information.

e Foreign Agent sends Accounting Stop Record upon receipt of notification from

new FA.
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Regionalized Registration

Private Addresses handled

Features

Generates session keys for Mobile Node and Mobility Agents

Eliminates unnecessary Internet traversals

Challenge/Response integrated with Registration Request

Automatic I address allocation for mobile nodes

Automatic HA allocation in either home or foreign domain

Centralizes AAA functions in administrated services

Broker certification (e.g., IPASS, GRIC)

Clear separation between Mobile IP function and AAA function
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Sent by a mobility agent (e.g., a foreign agent) when a stale or nonexistent cache can
be inferred. This message must be rate limited (exponential backoff).
Mobile Node Home Address The home address of the mobile node to which
the Binding Warning message refers.
Target Node Addresses One or more [P addresses of the correspondent node
to whom the Binding Update message should be sent.
What is new is that the mobile node can use the Binding Warning message to instruct
the home agent to update numerous Correspondent Nodes.
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