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Abst ract

The i SCSI Extensions for RDVA docunent [iSER] currently specifies
the RDVA data transfer capability for [iSCSI] over i WARP/TCP. This
docunent generalizes the i SER docunment to permt it to be used with
ot her RDIVA capabl e protocols such as i WARP/ SCTP, | nfiniBand, etc.

It al so describes what should be defined in the InfiniBand Trade
Associ ati on and what are appropriate for |ETF.
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1 NMbdtivation

Currently the work to define i SCSI extensions for RDVA [i SER] only
considers using the i WARP protocol suite over the TCP layer. Wile
this objective nmeets the short termrequirement since i SCSI is
defined only for TCP, there is a huge benefit to generalize a
standardi zed [i SER] so that it can be used with other types of RDVA
capabl e layers now and in the future, including the follow ng:

i WARP over SCTP
InfiniBand (with reliable connections, RC

The interest in using [iSER] for InfiniBand is based on exploiting
the i SCSI protocol features and its discovery and nmanagenent
protocol instead of using the SCSI RDVA Protocol (SRP) which |acks
the managerment and di scovery support. Furthernore, with an i SCSI
based protocol, the Storage Professional and/or Administrator only
needs to understand and support a single basic protocol, which has
simlar inplementations across a suite of different network types
(i WARP/ TCP, i WARP/ SCTP, I nfiniBand, etc.).

It was to enable this vision and desire for a single Storage
Protocol that the proposed generalizations to [i SER] were created.
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2 Overall generalizations needed within the i SER specification

This section will specify changes/adjustnents that should be
considered to the wordage in the i SER docunent to nake it nore
general. The goal of these changes is not to nodify the basic
operation of iSCSI/iSER when operating on the TCP version of i WARP,
but to change/ adjust the wordage in such a way that i SCSI/i SER can
be |l ayered over a different RDVA-capabl e protocol |ayer, such as an
SCTP version of i WARP, or InfiniBand.

The details of many of the suggested changes can be found in the
Appendi x of this docunent.

2.1 Ceneralization of Definitions

It is required that some of the terninology be clarified as to
applicability of the terms to the actual LLP used.

2.1.1 The iWARP term

As currently defined, the i WARP term has a strong TCP centric bias.
We will introduce a new, nore generic term known as RDVA- Capabl e
Protocol (RCP) to denote the protocol |ayer that provides the RDVA
functionality for iSER  The following termwill be added to the
Definition section:

RDVA- Capabl e Protocol — The protocol or protocol suite that provides
the RDVA functionality, e.g., i WARP, Infiniband, etc.

Wth these new definitions, the "i WARP'" termwi || be generalized as
fol | ows:

1. Whenever the term"i WARP protocol suite" occurs in the i SER
draft, it will be replaced by "RDVA-Capable Protocol"”. In
addition, the phrase "such as the i WARP protocol suite" will be
added where necessary.

2. Whenever the term"i WARP | ayer" occurs in the i SER draft, it
will be replaced by "RDVA-capable protocol layer". In
addition, the phrase "such as the i WARP Layer" w || be added
wher e necessary.

3. Whenever the term"i WARP" is used as an adjective in other
context, it will be replaced with just RDMA, or "RDVA-Capable",
whi chever is appropriate. E. g., "i WARP functionality” will be
replaced with "RDVA functionality".

J.Hufferd et. al. Expi res June 2005 6



Internet-Draft Generalization of the i SER Specification Decenber 2004

4. \Whenever the term"i WARP" is used as a shorthand for the i WARP
protocol suite, it will be replaced by "RDVA-capabl e protocol"”

5. Wienever i WARP is used as a specific inplenentation exanple
i ntended for TCP only, such as "i WARP Message Format" in the
appendi x, it will be changed to i WARP/ TCP

2.1.2 The RNIC term

The term "RNI C' has been generally accepted by the industry to nean
an RDMVA- enabl ed Network Interface Controller for the P world. So
to generalize i SER for any RDVA-capabl e protocol |ayer, we wll

i ntroduce a new term known as RDVA- Capabl e Controller, defined as
fol | ows:

RDVA- Capabl e Controller — A network I/ O adapter or enbedded
controller with RDVA functionality. E.g., for TCP/IP, this can
be an RNIC, and for Infiniband, this could be a HCA (Host
Channel Adapter) or TCA (Target Channel Adapter).

Wthin the body of the i SER docunent the term RDVA-Capabl e
Controller will be used whenever the intention is to talk about a
general controller that provides RDVA functionality. |In addition
the clause "such as an RNIC' will be added as necessary.

Wthin the body of the i SER docunent, the termRNIC is |eft
unchanged if it specifically or inplicitly refers to TCP/IP

2.1.3 Steering Tag (STag)

The Steering Tag (STag) termneeds to have its definition extended
so that it applies to both a Tag for a Renote Buffer, and the Tag
for a Local Buffer. The followi ng should be considered as a

repl acenent for the existing one in the definition section

Steering Tag (STag) - An identifier of a Tagged Buffer on a Node
(Local or Renmote) as defined in [ RDMAP] and [DDP]. For other RDVA-
Capabl e protocol |ayer, the Steering Tag nay be known by different
nanes. For exanple, for Infiniband, a Renpbte STag is known as an R-
Key, and a Local STag is known as an L-Key.

2.1.4 Inbound RDVA Read Queue Depth (I RD) & Qutbound RDVMA Read Queue
Dept h ( ORD)

To generalize on the ternms I nbound RDVA Read Queue Depth (IRD) and
t he CQut bound RDVA Read Queue Depth (CORD) for other RDMA- Capabl e
J.Hufferd et. al. Expi res June 2005 7
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protocol |ayers, the follow ng should be added to the definition for
| RD: "For other RDMA-Capabl e protocol layer, the term"IRD' may be
known by a different nane. For exanple, for |nfiniband, the

equi valent for IRDis the Responder Resources". For ORD, the

foll owi ng shoul d be added: "For other RDVA-Capabl e Protocol Layer,
the term"ORD' may be known by a different nane. For exanple, for

I nfiniband, the equivalent for ORDis the Initiator Depth."

2.1.5 RDWVA Protocol (RDVAP)

In the body of the docunment the term "RDMA- Capabl e Protocol™, or
"RCP" shoul d be used whenever any RDVA wire protocol or RDVA
protocol stack is applicable. Only when the docunent intends to
explicitly address a specific wire protocol would the term [ RDVAP]
be used.

2.1.6 RDVAP Stream

The foll owi ng should be considered for inclusion in the definition
section to replace "RDVAP Streani:

RCP Stream - A single bidirectional association between the peer
RDMVA- capabl e protocol |ayers on two Nodes over a single
transport-level stream For TCP or SCTP, an RCP Streamis al so
known as an RDVAP Stream For i SER/ TCP, the association is
created when the connection transitions to i SER- assi sted node
foll owi ng a successful Login Phase during which i SER support is
negoti at ed.

In the body of the docunment, the term"RCP Streanm will be used in
pl ace of "RDVAP Streant.

2.1.7 RDVAP Message

The foll owi ng should be considered for inclusion in the definition
section to replace "RDVAP Message":

RCP Message — The sequence of packets of the RDMA-capabl e
protocol which represent a single RDVA operation or a part of
RDVA Read Operation. For TCP or SCTP, an RCP Message is al so
known as an RDVAP Message.

In the body of the docunent, the term "RCP Message" will be used in
pl ace of "RDVAP Message". The exception is when the term " RDVAP
Message" is used to describe the i SER Hello and Hel | oReply Messages.
Here "RDVAP Message" will be replaced by "i SER Message" in order to
acconmodat e LLPs that have nessage delivery capability, such as SCTP
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or [IB]. The iSCSI |ayer may use that messagi ng capability

i mredi ately after connection establishnment before enabling i SER-
assisted nobde. In this case the i SER Hell o and Hel | oReply Messages
are not the first RCP Messages, but they are the first i SER
Messages.

2.2 The follow ng should be placed/ updated i n Acronym Secti on

HCA Host Channel Adapter

I B I nfini Band

| Pol B | P over InfiniBand

LLP Lower Layer Protoco

SCTP Stream Control Transmni ssion Protoco
TCA Tar get Channel Adapter

2.3 Connection Establishnent, Login, and Transition to i SER

The di scussi on of connection establishnent and the use of a
nessagi ng protocol for exchanging Login Request and Logi n Response
Messages shoul d be di scussed for SCTP and 1B, along with the
transitioning of an I B connection to i SER nbode, the suggested det ai
changes can be found (along with others) in the Appendix of this
docunent .

2.4 Security considerations

The di scussion of Security should specify that all non IP protocols
will define their own requirenents for | Psec. However the i SCS
requirenents for IPsec are still required wherever an i SER Message
enters an I P environment froma non |IP one (such as IB). Further
the i SCSI/i SER requirenment for |Psec on | P based protocols such as
TCP and SCTP will continue to require IPsec as a nust inplenent, but
optional to use feature. The suggested changes can be found (al ong
with others) in the Appendi x of this docunent.
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2.5 Adjustrments to Appendi x
Renane the current appendi x “Appendi x A’

Modify the term*“i WARP” to “i WARP/ TCP” in every section heading in
thi s Appendi x.

2.6 Add Appendix B

An appendi x (Appendi x B) should be considered for the i SER draft to
expl ain how an | nfini Band RC connection can be used to carry i SER
protocols. The content of any such appendi x should be simlar in
nature to that presented in section 3 of this docunent.
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3 Architectural discussion of iSER over |nfiniBand

The followi ng is an explanati on of how an I nfiniBand network (wth
Gat eways) woul d be structured. It is intended to provide an insight
on how i SER is used in an InfiniBand environment and be generally
informational. This information is NOT being proposed as text for
the mai n body of the i SER docunment. It may be considered for a NON
Nor mati ve informational Appendix within the i SER docunent, but its
primary purpose is to help put the idea of an i SER operating on

I nfiniBand into perspective for the readers of this docunent.

3.1 The Host side of the InfiniBand i SCSI & i SER connecti ons

The following figure (2) defines the topologies in which i SCSI and
iSER will be able to operate on an Infini Band Network.
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| Host | | Host | | Host | | Host | | Host |
| || || || || |
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Et hernet links that carry i SCSI or iWARP

Figure 1 iSCSI, and i SER on |IB
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In Figure 2, the Host systens are connected via the |InfiniBand Host
Channel Adapters (HCAs) to the InfiniBand links. Wth the use of IB
switch(es), the InfiniBand |inks connect the HCA to I nfiniBand
Target Channel Adapters (TCAs) | ocated in gateways or Storage
Controllers. An iSER-capable IB-1P Gateway converts the i SER
Messages encapsulated in I B protocols to either standard i SCSI, or

i SER Messages for i WARP. An | Pol B Gateway converts InfiniBand | Pol B
protocols to IP protocols, and in the i SCSI case, pernmits i SCSI to
be operated on an I B Network between the Hosts and the | Pol B

Gat enay.

3.2 The Storage side of iSCSI & i SER m xed network environnent
Figure 3 shows a storage controller that has four different portal
groups: one supporting only i SCSI (TPG 4), one supporting

i SER/ i WARP/ TCP or i SCSI (TPG 2), one supporting i SER/ i WARP/ SCTP
(TPG 3), and one supporting i SER'IB (TPG 1).
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B S UV R Sy +--V-- - -+
| | 1B | i VARP| | i VARP| | EN | |
| | RNIC | TCP | | SCTP | | NIC | |
| [ (TCA)| | RNIC| | RNIC | I (I
| +----- | +----- + +----- + +----- +
| TPG 1 TPG 2 TPG 3 TPG 4 |
| 9.1.3.3 9.1.2. 4 9.1.2.5 9.1.2.6 |
I I
I I
I I

Figure 2 Storage Controller with i SCSI, i WARP/ TCP, i WARP/ SCTP, and
I B connecti ons

The normal i SCSI portal group advertising processes (for SLP, i SNS
or SendTargets conmands) are available to a Storage Controller

3.3 Discovery processes for an Infini Band Host

An I nfini Band Host system can gather portal group |IP address from
SLP, i SNS, or the SendTargets discovery processes by using TCP/IP
via | Pol B. After obtaining one or nore renote portal |P addresses,
the Initiator uses the standard |IP mechanisnms to resolve the IP
address to a local outgoing interface and the destination hardware
address (Ethernet MAC or IB G D of the target or a gateway | eading
to the target). If the resolved interface is an |PolB network
interface, then the target portal can be reached through an
InfiniBand fabric. In this case the Initiator can establish an

i SCSI/TCP or iSCSl/iSER session with the Target over that InfiniBand
interface, using the Hardware Address (InfiniBand G D) obtained
through the standard Address Resol ution (ARP) processes.

If nore than one I P address are obtained through the discovery
process, the Initiator should select a Target | P address that is on
J.Hufferd et. al. Expi res June 2005 14
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the sane I P subnet as the Initiator if one exists. This will avoid a
potential overhead of going through a gateway when a direct path
exi st.

In addition a user can configure manual static IP route entries if a
particular path to the target is preferred

3.4 | BTA Connection specifications

It is expected that the InfiniBand Trade Association (IBTA) only
needs to defi ne:

Means for pernmitting a Host to establish an i SCSI/i SER connecti on
with a peer InfiniBand end-node, and indicating when that end-
node does not support i SER, so the Host would be able to fal

back to i SCSI/TCP over |PolB

Means for permitting the Host to establish connections with IB
i SER connections on Storage Controllers or IB i SER connected
Gateways in preference to | Pol B connected CGateways/ Bridges or
connections to Target Storage Controllers that also accept i SCS
vi a | Pol B.

The | BTA nmay al so decide to specify how i SER may be inpl enmented on
connections dealing features that are optional for IB
i npl ementations. (See section 5.3)

Everything else that is needed is defined in the generalizations
made to the i SER specification in this docunent.

The followi ng are inplenmentation issues and need not be
st andardi zed by | BTA:

How i npl ement ati ons determ ne which i SCSI/i SER portal group to
use. (Basing the decision on new information that nmay be
placed in the i SCSI discovery information is not required, and
sinmple trial selection is acceptable.)

How i npl ement ati ons determ ne how to best handl e the concept
of multiple connections per session as it deals with multiple
| B Addresses: Ports per Portal G oup
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4 Preferred changes to i SCSI Di scovery Data

The i SER/i WARP/ SCTP initiator has simlar problens in |ocating the
appropriate Portal Goup simlar to an InfiniBand initiator. That is,
it must check each discovered Portal Group IP address to see if it

wi Il accept an i SER/ i WARP/ SCTP connect i on.

Even though it is possible for the InfiniBand Host initiator or an
i SER/i WARP/ SCTP initiator to pick an appropriate connection, the
approach may not be optimal, and it takes up needl ess resources and
time by attenpting to connect to each portal G oup.

Therefore, it is useful to have a connection type associated with the
Portal Group Tag that will permt the nost appropriate connections to
be made w t hout needl ess connection tries and failures.

For these reasons we will also subnit updates to the [i SCSI]
(SendTargets), [SLP], and [iSNS] Drafts/RFCs that will add an
additional tag following the Portal G oup Nunber. The types will be
docunented by I ANA, with the follow ng definitions.

Portal G oup Type | ANA Portal G oup Val ue

i SCSI 0, or blank
i SER/ i WARP/ TCP 1
i SER/ i WARP/ SCTP 2
i SER/ i WARP/ | B 3

I f other connection types are defined later they will also need to
obtain an I ANA Portal G oup type val ue.

The syntax of the paraneter will be I P Address: Port[, PGH, Type#]]
If there is no Type# specified it will be assuned to be an i SCSI

capabl e Portal, or one that must be tested via the connection and
Logi n Process.
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5 The Appropriate Standardi zati on Organi zations for i SER/'IB
5.1 The I ETF i ps Wrking Goup Standardization

i SER docunent will be updated to generalize the use of iSER for

ot her RDWVA- capabl e protocol |ayers such as i SER over IB or i SER over
i WARP/ SCTP. (See the suggested words in section 2 and the Appendi X
of this docunent.) There may al so be an informational appendix to
expl ain how the InfiniBand Path connection will be done and how the
Login paraneters will be handled in an InfiniBand environnent.

5.2 The InfiniBand Trade Associ ation (1BTA) Standardi zation

The I nfini Band Trade Association (IBTA) will be asked to standardize
the i SER Connection process that permits the selection of the best
path fromthe Host. (See section 3.4 “IBTA Connection

speci fications” above.)

5.3 | BTA and optional InfiniBand Features

Since the I BTA has nmade key capabilities optional that are currently
requi red by i SER, such as ZBTO (a.k.a. ZBVA in InfiniBand) and
SendlnvSE, it is required that |BTA docunents how it will support an
i SER connection process (perhaps including the Hello/HelloReply
messages) that permits the i SER inplenmentation to understand the
limtations of the rempte peer. It is also required that |BTA
docunments how a version of i SER, which understands the linmitations
of its peer, should operate in that environnent.

It should be noted that this places a requirenent on the iSER'IB to
i SER/i WARP (or iSCSlI) Gateway to support the ZBTGs (ZBVAs) on the IP
side of the Gateway. This neans that it nust keep the Virtua

Addr esses associated with every outstanding STag, so that it can
convert the VA to and fromthe ZBTO required by the i SER/ i WARP peer

5.4 ServicelD and I P Port nunber
The IBTA will be asked to standardi ze the i SER Servicel D, and how

the Servicel D can be added to the I P port nunmber during the
connecti on process.
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6 | ANA Consi derations

The following additional itenms will require registration with | ANA
before the resulting draft can be approved to beconme an RFC.

None are known at this tine.
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8 Appendi x
8.1 Additional detailed [i SER] docunent nodification

The new ternms introduced in the subsections under section 2.1 will
replace the existing ones in the [i SER] docunent where appropriate.
In addition, the follow ng changes and clarifications are needed.

8.1.1 Adjustnment to Section 2.1 Mtivation
The fourth paragraph should be adjusted such as:

Supporting direct data placenent is the nmain function of an RDVA-
capabl e protocol. An RDVA-Capable Controller (such as a NIC
enhanced with the RDMAP/ DDP functions |ayered on top of MPA/ TCP or
SCTP, or an Infiniband Host Channel Adapter or Target Channel
Adapter) can be used by any application that has been extended to
support RDVA.

8.1.2 Adjustment to Section 2.2 Architectural Coals

The foll owi ng are changes that shoul d be considered for the nunbered
par agr aphs:

1. Provide an RDVA data transfer nodel for iSCSI that enables direct
in order or out of order data placenment of SCSI data into pre-
al | ocated SCSI buffers while maintaining in order data delivery.

5. Allowinitiator and target inplenentations that utilize generic
RDVA- capabl e controllers such as RNICs and inpl ement i SCSI and i SER
in software (not require i SCSI or i SER specific assists in the RDVA-
capabl e protocol or RDMA-capabl e controller).

6. Require full and only generic RDVA-capable protocol functionality
at both the initiator and the target.

8.1.3 Adjustnment to Section 2.3 Protocol Overview

The following is a suggestion for changes that should be considered
for the paragraph numnber 6:

6. The RDMA-capabl e protocol guarantees data integrity. (For
exanple, for TCP, i WARP includes a CRC enhanced fram ng | ayer
(called MPA) on top of TCP; for SCTP, the CRCs are included in the
SCTP protocol; and for Infiniband, the CRCs are included in the

J.Hufferd et. al. Expi res June 2005 20



Internet-Draft Generalization of the i SER Specification Decenber 2004

Rel i abl e Connection node.) For this reason, i SCSI header and data
digests are negotiated to "None" for iSCSI/i SER sessions.

8.1.4 Adjustnment to Section 2.4 RDVA services and i SER

Addi tional generalization wordage is needed. The following is a
change that shoul d be considered for the first paragraph

i SER i s designed to work with software and/ or hardware protoco
stacks providing the protocol services defined i n RDVA-capabl e
prot ocol documents such as [RDMAP], [IB], etc

8.1.5 Adjustnment to Section 2.7 iSCSl/i SER Layering

The | ayering wordage needs additional generalization and the exanple
needs to be nade nore general. The follow ng is suggested wordage
and a suggested replacenment for figure 1:

“i SCSI Extensions for RDVA (i SER) is |ayered between the i SCSI |ayer
and t he RDMA-capabl e protocol |ayer. Figure 1 shows an exanpl e of
the rel ationship between SCSI, iSCSlI, iSER, RDMVA-capable protoco

| ayers such as i WARP and [IB], and the underlying transports such as
TCP, SCTP, or [IB].”

J.Hufferd et. al. Expi res June 2005 21



Internet-Draft Generalization of the i SER Specification Decenber 2004

e LT Ty +
| SCsl [
o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| i SCSI [

DI ------ > mmmm e e e e e e +
| i SER |
o e e e e e oo oo oo R Fom e - +
I RDVAP I I I
o e e e e e e e e e oo + | |
| DDP | | Oher |
R LT AT + InfiniBand | Possible
| MPA I | (RO | RCP |
Fommi - + SCTP | | [
I TCP I I I I
oo Hommmmmm - Hommmmeeeo o +
| I P | [IB] (LLP) |Oher LLP |
o e e e e e e oo oo oo R Fom e - +

Fi gure 3 Generic exanple of iSCSI/iSER Layering in Full Feature Mde

8.1.6 GCeneralization of Gther i SER Sections
The foll owi ng are changes that should be considered for section 4.1
Interactions with the i WARP Layer (which should change to
Interaction with the RDVA- Capabl e Protocol)

In the next to last * paragraph consider replacing that paragraph
with the foll ow ng:

o “* For LLPs operating in the stream node, such as TCP, the
RDVA- capabl e protocol inplenmentation supports the enabling
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of the RDMA node after Connection establishnent and the
exchange of Login paraneters in stream node. For LLPs that
have nessage delivery capability, such as SCTP or [IB], the
i SCSI Layer may use that nessaging capability imediately
after connection establishment before enabling i SER-assi sted
mode. The native nessaging facility of such an LLP may be
used for the Login paraneter exchanges.”

The foll owi ng are changes that should be considered for section 4.2
Interactions with the Transport Layer

“The i SER Layer does not interface with the transport |ayer
(e.qg., TCP, SCTP or [IB]) directly. During Connection setup
the i SCSI Layer is responsible for setting up the Connection. |If
the loginis successful, the i SCSI Layer invokes the

Enabl e_Dat anover Operati onal Primtive to request the i SER
Layer to transition to the i SER- assi sted node for that i SCS
connection. See section 5.1 on i SCSI/i SER Connecti on setup
After transitioning to i SER-assi sted node, the RDMA-capabl e
protocol |ayer and the underlying LLP are responsible for

mai nt ai ni ng the Connection and reporting to the i SER Layer of any
Connection failures. ”

8.1.6.1 Adjustnents to 5.1 i SCSI/i SER Connection Setup

The following is a new Section 5.1 paragraph (insert after paragraph
1) that should be considered

“When a messaging capability is supported by the underlying
transport (e.g. SCTP or InfiniBand), the nmessaging capability may
be used by both the initiator and the target to exchange the

i SCSI Logi n Request and Login Response PDUs. The nethod for
establishing the actual connection is protocol specific and
outside the scope of this specification.”

The foll owi ng are changes that should be considered for the |ast
paragraph in 5.1

“When t he RDMAExt ensions key is negotiated to "Yes", the
Header Di gest and t he Dat aDi gest keys MJST be negotiated to
"None" on all iSCSI/i SER connections participating in that i SCS
session. This is because, for an i SCSI/i SER connection, the
RDVA- capabl e protocol provides a CRC based error detection for
all i SER Messages.”
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8.1.6.2 Adjustnent to Section 5.1.1 Initiator Behavior

The foll owi ng are changes that should be considered for the 11th
par agr aph of section 5.1.1 Initiator Behavior

“3. If necessary, the i SER Layer MJST enabl e the RDMA-capabl e
protocol and transition the connection to i SER-assisted node.
(Sonme RDMA- capabl e protocol, such as [IB], does not require
speci al enabl enent for RDVA support.)”

8.1.6.3 Adjustnent to Section 5.1.2 Target Behavior

In section 5.1.2 all the references to “i WARP” shoul d be replaced with
“t he RDMA-capabl e protocol ”.

Also in Section 5.1.2, the paragraph numbered as “4.” The follow ng
shoul d be consi dered as a repl acenent

“4., After sending the final SCSI Login Response PDU, the i SER
Layer MJST enabl e the RDMA-capabl e protocol if necessary and
transition the connection to i SER assi sted node. (Sonme RDVA-
capabl e protocol, such as [IB], does not require special

enabl enent for RDVA support.) Note that for TCP, the final SCS
Logi n Response PDU is sent in byte stream node.”

And the | ast paragraph in Section 5.1.2 should consider the
followi ng for a repl acenent

“Note: In the above sequence, the operations as described in
bullets 3 and 4 nust be perforned atomcally for i WARP
connections. Failure to do this may result in race conditions.”

The foll owi ng are changes that shoul d be considered for the second
paragraph of 5.1.3 i SER Hell o Exchange. (It tol erates connections
that m ght already be in RDVMA node when the Hell o Exchanges were
sent.)

“In response to the i SER Hell o Message, the i SER Layer at the
tar get MUST return the i SER Hel | oReply Message as the first
RCP Message sent by the target after the connection transitions
into i SER-assisted node. The i SER Hel |l oReply Message is used by
the i SER Layer at the target to declare i SER paraneters to the
initiator. See section 9.4 on i SER Header Format for i SER

Hel | oReply Message.”
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8.1.6.4 Adjustnents to Section 11 Security Considerations

The foll owi ng paragraphs should be considered as the repl acenent
par agr aphs for Section 11 Security Considerations.

“When i SER is | ayered on top of an RDVA-capabl e protocol |ayer and
provi des the RVDA extension to the i SCSI protocol, the security
considerations of i SER are simlar to that of the underlying RDVA-
capabl e protocol layer. For iWARP, this is described in [ RDVAP].

If iSERis layered on top of the i WARP protocol Stack (TCP or SCTP),
all the Security protocol mechani snms described in [iSCSI] may be
depl oyed for an i SCSI/i SER connection. |If the | Psec nmechanismis
used, then it MJST be established before the connection transitions
to i SER-assi st ed node.

If iSERis layered on top of a non-1P based RDMA-capabl e protocol
| ayer, the non-1Psec security protocol mechani sns described in
[iSCSI] MAY be deployed for an i SCSI/i SER connection. The
aut hori zed standards organi zation for that network’s protocols (such
as InfiniBand Trade Associations) is responsible for determning the
capability and requirenent of that environment on the inplenentation
of |Psec.
If iSERis layered on top of a non-1P protocol, the |IPsec protocols
and features, as specified in [iSCSI] MJST be inplenented at any
poi nt where the i SER protocol enters the |IP network (e.g., via
gat eways) .

8.1.7 Adjustments to 13.2 Informational References
Add the follow ng references:
[SCTP] R Stewart, et. al., “Stream Control Transm ssion Protocol”,

RFC 2960 October 2000 (Updated by RFC3309)

[1B] InfiniBand Architecture Specification Volune 1 Rel ease 1.2,

Cct ober 2004
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[IPolB] H K Chu et al, "Transm ssion of IP over InfiniBand", |ETF
Internet-draft draft-ietf-ipoib-ip-over-infiniband-07.txt (work in
progress), August, 2004
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11 Full Copyright Statenent

Copyright (C The Internet Society (year). This docunment is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.”

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained
to pertain to the inplenentation or use of the technol ogy descri bed
in this docunent or the extent to which any |icense under such
rights might or might not be avail able; nor does it represent that
it has nade any independent effort to identify any such rights.
Informati on on the procedures with respect to rights in RFC
docunents can be found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt made to obtain a general |icense or permission for the use
of such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line I PR repository
at http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at ietf-

ipr@etf.org.
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