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Abstract

An Entity Attestation Token (EAT) provides a signed (attested) set of
clains that describe state and characteristics of an entity,
typically a device |ike a phone or an |10T device. These clains are
used by a relying party to determ ne how nmuch it wi shes to trust the
entity.

An EAT is either a CW or JWI with sone attestation-oriented clains.
To a | arge degree, all this docunent does is extend CWM and JW.

Contri buting
TBD
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 5, 2020.

Mandyam et al. Expi res January 5, 2020 [ Page 1]



I nternet-Draft EAT July 2019

Copyright Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction . . . 3
1.1 CDDL, COWI and er : 4
1.2 Entity Overview . . . 4
1.3 EAT OQperating Mddels . . 5
1.4. What is Not Standardized 6

1.4.1. Transm ssion Protocol 6
1.4.2. Signing Schene 6

2. Term nol ogy . . 7

3. The dains Infornatlon Nbdel 8
3.1 Nonce Claim (cti and jti) 8
3.2 Timestanp claim (iat) . . 8
3.3 Uni versal Entity ID Clalnt(ueld) Ce e e 8
3.4. Oigination Aaim(origination) . . . . . . . . . . . . . 11

3.4.1. CDDL . . . . . . . . . .12
3.5. OEMidentification by IEEE QU (oemd) . . . . . . . . . 12
3.5.1. CDDL . . . . . . . . . .12
3.6. The Security Level Caim(security level) . . . . . . . . 12
3.6.1. CDDL . .. 13
3.7. Secure Boot and Debug Enable State ClalnB (boot state) .13
3.7.1. Secure Boot Enabled . . . . . . . . . .o« . . . . . 13
3.7.2. Debug Disabled . . . e
3.7.3. Debug Disabled Since Boot e
3.7.4. Debug Permanent Disable . . . . . . . . . . . . . . . 14
3.7.5. Debug Full Permanent Disable . . . . . . . . . . . . 14
3.7.6. CDDL e
3.8. The Location Clalnt(locatlon) A
3.8.1. CDDL e £
3.9. The Age Clalnt(age) .o T
3.10. The Uptine Clalnt(uptlne) e e e e . .. . . . . . . . . . 15
3.10.1. CDDL e e e . . . . . . .. . . . .. 15
3.11. Nested EATS the EAT Claint(nested_eat) . - . . . . . . . 15

Mandyam et al. Expi res January 5, 2020 [ Page 2]



I nternet-Draft EAT July 2019

3.11.1. CDDL e &
3.12. The Subnods Cla|n1(subnods) T 1 &
3.12.1. The subnod nanre laim . . . . . . . . . . . . . . . 16
3.12.2. CDDL . . . . . . . . . . . . ... ... ... 16

4. Data Mdel . . . T 4
4.1. Common CDDL Types Co Y 4
4.2. CDDL for CW-defined Clalns e
4.3. JSON . . e <
4.3.1. JSON Labels Co e e e . ... ... .. . . . . 18
4.3.2. JSON Interoperablllty e
4.4. CBOR . . . . R
4.4.1. Labels . . e |
4.4.2. CBOR Interoperablllty 2 O
4.5. Collected CODL . . 2 |
5. | ANA Considerations . . -
5.1. Reuse of CBOR Wb Token (CMW) Clalns Reglstry 2 |
5.1.1. dains Registered by This Docunent . . e e .. 22

6. Privacy Considerations . . 24
6.1. UEID Privacy Cbn5|derat|ons Ce e e s 22
7. Security Considerations . . . . . . . . . . . . . . . . . . . 23
8. References . . C e e e oo s .23
8.1. Normative Rbferences C e e e e oo 28
8.2. Informative References . . . . . . . . . . . . . . . . . 24
Appendi x A. Examples . . . . . . . . . . . . . . . . . . . . . . 26
A.1. Very Sinmple EAT . . . A ¢
A. 2. Exanple with SuanduIes hbsting and Security Levels . . 26
Appendi x B. Changes from Previous Drafts . . . . . . . . . . . . 27
B.1. Fromdraft-mandyamrats-eat-00 . . . . . . . . . . . . . 27
Authors’ Addresses . . . . . . . . . . . . . ..o o027

1. Introduction

Renot e device attestation is a fundanental service that allows a
renot e device such as a nobil e phone, an Internet-of-Things (loT)
devi ce, or other endpoint to prove itself to a relying party, a
server or a service. This allows the relying party to know sone
characteristics about the device and decide whether it trusts the
devi ce.

Renpte attestation is a fundamental service that can underlie other
protocol s and services that need to know about the trustworthiness of
t he device before proceeding. One good exanple is bionmetric

aut henti cation where the biometric matching is done on the device.
The relying party needs to know that the device is one that is known
to do bionmetric matching correctly. Another exanple is content
protection where the relying party wants to know the device w ||
protect the data. This generalizes on to corporate enterprises that
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m ght want to know that a device is trustworthy before all ow ng
corporate data to be accessed by it.

The notion of attestation here is |large and may include, but is not
limted to the foll ow ng:

o Proof of the make and nodel of the device hardware (HW

o Proof of the nake and nodel of the device processor, particularly
for security-oriented chips

o Measurenent of the software (SW running on the device
o Configuration and state of the device

o Environnental characteristics of the device such as its GPS
| ocati on

1.1. CDDbL, CW and JWI

An EAT token is either a CWM as defined in [ RFC8392] or a JW as
defined in [RFC7519]. This specification defines additional clains
for entity attestation.

This specification uses CDDL, [RFC8610], as the primary formalismto
define each claim The inplenmentor then interprets the CDDL to cone
to either the CBOR [ RFC7049] or JSON [ ECMAScript] representation. In
the case of JSON, Appendix E of [ RFC8610] is followed. Additional
rules are given in Section 4.3.2 of this docunent where Appendix E is
insufficient. (Note that this is not to define a general neans to
transl ate between CBOR and JSON, but only to define enough such that
the clains defined in this docunent can be rendered unanbi guously in

JSON) .
1.2. Entity Overview

An "entity" can be any device or device subassenbly ("subnodul e")
that can generate its own attestation in the formof an EAT. The
attestation should be cryptographically verifiable by the EAT
consuner. An EAT at the device-level can be conposed of severa
subrmodul e EAT's. It is assuned that any entity that can create an
EAT does so by neans of a dedicated root-of-trust (RoT).

Modern devices such as a nobil e phone have many different execution
environnents operating with different security levels. For exanple,
it is cormon for a nobile phone to have an "apps" environnent that
runs an operating system (0OS) that hosts a plethora of downl oadabl e
apps. It may also have a TEE (Trusted Execution Environnment) that is
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di stinct, isolated, and hosts security-oriented functionality |ike
bionetric authentication. Additionally, it nmay have an eSE (enbedded
Secure Elenent) - a high security chip with defenses agai nst HW
attacks that can serve as a RoT. This device attestation format
allows the attested data to be tagged at a security |level from which
it originates. In general, any discrete execution environnent that
has an identifiable security |evel can be considered an entity.

1.3. EAT Qperating Mdels

At |least the following three participants exist in all EAT operating
nodel s. Sone operating nodels have additional participants.

The Entity. This is the phone, the I0oT device, the sensor, the sub-
assenbly or such that the attestation provides information about.

The Manufacturer. The conpany that nmade the entity. This may be a
chip vendor, a circuit board nodul e vendor or a vendor of finished
consuner products.

The Relying Party. The server, service or conpany that nakes use of
the information in the EAT about the entity.

In all operating nodels, the manufacturer provisions sone secret
attestation key material (AKM into the entity during nmanufacturing.
This m ght be during the manufacturer of a chip at a fabrication
facility (fab) or during final assenbly of a consuner product or any
time in between. This attestation key material is used for signing
EATSs.

In all operating nodels, hardware and/or software on the entity
create an EAT of the format described in this docunent. The EAT is
al ways signed by the attestation key material provisioned by the
manuf act urer.

In all operating nodels, the relying party nmust end up know ng t hat
the signature on the EAT is valid and consistent wth data from
clainms in the EAT. This can happen in many different ways. Here are
some exanpl es.

o The EAT is transmtted to the relying party. The relying party
gets corresponding key material (e.g. a root certificate) fromthe
manufacturer. The relying party perforns the verification.

o The EAT is transmtted to the relying party. The relying party

transmits the EAT to a verification service offered by the
manuf acturer. The server returns the validated cl ai ns.
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0o The EAT is transmtted directly to a verification service, perhaps

operated by the manufacturer or perhaps by another party. It
verifies the EAT and nmakes the validated clains available to the
relying party. It may even nodify the clainms in sone way and re-

sign the EAT (with a different signing key).

Al'l these operating nodels are supported and there is no preference
of one over the other. It is inportant to support this variety of
operating nodels to generally facilitate depl oynent and to allow for
some special scenarios. One special scenario has a validation

service that is nonetized, nost |ikely by the manufacturer. In
another, a privacy proxy service processes the EAT before it is
transmtted to the relying party. |In yet another, symetric key
material is used for signing. In this case the manufacturer should

performthe verification, because any rel ease of the key nmateri al
woul d enabl e a participant other than the entity to create valid
si gned EATSs.

1.4. What is Not Standardi zed

The followi ng is not standardi zed for EAT, just the sane they are not
standardi zed for CM or JW.

1.4.1. Transm ssion Protocol

EATs may be transmitted by any protocol the sane as CW's and JWs.
For exanple, they m ght be added in extension fields of other
protocol s, bundled into an HTTP header, or just transmtted as files.
This flexibility is intentional to all ow broader adoption. This
flexibility is possible because EAT's are self-secured wth signing
(and possibly additionally with encryption and anti-replay). The
transm ssion protocol is not required to fulfill any additional
security requirenents.

For certain devices, a direct connection nmay not exi st between the
EAT- produci ng device and the Relying Party. In such cases, the EAT
shoul d be protected against malicious access. The use of COSE and
JOSE allows for signing and encryption of the EAT. Therefore, even
if the EAT is conveyed through internediaries between the device and
Rel yi ng Party, such intermediaries cannot easily nodify the EAT

payl oad or alter the signature.

1.4.2. Signing Schene
The term "signing schene" is used to refer to the systemthat
i ncl udes end-end process of establishing signing attestation key

material in the entity, signing the EAT, and verifying it. This
m ght involve key IDs and X. 509 certificate chains or sonething
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simlar but different. The term"signing algorithni refers just to
the algorithmID in the COSE signing structure. No particular
signing algorithmor signing schene is required by this standard.

There are three main inplenentation issues driving this. First,
secure non-volatile storage space in the entity for the attestation
key material may be highly limted, perhaps to only a few hundred

bits, on sone small 10T chips. Second, the factory cost of
provi sioning key material in each chip or device may be high, wth
even nmillisecond delays adding to the cost of a chip. Third,

privacy-preserving signing schenes |ike ECDAA (Elliptic Curve Direct
Anonynous Attestation) are conplex and not suitable for all use
cases.

Over tinme to faciliate interoperability, sone signing schenes nmay be
defined in EAT profiles or other docunments either in the |IETF or
out si de.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT*, "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.

Thi s docunent reuses term nology fromJW [RFC7519], COSE [ RFC8152],
and CW [ RFC8392] .

Gl ai m Nane. The human-readabl e nane used to identify a claim
CaimKey. The CBOR map key or JSON nanme used to identify a claim

Cl ai mValue. The CBOR map or JSON object value representing the
val ue of the claim

CW Cains Set. The CBOR map or JSON object that contains the clains
conveyed by the CW or JW.

Attestation Key Material (AKM. The key material used to sign the
EAT token. If it is done symetrically with HVAC, then this is a
sinple symretric key. |If it is done with ECC, such as an | EEE
DeviD [I DevliD], then this is the private part of the EC key pair.
If ECDAA is used, (e.g., as used by Enhanced Privacy ID, i.e.
EPID) then it is the key material needed for ECDAA.
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3.

3.

3.

3.

The Cains Informati on Model

This section describes new clainms defined for attestation. It also
nmenti ons several clainms defined by CW and JWI are particularly
i nportant for EAT.

Note also: * Any claimdefined for CM or JW may be used in an EAT
including those in the OAM [I ANA. CW. d ai ns] and JW | ANA
[TANA. JWI. Clains] clains registries. * Al clains are optional * No
clainms are mandatory * Al clains that are not understood by

i npl enent ati ons MJUST be ignored

CDDL along with text descriptions is used to define the information
nodel . Each claimis defined as a CDDL group (the group is a general
aggregation and type definition feature of CDDL). In the data nodel,
described in the Section 4, the CDDL groups turn into CBOR map
entries and JSON nane/val ue pairs.

1. Nonce Claim(cti and jti)

Al'l EATs shoul d have a nonce to prevent replay attacks. The nonce is
generated by the relying party, sent to the entity by any protocol,
and included in the token. Note that intrinsically by the nature of
a nonce no security is needed for its transport.

CWI defines the "cti" claim JW defines the "jti" claim These
carry the nonce in an EAT.

TODO what about the JWI cl ai m"nonce"?
2. Tinmestanp claim(iat)

The "iat" claimdefined in CWM and JW is used to indicate the date-
of -creation of the token.

3. Universal Entity ID daim (ueid)

UEID s identify individual manufactured entities / devices such as a
nobi | e phone, a water neter, a Bluetooth speaker or a networked
security canmera. It may identify the entire device or a subnodul e or
subsystem |t does not identify types, nodels or classes of devices.
It is akin to a serial nunber, though it does not have to be
sequenti al .

UEI D s nust be universally and gl obally uni que across manufacturers
and countries. UEIDs nmust al so be uni que across protocols and
systens, as tokens are intended to be enbedded in many different
protocols and systenms. No two products anywhere, even in conpletely
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different industries made by two different manufacturers in two
different countries should have the sane UEID (if they are not gl obal
and universal in this way, then relying parties receiving themwl|I
have to track other characteristics of the device to keep devices

di stinct between manufacturers).

There are privacy considerations for UEID s. See Section 6. 1.

The UEID shoul d be permanent. It should never change for a given
device / entity. In addition, it should not be reprogrammabl e.
UEID s are variable Iength. The recomended maxi mumis 33 bytes (1
type byte and 256 bits). The recommended mnimumis 17 bytes (1 type
and 128 bits) because fewer bytes endanger the universal uniqueness.

When the entity constructs the UEID, the first byte is a type and the
following bytes the ID for that type. Several types are allowed to
accommodate different industries and different manufacturing
processes and to give options to avoid paying fees for certain types
of manufacturer registrations.

Creation of new types requires a Standards Action [RFC8126].
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S PR S RS- U U +
| Type | Type | Specification |
| Byte | Name | |
B - g +
0x01 RAND This is a 128- to 256-bit random nunber generated

once and stored in the device. This may be
constructed by concatenating enough identifiers
to be universally unique and then feeding the
concat enati on through a cryptographi c hash
function. It may al so be a cryptographic quality
random nunber generate once at the begi nning of
the life of the device and stored.

Thi s makes use of the | EEE conpany identification
registry. An EU is made up of an QU and QU - 36
or a CID, different registered conpany
identifiers, and some uni que per-device
identifier. EUs are often the sane as or simlar
to MAC addresses. (Note that while devices with
mul tiple network interfaces may have nultiple MAC
addresses, there is only one UEID for a device)
TODO. normative references to | EEE

I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
| 0x02 | | |
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
L | |
| 0x03 | I Ml | This is a 14-digit identifier consisting of an

I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I

| EEE
EUI

8-digit Type Allocation Code and a 6-digit serial
nunber all ocated by the manufacturer, which SHALL
be encoded as a binary integer over 48 bits. The
| MEI val ue encoded SHALL NOT include Luhn
checksum or SVN i nformati on.

0x04 EUI - 48 This is a 48-bit identifier formed by
concatenating the 24-bit QU with a 24-bit
identifier assigned by the organisation that
pur chased the QU

0x05 EUI - 60 This is a 60-bit identifier formed by
concatenating the 24-bit QU with a 36-bit
identifier assigned by the organisation that
pur chased the QU

0x06 EUl - 64 This is a 64-bit identifier formed by
concatenating the 24-bit QU with a 40-bit
identifier assigned by the organisation that
pur chased the QU

B - g +

Tabl e 1: UEI D Conposition Types

UEID s are not designed for direct use by humans (e.g., printing on
the case of a device), so no textual representation is defined.

The consuner (the relying party) of a UEID MIUST treat a UEID as a
conpl etely opaque string of bytes and not make any use of its
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internal structure. For exanple, they should not use the QU part of
a type Ox02 UEID to identify the manufacturer of the device. Instead
they should use the QU claimthat is defined el sewhere. The reasons
for this are:

o UEIDs types may vary freely fromone manufacturer to the next.

o0 New types of UEIDs nmay be created. For exanple, a type 0x07 UEID
may be created based on sone other manufacturer registration
schene.

0 Device manufacturers are allowed to change fromone type of UEID
to anot her anytinme they want. For exanple, they may find they can
optim ze their manufacturing by switching fromtype 0x01l to type
0x02 or vice versa. The main requirenment on the nmanufacturer is
t hat UEI Ds be universally unique.

### CDDL

ueid_claim= (
ueid: bstr )

3.4. Oigination Caim(origination)

This clai mdescribes the parts of the device or entity that are
creating the EAT. Oten it will be tied back to the device or chip
manufacturer. The follow ng table gives sone exanpl es:

The EATs are generated in the TEE authored |
and configured by "Acne" |
Acnme- TPM The EATs are generated in a TPM nanufact ured
by " Acne" |
The EATs are generated in a Linux kernel |
configured and shi pped by "Acne" |
The EATs are generated in a Trusted |
|

Application (TA) authored by "Acne"

Acnme- TA

I
I
I
I
| Acne-Li nux- Ker nel
I
I
I

TODO. consider a nore structure approach where the nane and the UR
and other are in separate fields.

TODO This needs refinenent. It is somewhat parallel to issuer claim
in COM in that it describes the authority that created the token.
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3.4.1. CDDL

origination_claim= (
origination: string or_uri )

3.5. CEMidentification by IEEE QU (oemni d)

This claimidentifies a device CEM by the IEEE QU . Reference TBD
It is a byte string representing the QU in binary formin network
byte order (TODO confirmdetails).

Conpani es that have nore than one | EEE OUl registered with | EEE
shoul d pick one and prefer that for all their devices.

Note that the QU is in conmon use as a part of MAC Address. This
claimis only the first bits of the MAC address that identify the
manuf acturer. The |EEE naintains a registry for these in which many
conpani es partici pate.

3.5.1. CDDL

oemd _claim= (
oemd: bstr )

3.6. The Security Level Caim(security_level)

EATs have a claimthat roughly characterizes the device / entities
ability to defend agai nst attacks ained at capturing the signing key,
forging clainms and at forging EATs. This is done by roughly defining
four security |levels as described below This is simlar to the
security levels defined in the Metadata Service defined by the Fast
Identity Online (FIDO Alliance (TODO reference).

These cl ai ns descri be security environnment and count er neasures
avai l able on the end-entity / client device where the attestation key
reside and the clainms originate.

1 - Unrestricted There is some expectation that inplenmentor wll
protect the attestation signing keys at this level. Oherw se the
EAT provi des no nmeani ngful security assurances.

2- Restricted Entities at this |evel should not be general - purpose
operating environnments that host features such as app downl oad
systens, web browsers and conpl ex productivity applications. It
is akin to the Secure Restricted | evel (see below) wthout the
security orientation. Exanples include a W-Fi subsystem an |oT
canmera, or sensor device.
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3 - Secure Restricted Entities at this level nust neet the criteria
defined by FIDO All owed Restricted Operating Environnments (TODO
reference). Exanples include TEE s and schenes usi ng
virtual i zati on-based security. Like the FIDO security goal,
security at this level is ained at defending well against |arge-
scal e network / renote attacks agai nst the device.

4 - Hardware Entities at this |level nust include substantial defense
agai nst physical or electrical attacks against the device itself.
It is assunmed any potential attacker has captured the device and
can disassenble it. Exanple include TPMs and Secure El enents.

This claimis not intended as a replacenent for a proper end-device
security certification schenes such as those based on FIPS (TODO
reference) or those based on Conmon Criteria (TODO reference). The
claimmade here is solely a self-claimmade by the Entity Oigi nator.

3.6.1. CDDL

security_level _type = (
unrestricted: 1,
restricted: 2,
secure_restricted: 3,
har dware: 4

)

security level claim= (
security level: security |evel type )

3.7. Secure Boot and Debug Enable State C ains (boot state)

This claimis an array of five Bool ean val ues indicating the boot and
debug state of the entity.

3.7.1. Secur e Boot Enabl ed

Thi s i ndi cates whet her secure boot is enabled either for an entire
device or an individual subnodule. |If it appears at the device

| evel, then this neans that secure boot is enabled for al

subnodul es. Secure boot enabl enent allows a secure boot | oader to
aut henticate software running either in a device or a subnodule prior
al | ow ng executi on.

3.7.2. Debug D sabl ed
Thi s i ndi cates whether debug capabilities are disabled for an entity

(i.e. value of "true’). Debug disablenent is considered a
prerequisite before an entity is considered operational.
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3.7.3. Debug D sabled Since Boot

This cl ai mindicates whet her debug capabilities for the entity were
not disabled in any way since boot (i.e. value of 'true’).

3.7.4. Debug Permanent D sable

This cl ai mindicates whet her debug capabilities for the entity are
permanent|ly disabled (i.e. value of "true’). This value can be set
to "true’ also if only the manufacturer is allowed to enabl ed debug,
but the end user is not.

3.7.5. Debug Full Permanent Disable

This cl ai mindi cates whet her debug capabilities for the entity are
permanently disabled (i.e. value of "true’). This value can only be
set to 'true’ if no party can enabl e debug capabilities for the
entity. Oten this is inplenented by blowing a fuse on a chip as
fuses cannot be restored once bl own.

3.7.6. CDDL

boot state type = |
secur e_boot enabl ed=> bool ,
debug_di sabl ed=> bool
debug_di sabl ed_si nce_boot => bool
debug_per manent _di sabl e=> bool,
debug_ful |l _pernmanent _di sabl e=> bool

]

boot _state_claim= (
boot state: boot_state_ type

)

3.8. The Location C aim(location)

The location claimis a CBOR-formatted object that describes the

| ocation of the device entity fromwhich the attestation originates.
It is conprised of a map of additional sub clainms that represent the
actual |ocation coordinates (latitude, |longitude and altitude). The
| ocation coordinate clainms are consistent with the WS84 coordi nate
system [WGS84]. In addition, a sub claimproviding the estimated
accuracy of the location neasurenent is defined.

Mandyam et al. Expi res January 5, 2020 [ Page 14]



I nternet-Draft EAT July 2019

3.8.1. CDDL

| ocation_type = {
| ati tude => nunber,
| ongi tude => nunber,
altitude => nunber,
accuracy => nunber,
al titude_accuracy => nunber,
headi ng_cl ai m => nunber,
speed_cl ai m => nunber

}

| ocation_claim= (
| ocation: |ocation_type )

3.9. The Age C aim (age)

The "age" claimcontains a value that represents the nunber of
seconds that have el apsed since the token was created, neasurenent
was nmade, or |ocation was obtained. Typical attestable values are
sent as soon as they are obtained. However, in the case that such a
value is buffered and sent at a later tinme and a sufficiently
accurate tine reference is unavailable for creation of a tinestanp,
then the age claimis provided.

age_claim= (
age: uint)

3.10. The Uptinme daim (uptine)

The "uptinme" claimcontains a value that represents the nunber of
seconds that have el apsed since the entity or subnod was | ast boot ed.

3.10.1. CDDL

uptime_claim= (
uptime: uint )

3.11. Nested EATs, the EAT C aim (nested_eat)

It is allowed for one EAT to be enbedded in another. This is for
conpl ex devices that have nore than one subsystem capabl e of
generating an EAT. Typically, one will be the device-w de EAT that
is low to nmediumsecurity and another froma Secure El ement or
simlar that is high security.

The contents of the "eat" claimnust be a fully signed, optionally

encrypted, EAT token.
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3.11.1. CDDL

nested eat claim= (
nested eat: nested_eat type)

A nested eat type is defined in words rather than CDDL. It is either
a full CM or JW including the COSE or JOSE signing.

3.12. The Subnods d ai m (subnods)

Sone devices are conpl ex, having many subsystens or subnodules. A
nmobi | e phone is a good exanple. It nmay have several connectivity
subnodul es for communications (e.g., W-Fi and cellular). It may
have subsystens for | ow power audio and video playback. It may have
one or nore security-oriented subsystens |ike a TEE or a Secure

El enent .

The clains for each these can be grouped together in a subnodul e.
Specifically, the "subnods"” claimis an array. Each itemin the
array is a CBOR nap containing all the clains for a particul ar
subnodul e.
The security level of the subnod is assunmed to be at the sane |eve
as the main entity unless there is a security level claimin that
subnodul e indicating otherwi se. The security level of a subnodul e
can never be higher (nore secure) than the security |evel of the EAT
it is a part of.

3.12.1. The subnod_nanme C ai m

Each subnodul e shoul d have a subnod_nane claimthat is descriptive
name. This nane should be the CBOR txt type.

3.12. 2. CDDL

In the followng a generic_claimtype is any CBOR map entry or JSON
nanme/ val ue pair.
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4.

4.

subnod_nane_type = (
subnmod_nane: tstr )

subnods_type = [ * subnod_cl ai nms |
subrmod _clains = {
subnod_nane_t ype,
* generic_claimtype

}

subnmods_claim = (
subnods: subnod _type )

Dat a Mbdel

July 2019

This makes use of the types defined in CDDL Appendi x D, Standard

Pr el ude.

1. Common CDDL Types

string_or_uri = #6.32(tstr) / tstr; See JSON section bel ow for JSON encodi ng

4.

Mandyam et al.

of string_or_uri

2. CDDL for CW-defined d ains

This section provides CDDL for the clains defined in CWM

It is non-

normati ve as [RFC8392] is the authoritative definition of these

cl ai ns.
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cwt_claim= (
i ssuer_claim//
subject _claim//
audi ence_claim//
expiration_claim//
not _before_claim//
i ssued at calim//
cw _id claim

)

i ssuer_claim= (
i ssuer: string_or_uri )

subject_claim= (
subject: string_or_uri )

audi ence_claim= (
audi ence: string_or_uri )

expiration_claim= (
expiration: tinme )

not _before_claim = (
not _before: tine )

i ssued_at _calim= (
issued at: tinme )

cwt _id claim= (
cwt _id: bstr )

issuer =1
subject = 2
audi ence = 3
expiration = 4
not before = 5

i ssued at = 6
cw _id =7

.3.  JSON

4.3.1. JSON Label s

Expi res January 5, 2020

July 2019

[ Page 18]



| nt er net - Draf t

EAT July 2019

ueid = "ueid"

origination = "origination"

oemd = "oem d"

security level = "security |evel”
boot state = "boot state"

| ocation = "l ocation"

age = "age"

uptime = "uptinme"

nested eat = "nested eat"

subnmods = "subnods”

4.3.2. JSON Interoperability

JSON shoul d be encoded per

RFC 8610 Appendix E. In addition, the

followng CODL types are encoded in JSON as foll ows:

0 bstr - nust be base64url

encoded

o tinme - nust be encoded as NunericDate as descri bed section 2 of

[ REC7519] .

o string_or_uri - must be encoded as StringOrURl as descri bed

section 2 of [RFC7519].
4.4. CBOR
4.4.1. Labels

ueid = 8
origination = 9
oemd = 10
security level =11
boot state = 12
| ocation = 13
age = 14

uptime = 15
nested eat = 16
subnmods = 17
subrmod _name = 18

[atitude 1

| ongi tude 2
altitude 3

accuracy 4

al titude_accuracy 5
headi ng_claim6
speed claim7

Mandyam et al. Expi res January 5, 2020 [ Page 19]



I nternet-Draft EAT July 2019

4.4.2. CBOR Interoperability

Variations in the CBOR serializations supported in CBOR encodi ng and
decodi ng are all owed and suggests that CBOR-based protocols specify

how this variation is handled. This section specifies what formats

MUST be supported in order to achieve interoperability.

The assunption is that the entity is likely to be a constrained
device and relying party is likely to be a very capable server. The
approach taken is that the entity generating the token can use

what ever encoding it wants, specifically encodings that are easier to
i npl ement such as indefinite lengths. The relying party receiving

t he token nust support decoding all encodi ngs.

These rul es cover all types used in the clainms in this docunent.
They al so are recommendati ons for additional clains.

Canoni cal CBOR encoding, Preferred Serialization and

Determ nistically Encoded CBOR are explicitly NOT required as they
woul d pl ace an unnecessary burden on the entity inplenentation,
particularly if the entity inplenentation is inplenmented in hardware.

o Integer Encoding (major type O, 1) - The entity may use any
i nt eger encoding all owed by CBOR  The server MJST accept al
i nt eger encodi ngs all owed by CBOR

o String Encoding (major type 2 and 3) - The entity can use any
string encoding allowed by CBOR including indefinite lengths. It
may al so encode the lengths of strings in any way all owed by CBOR
The server nust accept all string encodi ngs.

o Mjor type 2, bstr, SHOULD be have tag 21 to indicate conversion
to base64url in case that conversion is perforned.

o Mp and Array Encoding (major type 4 and 5) - The entity can use
any array or map encoding allowed by CBOR including indefinite
lengths. Sorting of map keys is not required. Duplicate map keys
are not allowed. The server nust accept all array and map
encodi ngs. The server may reject maps with duplicate map keys.

o Date and Tine - The entity should send dates as tag 1 encoded as
64-bit or 32-bit integers. The entity may not send fl oati ng-poi nt
dates. The server nust support tag 1 epoch-based dates encoded as
64-bit or 32-bit integers. The entity may send tag O dates,
however tag 1 is preferred. The server nust support tag 0 UTC
dat es.
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0 URIs - URI's should be encoded as text strings and marked with tag
32.

o Floating Point - The entity may use any fl oating-point encodi ng.
The relying party nust support decoding of all types of floating-
poi nt ..

o Oher types - Use of Oher types |ike bignuns, regular expressions
and such, SHOULD NOT be used. The server MAY support them but is
not required to so interoperability is not guaranteed.

4.5. Collected CDDL
A generic_claimis any CBOR map entry or JSON nane/val ue pair.

eat _claims = { ; the top-level payload that is signed using COSE or JOSE
* claim
}

claim= (
ueid claim//
origination_claim//
oemd claim//
security level _claim//
boot state claim//
| ocation claim//
age claim//
uptime_claim//
nested eat claim//
cw _claim//
generic_claimtype //

)

TODO copy the rest of the CDDL here (wait until the CDDL is nore
settled so as to avoid copying multiple tines)

5. | ANA Consi derations
5.1. Reuse of CBOR Wb Token (CW) C ains Registry
Cl ains defined for EAT are conpatible with those of CWM so the CW

Clainms Registry is re used. No new | ANA registry is created. Al
EAT cl aims should be registered in the CM and JW C ai ns Registries.
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5.1.1. dains Registered by This Docunent
o O aimNane: UElID
o ClaimBDescription: The Universal Entity ID
o JW daimNanme: NA
o ClaimKey: 8
o CaimValue Type(s): byte string
o Change Controller: |ESG
o Specification Docunent(s): *this docunent*
TODO add the rest of the clains in here

6. Privacy Considerations
Certain EAT clains can be used to track the owner of an entity and
therefore, inplenmentations should consider providing privacy-
preserving opti ons dependent on the intended usage of the EAT
Exanpl es woul d i ncl ude suppression of |ocation clains for EAT s
provi ded to unauthenticated consuners.

6.1. UEID Privacy Considerations
A UEID is usually not privacy-preserving. Any set of relying parties
that receives tokens that happen to be froma single device wll be

able to know the tokens are all fromthe sane device and be able to
track the device. Thus, in many usage situations ueid violates

governmental privacy regulation. In other usage situations UEID will
not be allowed for certain products |ike browsers that give privacy
for the end user. it wll often be the case that tokens will not

have a UEID for these reasons.

There are several strategies that can be used to still be able to put
UEID s in tokens:

o0 The device obtains explicit permssion fromthe user of the device
to use the UEID. This may be through a pronpt. It may al so be
through a |license agreenment. For exanple, agreenents for sone
onl i ne banki ng and brokerage services m ght already cover use of a
UEI D.

o The UEID is used only in a particular context or particul ar use
case. It is used only by one relying party.
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8.

8.

o0 The device authenticates the relying party and generates a derived
UEID just for that particular relying party. For exanple, the
relying party could prove their identity cryptographically to the
device, then the device generates a UEID just for that relying
party by hashing a proofed relying party ID with the main device
UEI D.

Note that sonme of these privacy preservation strategies result in

mul tiple UEIDs per device. Each UEIDis used in a different context,
use case or systemon the device. However, fromthe view of the
relying party, there is just one UEID and it is still globally

uni versal across manufacturers.

Security Consi derations

TODO Perhaps this can be the sane as CW / COSE, but not sure yet
because it involves so nmuch entity / device security that those do
not .
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Appendi x A. Exanpl es
A.1l. Very Sinple EAT

This is shown in CBOR diagnostic form Only the payl oad signed by
COSE i s shown.

{
/ nonce (cti) / 7:h’ 948f 8860d13a463e8e’
/ UEID/ 8: h’ 0198f 50a4f f 6c05861c8860d13a638ea4f e2f ',
/| boot _state / 12:{true, true, true, true, false}
/ time stanp (iat) / 6: 1526542894,
}

A. 2. Exanple wi th Subnodul es, Nesting and Security Levels

/ nonce / 7:h’ 948f 8860d13a463e8e’

/| UEID/ 8: h’ 0198f 50a4f f 6c05861c8860d13a638ea4f e2f ',
/| boot _state / 12: {true, true, true, true, false}

/[ time stanp (iat) / 6: 1526542894,

| seclevel /[ 11: 3, / secure restricted OS /

[ subnods / 17:

/ 1st subnod, an Android Application / {
/ subnod_nane / 18: " Android App "Foo"’
| secl evel [/ 11:1, / unrestricted /
/[ app data / -70000:’text string’

/ 2nd subnod, A nested EAT from a secure elenent / {
/ subnod_nane / 18:’ Secure El enent EAT,
/| eat / 16: 61( 18(
/| an enbedded EAT / [ /...COSE_Signl bytes with payload.../ ]

))
}

/ 3rd subnod, information about Linux Android / {
/ subnod_nane/ 18:’ Li nux Android’,
/| seclevel [/ 11:1, / unrestricted /
/| custom - release / -80000:"8.0.0’
[ custom - version / -80001:"4.9.51+
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Changes from Previous Drafts

The following is a list of known changes fromthe previous drafts.

This list is non-authoritative.
the significant differences.

B.1. Fromdraft-mandyamrats-eat-00

This is a fairly large change in the orientation of the docunent,

not new cl ai r8 have been added.

0 Separate information and data nodel

o Say an EAT is a OM or JW

It

is neant to help reviewers see

but

usi ng CDDL.

0 Use a map to structure the boot _state and | ocation clains
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