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Abstract

Thi s docunent describes an architecture (464XLAT) for providing
l[imted I Pv4 connectivity across an | Pv6-only network by conbi ni ng
exi sting and wel |l -known stateful protocol translation RFC 6146 in the
core and statel ess protocol translation RFC 6145 at the edge. 464XLAT
is a sinple and scal able technique to quickly deploy |imted |Pv4
access service to nobile and wireline |IPv6-only edge networks w t hout
encapsul ati on.

Status of this Mno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Novenber 9, 2012.
Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

Mawat ari, et al. Expi res Novenber 9, 2012 [ Page 1]



| nt er net - Draf t 464 XLAT

careful ly,
to this docunent.

May 2012

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

aROME

8.
9.

[o2]

10.
11.
12. . .
12.1. Normative Rbferences .
12.2. Informative References .
Aut hors’ Addresses

Mawat ari, et al. Expi res Novenber 9, 2012

NNNNNNNN
DNO TR WN R

I ntroduction .

Requi renment s Language

Term nol ogy . . .
Mot i vati on and Unlqueness of 464XLAT .
Net work Architecture . .

.1. Wreline Network A«éhltecture .o
.2. Wreless 3GPP Network Architecture .

Applicability

.1. Wreline hbimbrk AppllcaMIlty : .o
6.2. Wreless 3GPP Network Appllcablllty

| mpl enent ati on Consi der ati ons
| Pv6 Address For mat

Traffic Treatnment Scenari os
DNS Proxy | nplenentation .
| Pv6 Prefix Handling .

CLAT in a Gateway . .

CLAT to CLAT connunlcatlons
Deploynent Consi derati ons
Security Considerations

| ANA Consi derations

Acknowl edgenent s

Ref er ences .

| Pv4/ 1 Pv6 Address Trahsiatlon Chart.

Relatlonshlp bet ween CLAT.and NAT44.

COoOooo~N~N~NOURARowWwW

[ Page 2]



I nternet-Draft 464 XLAT May 2012

1

I nt roducti on

The | ANA unal | ocated | Pv4 address pool was exhausted on February 3,
2011. Each RIR s unallocated | Pv4 address pool w Il exhaust in the
near future. It wll be difficult for many networks to assign | Pv4
addresses to end users, despite substantial |IP connectivity growth

required for nobile devices, smart-grid, and cl oud nodes.

Thi s docunment describes an I Pv4 over |Pv6 solution as one of the

t echni ques for |Pv4 service extension and encouragenent of |Pv6

depl oynent. 464XLAT is not a one for one replacenent of full |Pv4
functionality. The 464XLAT IPv4 service is limted to application
that function in a client server nodel and is not fit for |Pv4 peer-
t 0- peer conmuni cation or inbound | Pv4 connections.

The 464XLAT architecture described in this docunment uses |Pv4/|Pv6
transl ati on standardi zed in [ RFC6145] and [RFC6146]. It does not
requi re DNS64 [ RFC6147] since a host may sinply send | Pv4 packets,

i ncl udi ng packets to an | Pv4 DNS server, which will be transl ated on
the CLAT to I Pv6 and back to I Pv4 on the PLAT. 464XLAT networ ks may
use DNS64 to enable single stateful translation [ RFC6146] instead of
464XLAT doubl e transl ati on where possible. It is also possible to
provide single IPv4/1Pv6 translation service, which will be needed in
the future case of I Pv6-only servers and peers to be reached from

| egacy | Pv4-only hosts. The 464XLAT architecture encourages |Pv6
transition by making | Pv4d services reachabl e across | Pv6-only

net wor ks and providing | Pv6 and | Pv4 connectivity to single-stack

| Pv4 or |1 Pv6 servers and peers.

Runni ng a single-stack | Pv6-only network has several operational
benefits in ternms of increasing scalability and decreasing
operational conplexity. Unfortunately, there are inportant cases
where I Pv6-only networks fail to neet subscriber expectations, as
described in [RFC6586]. The 464XLAT overcones the issues described
in [ RFC6586] to provide subscribers the full IPv6 and limted | Pv4
functionality while providing the network operator the benefits of a
sinple yet highly scal abl e single-stack | Pv6 network.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Term nol ogy

PLAT

CLAT:

UE:

PDP:

4. Mot

1

Mawat ar

: PLAT is Provider side translator(XLAT) that conplies with
[ RFC6146]. It translates N1 global 1Pv6 packets to gl obal
| Pv4 packets, and vice versa.

CLAT is Customer side translator(XLAT) that conplies with

[ RFC6145]. It algorithmcally translates 1:1 private |Pv4
packets to global |Pv6 packets, and vice versa. The CLAT
function is applicable to a router or an end-node such as a
nmobi | e phone. CLAT SHOULD performrouter function to
facilitate packets forwardi ng through the statel ess
translation even if it is an end-node. 1In addition to

statel ess translation, the CLAT as a common hone router or 3G
router is expected to perform gateway functions such as DHCP
server and DNS proxy for local clients.

The 3GPP term for user equipnent. The nost common type of UE
is a nmobile phone.

A Packet Data Protocol (PDP) Context is the equivalent of a
virtual connection between the host and a gat eway.

i vation and Uni queness of 464XLAT
M nimal |1Pv4 resource requirenents, maxi mum | Pv4 efficiency

464 XLAT has |l ow barriers to entry since only a small anount of

| Pv4 addresses are needed to support the stateful translation

[ RFC6146] function in the PLAT. Wth port-overl oading, one |Pv4
address can support mllions of sinultaneous translations.

G ven that network operators are deploying | Pv6-only access
net wor ks because | Pv4 resources are scarce, solutions that
requi re dual -stack (no IPv4 nultiplexing) or statel ess address
sharing (bounded static address nultiplexing) are sinply not

| Pv4-efficient enough to solve the two-pronged chal |l enge of

i ncreasing | Pv4 address scarcity and conti nued exponenti al

net work edge growth for network operators.

No new protocols required, quick depl oynent

464XLAT can be depl oyed today, it uses existing RFCs ([ RFC6145]
and [ RFC6146]), and there exists inplenentations for both
wireline networks (CLAT in the hone router) and wrel ess 3GPP
networks (CLAT in the UE). The ability to quickly depl oy 464XLAT
is acritical feature given the urgency of |Pv4 exhaustion and
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bri sk pace of internet growth.
3. Cost-effective transition to | Pv6

When conbi ned with DNS64 [ RFC6147], the 464XLAT architecture only
requi res double translation in the case of IPv4-referrals or

| Pv4-only socket calls. Consequently, the network traffic in the
| SP backbone network is predom nately |IPv6 end-to-end or single
translation. This is especially cost-effective in wireless 3GPP
GSM and UMTS networ ks that woul d otherwi se require two separate
PDP connections to support |IPv4 and | Pv6.

Wil e translation on the CLAT is not always used, the CLAT
function is crucial for enabling the I Pv4-only applications. Al
| Pv6-native flows pass end-to-end without any translation. This
is a beneficial solution for end-users, content providers, and
network operators that scale best with end-to-end | Pv6
conmuni cat i on.

In sunmary, the 464XLAT architecture works today for service
providers that require large-scale strategic |IPv6 deploynents to
overcome the chall enges of |Pv4 address scarcity. Since 464XLAT is
stateful, there is no tight coupling or |IPv4 address coordination
bet ween the PLAT and the CLAT. Unlike other transition architectures
associated with tunneling or

[1-D. ndt-softw re-mappi ng- addr ess-and-port], 464XLAT assunes that
IPv4 is scarce and I Pv6 nust work with today’ s existing systens as
much as possible. In the case of tunneling, the tunneling solutions
i ke Dual -Stack Lite [RFC6333] are known to break existing network
based deep packet inspection solutions |ike 3GPP standardi zed Policy
and Charging Control (PCC). 464XLAT does not require much |IPv4
address space to enable the stateful translation [RFC6146] function
in the PLAT while providing global 1Pv4 and I Pv6 reachability to

| Pv6-only wireline and w rel ess subscri bers.

5. Net wor k Architecture

464XLAT architecture is shown in the follow ng figure.
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5.1. Wreline Network Architecture

| v6 |
|

I | e

| v6 |----- + / \ / \
---- | ------ / | Pv6 \' - / | Pv4

+---| CLAT |---+ Internet +---| PLAT |---+ Internet

------------- \ / ------ \

| vap/v6 | --+ B ' B
------- | |
_____ | -

| vdp |----+ | vag |
_____ | -

<- v4p -> XLAT <--------- V6 -------- > XLAT <- v4g ->

ve : G obal 1Pv6
vdp : Private |Pv4
vdg : dobal |Pv4

Figure 1. Wreline Network Topol ogy
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5.2. Wreless 3GPP Network Architecture

| v6 |
|
e e - - -
/ \

/ | Pv6 \

| I nternet |

\ /

UE / Mbobil e Phone B '
o e e e e e e e a - - + |
|- | SR P
| | v6 |----+ | / \ / \
| ---- | ------ | / 1Pv6 PDP \ ------ / | Pv4 \
| +---| CLAT |---+ Mobile Core +---| PLAT |--+ Internet |
| | ------ | \ GGSN /- \ /
| | | \ | e
|- | | e | |
| | vap |---+ R
|- | | | vag |
e L T Ty + e
<- v4p -> XLAT <--------- V6 -------- > XLAT <- v4g ->

v : dobal IPv6
vdp : Private | Pv4
vdg : G obal |Pv4

Figure 2. Wreless 3GPP Network Topol ogy

6. Applicability

6.1. Wreline Network Applicability
When an | SP has | Pv6 access network infrastructure and 464XLAT, the
| SP can provide | Pv4 service to end users across an | Pv6 access
network. The result is that edge network growmh is no |onger tightly
coupled to the availability of scarce |Pv4 addresses.

If the I XP or another provider operates the PLAT, the ISP is only

required to deploy an I Pv6 access network. All |ISPs do not need | Pv4
access networks. They can mgrate their access network to a sinple
and highly scal able I Pv6-only environnment. Incidentally, Japan
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I nternet Exchange(JPI X) is providing 464XLAT trial service since July
2010. In addition to this, the effectiveness of 464XLAT was
confirmed in the WDE canp Spring 2012. The result is described in
[1-D. hazeyana-w decanp-i pv6-onl y- experi ence] .

6.2. Wreless 3GPP Network Applicability

The vast majority of nobile wirel ess networks are conpliant to Pre-
Rel ease 9 3GPP standards. In Pre-Release 9 3GPP networks, GSM and
UMTS networ ks rust signal and support both IPv4 and | Pv6 PDP
attachnents to access |IPv4 and | Pv6 network destinations. Since
there are 2 PDPs required to support 2 address famlies, this is
doubl e the nunber of PDPs required to support the status quo of 1
address famly, which is IPv4d. Doubling the PDP count to support

I Pv4 and IPv6 is generally not operationally viable since a |arge
portion of the network cost is derived fromthe nunber of PDP
attachnents, both in terns of |licenses fromthe network hardware
vendors and in terns of actual hardware resources required to support
and maintain the PDP signaling and nobility events. Doubling the
nunber of PDP attachnents has been one of the major barriers to
introducing IPv6 in nobile networks. Dual-stack IPv4 and | Pv6 sinply
costs nmore fromthe network provider perspective and does not result
in any new revenues. In 3GPP Release 9 and forward, 2 PDPs are no

| onger required but the scarcity of |Pv4 addresses remain.

Now t hat both gl obal and private | Pv4 addresses are scarce to the
extent that it is a substantial business risk and limting growh in
many areas, the nobile network providers nmust support |Pv6 to solve
the | P address scarcity issue. It is not feasible to sinply turn on
additional | Pv6 PDP network attachnents since that does not solve the
near-term | Pv4 scarcity issues and it increases cost in nost cases.
The nost | ogical path forward is to replace IPv4 with I Pv6 and

repl ace the common NAT44 with stateful translation [ RFC6146] and
DNS64 [ RFC6147]. Extensive live network testing with hundreds of
friendly-users has shown that |Pv6-only network attachnments for
nobi | e devi ces supports over 85% of the conmon applications on the
Androi d nobile operating systens. The remaining 15% of applications
do not work because the application requires an | Pv4 socket or the
application does an I Pv4-referral. These findings are consistent
with the nobile | Pv6-only user experience in [ RFC6586].

464XLAT in conbination with stateful translation [ RFC6146] and DNS64

[ RFC6147] all ows 85% of the Android applications to continue to work
with single translation or native |IPv6 access. For the remaining 15%
of applications that require |IPv4 connectivity, the CLAT function on
the UE provides a private | Pv4 address and | Pv4 default-route on the
host for the applications to reference and bind to. Connections
sourced fromthe IPv4 interface are immedi ately routed to the CLAT
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function and passed to the | Pv6-only nobile network, destine to the
PLAT. In sunmary, the UE has the CLAT function that does a statel ess
transl ati on [ RFC6145], but only when required. The nobile network
has a PLAT that does stateful translation [ RFC6146].

7. I nplementation Considerations

7.1. 1 Pv6 Address Format

| Pv6 address format in 464XLAT is defined in Section 2.2 of
[ RFC6052] .

7. 2. | Pv4/ |1 Pv6 Address Transl ati on Chart

| Pv4/1 Pv6 address translation chart is shown in the follow ng figure.

Source | Pv4 address

| 4 obal |Pv4 address |
| assigned to | Pv4 pool @LAT |

S R I S +

| 1Pv4 | Destination |IPv4 address

| server | +----------mmmi +

Foamem - + | d obal 1Pv4 address |
A | assigned to | Pv4 server |
| o m e e e e e e e e e e m - +

S R +

| PLAT | Stateful XLATE(IPv4:1Pv6=1:n)

SRS +

Source | Pv6 address (1 Pv6 cl oud)

| 1Pv4-Enbedded | Pv6 address |
| defined in Section 2.2 of RFC6052 |

| 1 Pv4-Enbedded | Pv6 address |
| defined in Section 2.2 of RFC6052 |

(1 Pv6 cl oud)

N
I
I
|
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Case 1: CLAT will have a
dedi cated | Pv6 prefix
-> Statel ess XLATE
(1 Pv4: 1 Pv6=1:1)

Case 2: CLAT will not have a
dedi cated | Pv6 prefix

I I
I I
I I
I I
| CLAT |
|
| | -> NAT44 -> Statel ess XLATE
I I (1 Pv4: | Pv6=1: 1)
N Source | Pv4 address

S + | Private | Pv4 address |
| 1Pv4d | | assigned to I Pv4 client |

| 4 obal |Pv4 address |
| assigned to | Pv4 server |

| Pv4/ 1 Pv6 Address Transl ati on Chart

7.3. Traffic Treatnment Scenari os

- o e o o e +
| Server | Application | Traffic Treatnent | Location of |
| | and Host | | Translation

S N Fom e o e e e e e e Fom e +
| 1Pve | | Pv6 | End-to-end | Pv6 | None |
I o e - o o e - +
| 1Pvd | | Pv6 | Stateful Translation | PLAT |
S N R Fom e e e e e I +
|  1Pv4 | | Pv4 | 464 XLAT |  PLAT/ CLAT

S N Fom e o e e e e e e Fom e +
| 1Pve | | Pv4 | Stateless Translation | CLAT |
I o e - o o e - +

Traffic Treatnment Scenari os

The above chart shows nobst common traffic types and traffic
treat ment.
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7.4. DNS Proxy Inplenentation

The CLAT SHOULD i npl enent a DNS proxy as defined in [ RFC5625]. The
case of an I Pv4-only node behind CLAT querying an | Pv4 DNS server is
undesirable since it requires both stateful and statel ess translation
for each DNS | ookup. The CLAT SHOULD set itself as the DNS server
via DHCP or other nmeans and proxy DNS queries for IPv4 and | Pv6
clients. Using the CLAT enabl ed honme router or UE as a DNS proxy is
a normal consune gateway function and sinplifies the traffic flow so
that only IPv6 native queries are nade across the access networKk.

The CLAT SHOULD allow for a client to query any DNS server of its
choi ce and bypass the proxy.

7.5. 1Pv6 Prefix Handling

From t he del egated DHCPv6 [ RFC3633] prefix, a /64 is dedicated to
source and receive | Pv6 packets associated with the statel ess
transl ati on [ RFC6145] .

I n anot her cases where the access network does not allow for a
dedi cated translation prefix, the CLAT will do NAT44 such that al
private | Pv4 sourced LAN packets appears from one private |Pv4
address which is statelessly translated to one | Pv6 address.

The CLAT MAY di scover the Pref64::/n of the PLAT via sone nmethod such
as DHCPv6 option, TR-069, DNS APL RR [ RFC3123] or
[I-D.ietf-behave-nat 64-di scovery-heuristic].

7.6. Relationship between CLAT and NAT44

If the CLAT does not have dedicated |IPv6 prefix for translation, the
CLAT does NAT44 as an internal function which never appears on the
wire.

I ncom ng source | Pv4 packets fromthe LAN of [RFC1918] addresses are
NAT44 to the CLAT host address on the LAN of one [RFC1918] address.
Then, the CLAT will do a stateless translation [RFC6145] so that the
| Pv4 packets fromone [ RFC1918] address are translated to the CLAT
LAN | Pv6 address as described in [ RFC6052].

7.7. CLAT in a Gateway

The CLAT is a stateless translation feature which can be inpl enented
in a conmmon hone router or nobile phone that has a nobile router
feature. The router with CLAT function SHOULD provi de comron router
servi ces such as DHCP of [RFC1918] addresses, DHCPv6, and DNS
service. The router SHOULD set itself as the DNS server advertised
via DHCP or other neans to the clients so that it may inplenent the
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DNS proxy function to avoid double translation of DNS request.
7.8. CLAT to CLAT communi cations

Wil e CLAT to CLAT | Pv4 comuni cati on may work when the client |Pv4
subnets do not overlap, this traffic flowis out of scope. 464XLAT is
a hub and spoke architecture focused on enabling |IPv4-only services
over | Pv6-only access networKks.

8. Depl oynent Consi derations

Even if the Internet access provider for consuners is different from
t he PLAT provider (another Internet access provider or Internet
exchange provider, etc.), it can inplenent traffic engineering

i ndependently fromthe PLAT provider. Detailed reasons are bel ow

1. The Internet access provider for consuners can figure out |Pv4
source address and | Pv4 destination address fromtransl ated | Pv6
packet header, so it can inplenent traffic engineering based on
| Pv4 source address and | Pv4 destination address (e.g. traffic
nmonitoring for each | Pv4 destination address, packet filtering
for each | Pv4 destination address, etc.). The tunneling nethods
do not have such a advantage, w thout any deep packet inspection
for processing the inner |Pv4 packet of the tunnel packet.

2. |If the Internet access provider for consuners can assign |Pv6
prefix greater than /64 for each subscriber, this 464XLAT
architecture can separate | Pv6 prefix for native | Pv6 packets and
XLAT prefix for 1Pv4/1Pv6 translation packets. Accordingly, it
can identify the type of packets ("native |IPv6 packets" and
"I Pv4/ 1 Pv6 transl ation packets"), and inplenent traffic
engi neering based on | Pv6 prefix.

This 464XLAT architecture has two capabilities. One is a IPv4 ->
IPv6 -> IPv4 translation for sharing global |Pv4 addresses, another
is alPv4d -> |Pv6 translation for reaching | Pv6-only servers from

| Pv4-only clients that can not support IPv6. [Pv4-only clients nust
be support through the long period of global transition to |IPv6.

9. Security Considerations

To i npl enent a PLAT, see security considerations presented in Section
5 of [RFC6146].

To i nplenent a CLAT, see security considerations presented in Section
7 of [RFC6145]. The CLAT MAY conply with [ RFC6092] .
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10.

11.

12.

12.

12.

| ANA Consi der ati ons

Thi s document has no actions for | ANA.
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