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Abstract

[ RFC5280] specifies several extended key usages for X 509
certificates. This docunent defines a general purpose docunent

si gni ng extended key usage for X 509 public key certificates which
restricts the usage of the certificates for docunent signing.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Cctober 3, 2021.
Copyright Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

I nt roduction e

Conventions and Definitions . . . . . . . . .

. Extended Key usage for DocunentSigning . . . . . .
3.1. Extended Key Usage Val ues for Docunent Signing

4. Inplications for a Certification Authority .

5. Security Considerations .

6

7

W

. | ANA Consi derati ons .
) Nor mat i ve Ref erences
Aut hor s’ Addresses

OB OWWN

1. | nt roducti on

[ RFC5280] specifies several extended key usages for X 509
certificates. |In addition, several extended key usage had been
added[ RFC7299] as public O D under the | ANA repository. Wile usage
of any extended key usage is bad practice for publicly trusted
certificates, there are no public and general extended key usage
explicitly assigned for Docunent Signing certificates. The current
practice is to use id-kp-email Protection, id-kp-codeSigning or vendor
defined Object ID for general docunent signing purposes.

In circunstances where code signing and SSMME certificates are al so
wi dely used for docunent signing, the technical or policy changes
that are made to code signing and S/M M certificates may cause
unexpect ed behavi ors or have an adverse inpact such as decreased
cryptographic agility on the docunment signing ecosystem and vice

ver sa.

There is no issue if the vendor defined O Ds are used in a PKI (or a
trust program governed by the vendor. However, if the ODis used
out si de of the vendor governance, the usage can easily beconme out of
control (e.g. - Wen the end user encounters vendor defined Q Ds,
they m ght want to ask that vendor about use of the certificate,
however, the vendor nmay not know about the particular use. - If the

i ssuance of the cert is not under the control of the O D owner, there
is no way for the OD ower to know what the inpact wll be if any
change is nade to the O D in question, and it would restrict vendor’s
choi ce of O D nmanagenent. etc.).

Therefore, it is not favorable to use a vendor defined EKU for
signing a docunent that is not governed by the vendor.

Thi s docunent defines a general Docunent Signing extended key usage.
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2.

3.

Conventi ons and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT*, "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.

Ext ended Key usage for Docunent Si gni ng

This specification defines the KeyPurposeld id-kp-docunent Si gni ng.
Inclusion of this KeyPurposeld in a certificate indicates that the
use of any Subject nanmes in the certificate is restricted to use by a
docunent signing.

Term of "Document Sign" in this paper is digitaly signing human
readabl e data or data that is intended to be human readabl e by neans
of services and software.

1. Extended Key Usage Val ues for Docunent Signing

[ RFC5280] specifies the EKU X. 509 certificate extension for use in
the Internet. The extension indicates one or nore purposes for which
the certified public key is valid. The EKU extension can be used in
conjunction wth the key usage extension, which indicates how the
public key in the certificate is used, in a nore basic cryptographic
way.

The EKU extension syntax is repeated here for conveni ence:

Ext KeyUsageSyntax ::= SEQUENCE SI ZE (1..MAX) OF KeyPurposeld
KeyPurposeld ::= OBJECT | DENTIFI ER

This specification defines the KeyPurposeld id-kp-docunentSi gni ng.

I ncl usion of this KeyPurposeld in a certificate indicates that the
use of any Subject nanmes in the certificate is restricted to use by a
docunent signing service or a software (along wth any usages all owed
by ot her EKU val ues).

id-kp OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechanisns(5) pkix(7) 3}
i d- kp-docunment Signing OBJECT IDENTIFIER ::= { id-kp XX}
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4.

Implications for a Certification Authority

The procedures and practices enployed by a certification authority
MUST ensure that the correct values for the EKU extension are
inserted in each certificate that is issued. Unless certificates are
governed by a vendor specific PKI (or trust program, certificates

t hat indicate usage for docunent signing MAY include the id-kp-
docunent Si gni ng EKU extension. This does not enconpass the mandatory
usage of the id-kp-docunmentSigning EKU in conjunction with the vendor
speci fic EKU. However, this does not restrict the CA fromincl uding
multiple EKUs rel ated to docunent signing.

Security Consi derations

The Use of id-kp-docunentSi gning EKU can prevents the usage of id-kp-
emai | Protection for none-email purposes and id-kp-codeSigning for

si gning objects other than binary codes. An id-kp-docunentSi gning
EKU val ue does not introduce any new security or privacy concerns.

| ANA Consi der ati ons

The id- kp-docunent Si gni ng purpose requires an object identifier
(OD. The objects are defined in an arc delegated by ANA to
Limted Additional Mechanisns for PKIX and SM ME (lanps). No further
action is necessary by | ANA
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