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Summary:


This document provides text for new Recommendation G.8131 "Linear protection switching for T-MPLS networks". 

Summary


This Recommendation provides requirements and mechanisms for end-to-end trail and SNC protection switching for Transport MPLS (T-MPLS) networks.

It describes the trail protection and SNC protection architectures types, the uni- and bi-direction switching types and the revertive/non-revertive operation types. It defines the Automatic Protection Switching (APS) protocol used to align both ends of the protected domain.

Keywords
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Introduction


This Recommendation specifies linear protection switching mechanisms to be applied to T-MPLS layer networks as described in G.8110.1.  Protection switching is a fully allocated survivability mechanism.  It is fully allocated in the sense that the route and bandwidth of the protection entity is reserved for a selected working entity.  It provides a fast and simple survivability mechanism.  It is easier for the network operator to grasp the status of the network (e.g., active network topology) with a protection switching than with other survivability mechanisms.


This Recommendation specifies 1+1 architecture and 1:1 architecture.  The 1+1 architecture operates with unidirectional switching.  The 1:1 architecture operates with bidirectional switching.


In the 1+1 architecture, a protection transport entity is dedicated to each working transport entity.  The normal traffic is copied and fed to both working and protection transport entities with a permanent bridge at the source of the protected domain. The traffic on working and protection transport entities is transmitted simultaneously to the sink of the protected domain, where a selection between the working and protection transport entities is made based on some predetermined criteria, such as server defect indication.


In the 1:1 architecture, the protection transport entity is dedicated to the working transport entity.  However, the normal traffic is transported either on the working transport entity or on the protection transport entity using a selector bridge at the source of the protected domain. The selector at the sink of the protected domain selects the entity that carries the normal traffic. Since source and sink need to be coordinated to ensure that the selector bridge at the source and the selector at the sink select the same entity, an APS protocol is necessary.
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ITU-T Recommendation G.8131

Linear protection switching for Transport MPLS (T-MPLS) networks

1
Scope


This Recommendation provides architecture and mechanisms for trail and SNC/S protection switching for Transport MPLS (T-MPLS) networks.

The APS protocol, 1+1 and 1:1 trail protection architecture and SNC/S protection architecture are defined in this version. Other protection architecture types are for further study.


This recommendation describes the protection switching functionality for point-to-point and point-to-multipoint connections. 


Hitless protection switching is outside the scope of this version of the Recommendation.

2
References


The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[1]
ITU-T Recommendation G.805 (2000), Generic functional architecture of transport networks.

[2]
ITU-T Recommendation G.808.1 (2006), Generic protection switching- Linear trail and subnetwork protection.

[3]
ITU-T Recommendation G.841 (1998), Types and characteristics of SDH network protection architectures.

3
Definitions


This recommendation use the following terms defined in G.780/Y.1351:


3.1
bidirectional protection switching


3.2
unidirectional protection switching


This recommendation use the following terms defined in G.805:


3.3
signal degrade (SD)


3.4
signal fail (SF)


3.5
trail


This recommendation use the following terms defined in G.806:


3.6
defect

3.7
failure


This recommendation use the following terms defined in G.870/Y.1352:

3.8
APS protocol


3.8.1
1-phase

3.8.1
2-phase

3.9
Protection class


3.9.1 Individual

3.9.2
Group protection 


3.9.3
Trail protection

3.10
Switch


3.10.1 Forced Switch 

3.10.2 Manual Swith

3.11
Component

3.11.1 Protected domain

3.11.2 Bridge

3.11.2.1 Permanent bridge

3.11.2.2 Selector bridge

3.11.3 Selector

3.11.3.1 Selective selector

3.11.3.2 Merging selector

3.11.4 Sink node

3.11.5 Source node

3.12
Architecture

3.12.1 1+1 protection architecture

3.12.2 1:n protection architecture

3.12.3 (1:1)n protection architecture

3.12.4 non-revertive protection switching

3.12.5 revertive protection switching

3.13
Signals


3.13.1 Traffic signal

3.13.2 Normal traffic signal

3.13.3 Unprotected traffic signal

3.14.4 Null signal

3.14
Timers

3.14.1 Hold-off time

3.14.2 Wait-to-restore time

3.15
Transport entities

3.15.1 Protection transport entity

3.15.2 Working transport entity

4
Symbols and abbreviations

This Recommendation uses the following abbreviations:


APS
Automatic Protection Switching

DNR
Do Not Revert


EXER
Excercise


FDI
Forward Defect Indication


FS
Forced Switch

LP
Lockout of Protection

MPLS
MultiProtocol Label Switching


MS
Manual Switch


NR
No request


OAM
Operation, Administration and Maintenance

PS
Protection Switching

RR
Reverse Request


SD
Signal Degrade


SDH
Synchronous Digital Hierarchy


SF
Signal Fail


SF-P
Signal Fail for Protection


T-MPLS
Transport MPLS


TTSI
Trail Termination Source Identifier


WTR
Wait to Restore

5 
Conventions


None

6
Network Objectives


The following network objectives apply:



1) Switch time – The APS algorithm for trail and SNC protection should operate as fast as possible. A value of 50 ms has been proposed as a target time. Protection switch completion time excludes the detection time necessary to initiate the protection switch, and the hold-off time.


2) Transmission delay – The transmission delay depends on the physical length of the trail and the processing functions within the trail. The maximum transmission delay of a dedicated protected scheme is for further study. Limitations on the transmission delay may be imposed if the target switch completion time for bidirectional protection switching operation is to be met. 11 unidirectional protection switching does not require transmission of APS signalling, so signalling transmission delays are not present.


3) Hold-off times – Hold-off times are useful for interworking of protection schemes. The objective is that these times should be provisionable on an individual protected trail or SNC basis. A hold-off timer is started when a defect condition is declared and runs for a non-resettable period which is provisionable from 0 to 10 s in steps of 100 ms (accuracy of ±5 ms). When the timer expires, protection switching is initiated if a defect condition is still present at this point. Note that a defect condition does not have to be present for the entire duration of the hold-off period; only the state at the expiry of the hold-off timer is relevant. Furthermore, the defect that triggers the hold-off timer does not need to be of the same type as the one at the expiry of the hold-off period.


4) Extent of protection –trail and SNC protection should restore all traffic which has been interrupted due to a failure of a link connection which has been designated as forming part of a trail or an SNC protection scheme. The traffic terminating at a failed node may be disrupted but traffic passing through to other nodes can survive by switching to the protection trail or SNC.


5) Switching types – 11 trail and SNC protection should support unidirectional switching. 1:1 trail and SNC trail protection should support bidirectional protection switching.


6) APS protocol and algorithm – Both trail and SNC protection APS protocols should be identical for all network applications. APS is required for bi-directional switching only.


7) Operation modes – 11 unidirectional protection switching should support revertive operation, non-revertive operation, or both. 1:1 bidirectional protection switching should be revertive. 


8) Manual control – Externally initiated commands may be provided for manual control of protection switching by the operations systems or craft. The following externally initiated commands should be supported: Clear, Lockout of Protection, Forced Switch, Manual Switch, Exercise.


9) Switch initiation criteria –Switch initiation criteria for trail protection should be identical to that for the corresponding SNC/S protection. The following automatically initiated commands shall be supported: Signal Failure - Working, Signal Failure - Protection, Signal Degrade - Working, Signal Degrade - Protection, Reverse Request, Wait-To-Restore, and No Request. The criteria for Signal Fail (SF) and/or Signal Degrade (SD) should be in harmony with definitions used in Recommendation G.8121.

7
 Architecture types 


Protection switching is a fully allocated protection mechanism that can be used on any topology. It is fully allocated in the sense that the route and bandwidth of the protection connection is reserved for a selected working connection. To be effective under all possible failures of the working connection however, the protection connection must be known to have complete physical diversity over all common-failure modes. This may not always be possible. Also, this might require the working connection not to follow its shortest path. 


The T-MPLS Protection switching architecture can be trail protection and SNC/S protection as defined in G.808.1. Other types are for further study. 

7.1
T-MPLS trail protection


T-MPLS trail protection is used to protect a T-MPLS connection.  It is a dedicated end-to-end protection architecture, which can be used in different network structures; meshed networks, rings, etc.

7.1.1  1+1 trail protection


In the 1+1 architecture type, a protection connection is dedicated to each working connection with the working connection bridged onto the protection connection at the source of the protection domain. The traffic on working and protection connection is transmitted simultaneously to the sink of the protection domain, where a selection between the working and protection connection is made, based on some predetermined criteria, such as defect indication.


NOTE – To avoid a single point of failure, the working connection and the protection connection shall be routed along disjoint paths.


7.1.2  1:1 trail protection

In the 1:1 architecture type, a protection connection is dedicated to each working connection. The protected or working traffic is transmitted either by working or protection connection. The method for a selection between the working and protection connection depends on the mechanism. 

NOTE – To avoid a single point of failure, the working connection and the protection connection shall be routed along disjoint paths.

7.2
T-MPLS SNC protection

T-MPLS subnetwork connection protection is used to protect a section of a connection (e.g. that section where two separate routes are available) within an operator’s network or multiple operators’ networks. Two independent subnetwork connections exist, which act as working and protection transport entities for the (protected) normal traffic signal.

7.2.1
SNC/S protection

The T-MPLS sub-layer trail termination functions (i.e. tandem connection termination functions) generate/insert and monitor/extract the T-MPLS OAM information to determine the status of the working and protection T-MPLS sublayer trails. APS information is transported over the protection SNC, except for the case of 1+1 unidirectional switching where APS is not supported.

8 
Switching types

The protection switching types can be a uni-directional switching type or a bi-directional switching type. 

8.1 uni-directional switching type


In uni-directional switching, only the affected direction of the connection is switched to protection, the selectors at each end are independent. This type is applicable for 1+1 T-MPLS trail and SNC/S protection.


8.2 bi-directional switching type


In bi-directional switching, both directions of the connection, including the affected direction and the unaffected direction, are switched to protection. For bi-directional switching, automatic protection switching protocol (APS) is required to coordinate the two endpoints. This type is applicable for 1:1 T-MPLS trail and SNC/S protection.

9
Operation types

The protection operation types can be a non-revertive operation type or a revertive operation type.


9.1
Non-revertive operation

In non-revertive types, the service will not be switched back to the working connection if the switch requests are terminated.

In non-revertive mode of operation, when the failed connection is no longer in an SF or SD condition, and no other externally initiated commands are present, a No Request state is entered. During this state, switching does not occur.

9.2
Revertive operation


In revertive types, the service will always return to (or remain on) the working connection if the switch requests are terminated.

In revertive mode of operation, under conditions where working traffic is being transmitted via the protection connection and when the working connection is restored, if local protection switching requests have been previously active and now become inactive, a local Wait to Restore state is entered. This state normally times out and becomes a No Request state after the Wait to Restore timer has expired. Then, reversion back to select the working connection occurs. The Wait to Restore timer deactivates earlier if any local request of higher priority pre‑empts this state

10 Automatic Protection Switching (APS) protocol

Except for the case of 1+1 uni-directional switching, an APS signal is used to synchronize the action at the A and Z ends of the protected domain. Communicated are: Request/State type, Requested signal, Bridged signal, Protection configuration.

10.1
APS payload structure

The APS payload structure in a T-MPLS OAM frame is for further study


The field values for the APS octets are defined in Table 10-2.


Table 10-1/G.8131 – APS Octets payload structure

		1

		2

		3

		4
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		4

		5

		6

		7

		8

		1

		2

		3

		4

		5

		6

		7

		8

		1

		2

		3

		4

		5

		6

		7

		8

		1

		2

		3

		4

		5

		6

		7

		8



		Request/
state

		Protection type

		Requested Signal

		Bridged Signal

		Reserved



		

		A

		B

		D

		R

		

		

		





Table 10-2/G.8131 – The fields values of APS channels


		Field

		Value

		Description



		Request/State

		1111

		Lockout of Protection (LP)



		

		1110

		Signal Fail for Protection (SF-P)



		

		1101

		Forced Switch (FS)



		

		1100

		Signal Fail (SF)



		

		1010

		Signal Degrade (SD)



		

		1000

		Manual Switch (MS)



		

		0110

		Wait to Restore (WTR)



		

		0100

		Exercise (EXER)



		

		0010

		Reverse Request (RR)



		

		0001

		Do Not Revert (DNR)



		

		0000

		No Request (NR)



		

		Others

		Reserved for future international standardization



		Protection Type

		A

		0

		No APS Channel



		

		

		1

		APS Channel



		

		B

		0

		1+1 (Permanent Bridge)



		

		

		1

		(1:1)n (Selector Bridge) (n ( 1)



		

		D

		0

		Unidirectional switching



		

		

		1

		Bidirectional switching



		

		R

		0

		Non-revertive operation



		

		

		1

		Revertive operation



		Requested Signal

		0

		Null Signal



		

		1-254

		Normal Traffic Signal 1-254



		

		255

		Unprotected Traffic Signal



		Bridged Signal

		0

		Null Signal



		

		1-254

		Normal Traffic Signal 1-254



		

		255

		Unprotected Traffic Signal





10.2
APS protocol type


There are two basic requirements for APS protocol:


1) The prevention of misconnections.

2) The minimisation of the number of communication cycles between A and Z ends of the protected domain, in order to minimize the protection switching time. The communication may be once (Z ( A), twice (Z ( A and A ( Z), or three times (Z ( A, A ( Z and Z( A). This is referred to as 1-phase, 2-phase, and 3-phase protocols.

To keep balance between saving operational time, reducing protocol complexity and facilitating application, the suggested protocol types for the different protection architectures are shown in Table 10-4.


Table 10-4/ G.8131 – Protocol types related to protection architectures 

		Protocol type

		protection architecture



		No protocol

		1+1 unidirectional 



		1-phase APS 

		(1:1)n bidirectional (n ( 1)





11
Application architectures

11.1
Unidirectional 1+1 trail protection switching


The 1+1 trail protection switching architecture is as shown in Figure 11-1. In the case of unidirectional protection switching operation as described here, protection switching is performed by the selector at the sink side of the protection domain based on purely local (i.e., protection sink) information. The working (protected) traffic is permanently bridged to the working and protection connection at the source side of the protection domain. If connectivity check packets are used to detect defects of the working and protection connection, they are inserted at the source of the protection domain of both working and protection side and detected and extracted at the sink side of the protection domain. It is noted that they should be sent regardless of whether the connection is selected by the selector or not.

Unidirectional 1+1 trail protection can be either revertive or non-revertive.
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Figure 11-1/G.8131 – Unidirectional 1+1 trail protection switching architecture 


For example, if a unidirectional defect (in the direction of transmission from node A to node Z) occurs for the working connection as in Figure 11-2, this defect will be detected at the sink of the protection domain at node Z and the selector at node Z will switch to the protection connection.
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Figure 11-2/G.8131 – Unidirectional 1+1 trail protection switching
working connection fails

11.2
Bidirectional 1:1 trail protection switching

The 1:1 trail protection switching architecture is as shown in Figure 11-3. In the case of the bidirectional protection switching operation as described here, the protection switching is performed by both the selector bridge at the source side and the selector at the sink side of the protection domain based on local or near-end information and the APS protocol information from the other side or far-end. 


If connectivity check packets are used to detect defects of the working and protection connection, they are inserted at the both working and protection side. It is noted that they should be sent regardless of whether the connection is selected by the selector or not.


Bidirectional 1:1 trail protection shall be revertive.
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Figure 11-3/ G.8131 – Bidirectional 1:1 trail protection switching architecture
unidirectional representation

For example, if a defect in the direction of transmission from node Z to node A occurs for the working connection Z-to-A as shown in Figure 11-4, this defect will be detected at the node A. The APS protocol initiates the protection switching, a 1-phase APS protocol is used. The protocol is as follows: 


· node A detects the defect;

· the selector bridge at node A is switched to protection connection A-to-Z (i.e. in the A to Z direction the working traffic is sent on both working connection A-to-Z and protection connection A-to-Z) and the merging selector at node A switches to protection connection Z-to-A;

· the APS command sent from node A to node Z requests a protection switch;

· after node Z validates the priority of the protection switch request, the merging selector at node Z is switched to protection connection A-to-Z and the selector bridge at the node Z is switched to protection connection Z-to-A (i.e. in the Z to A direction the working traffic is sent on both working connection Z-to-A and protection connection Z-to-A);

· then the APS command sent from node Z to node A is used to inform node A about the switching;

· now the traffic flows on the protection connection.
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Figure 11-4/ G.8131 – Bidirectional 1:1 trail protection switching 
working connection Z-to-A fails

11.3
Unidirectional 1＋1 SNC/S protection switching

The unidirectional 1+1 SNC/S protection switching architecture is as shown in Figure 11-5. In the case of unidirectional protection switching operation as described here, protection switching is performed by the selector at the sink (Node Z) of the protection domain based on purely local information. The working traffic is permanently bridged to working and protection connection at the source (Node A) of the protection domain. The server/sub-layer’s trail termination and adaptation functions are used to monitor and determine the status of the working and protection connection. For the detailed protection switching mechanism refer to the unidirectional 1+1 trail protection in section 11.1.


Unidirectional 1+1 SNC/S protection can be either revertive or non-revertive.
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Figure 11-5/ G.8131 – Unidirectional 1+1 SNC/S protection switching architecture


11.4 Bidirectional 1:1 SNC/S protection switching

The bidirectional 1:1 SNC/S protection switching architecture is as shown in Figure 11-6. In the case of bidirectional protection switching operation as described here, the protection switching is performed by both the selector bridge at the source and the selector at the sink side of the protection domain based on local or near-end information and the APS protocol information from the other side or far-end. The server/sub-layer’s trail termination and adaptation functions are used to monitor and determine the status of the working and protection connection. For the detailed protection switching mechanism can be referred to the bidirectional 1:1 trail protection in section 11.2.


Bidirectional 1:1 SNC/S protection shall be revertive.
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Figure 11-6/ G.8131 – Bidirectional 1:1 SNC/S protection switching architecture
unidirectional representation

12
Protection switching trigger mechanism 


Protection switching action shall be conducted when:


1)
initiated by operator control (e.g., manual switch, forced switch, and lockout of protection) without a higher priority switch request being in effect;


2)
SF or SD is declared on the associated connection (i.e., working connection or protection connection) and is not declared on the other connection and the hold-off timer has expired; or


3)
the wait to restore timer expires (in revertive mode) and SF or SD is not declared on the working connection.


12.1
Manual control


Manual control of the protection switching function may be transferred from the element or network management system.

12.2
Signal fail declaration conditions


Signal Fail (SF) is declared when the TM_TT_Sk function detects a trail signal fail as defined in G.8121.


Signal Degrade (SD) is declared when the TM_TT_Sk function detects a trail signal degrade as defined in G.8121.

13
APS Switch initiation criteria


The following switch initiation criteria exist:


1)
an externally initiated command (Clear, Lockout of Protection, Forced Switch, Manual Switch, Exercise);


2)
an automatically initiated command (Signal Fail, Signal Degrade) associated with a protection domain; or


3)
a state (Wait to Restore, Reverse Request, Do Not Revert, No Request) of the protection switching function.


The priority of request/state is given in Table 13-1. In the case of unidirectional switching, the priority is determined at the near end only. In bidirectional switching, the local request will be indicated only in the case where it is as high or higher than any request received from the far end via the APS channel. In bidirectional switching, when the far end request has the highest priority, the near end will signal Reverse Request.


Table 13-1/ G.8131 – Priority of request/state


		Local request

		Order of priority



		Clear


Lockout of Protection (LP)


Sigal Fail for Protection (SF-P)


Forced Switch (FS)


Signal Fail (SF)


Signal Degrade (SD)


Manual Switch (MS)


Wait To Restore (WTR)


No Request (NR)

		Highest


|


|


|


|


|


|


|


Lowest





13.1
Externally initiated commands


Externally initiated commands are listed below in descending order of priority. The functionality of each is described below.


Clear: This command clears all of the externally initiated switch commands listed below.


Lockout of Protection (LP): Fix the selector position to the working connection. Prevents the selector from switching to the protection connection when it is selecting the working connection. Switches the selector from the protection to the working connection when it is selecting the protection connection.


Forced Switch (FS) for working connection: Switches the selector from the working connection to the protection connection, unless a higher priority switch request (i.e., LP) is in effect.


Manual Switch (MS) for working connection: Switches the selector from the working connection to the protection connection, unless an equal or higher priority switch request (i.e., LP, FS, SF or MS) is in effect.


Manual Switch (MS) for protection connection: Switches the selector from the protection connection to the working connection, unless an equal or higher priority switch request (i.e., LP, FS, SF or MS) is in effect.

13.2
States


Wait to Restore: this state is only applicable for the revertive mode and applies to a working connection. This state is entered by the local protection switching function in conditions where working traffic is being received via the protection connection when the working connection is restored, if local protection switching requests have been previously active and now become inactive. It prevents reversion back to select the working connection until the Wait to Restore timer has expired. The Wait to Restore time may be configured by the operator in 1 minute steps between 5 and 12 minutes; the default value is 5 minutes. An SF or SD condition will override the WTR.

No Request: this state is entered by the local protection switching function under all conditions where no local protection switching requests (including Wait to Restore) are active. 

14
Security aspects


This Recommendation does not raise any security issues that are not already present in either the T-MPLS architecture or in the architecture of its client layer protocols.


Protection switching could enhance the security of T-MPLS networks as it will automatically switch traffic from defective connections that may have been misbranched or misconfigured into other connections, onto proper working connections. This will prevent customers' traffic being exposed to other customers.


Appendix I


Selector types


(This Appendix does not form an integral part of this Recommendation)


There are two possible implementations of a selector: the selective selector or the merging selector, Both provide the same behavior.


I.1
Selective Selector.


tbd


I.2
Merging selector.


tbd
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