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Broadband Forum Liaison To:

David Sinicrope, IETF Liaison Manager, david.sinicrope@ericsson.com 
IETF Operations and Management Area
Dan Romascanu, Area Director, dromasca@avaya.com 
Ronald Bonica, Area Director, rbonica@juniper.net  
Fred Baker, v6ops Chair, fred.baker@cisco.com 
Kurt Lindqvist, v6ops Chair, kurtis@kurtis.pp.se
From:

Gavin Young

Broadband Forum Technical Committee Chair 
(gavin.young@cw.com) 
Liaison Communicated By: Heather Kirksey, hkirksey@motive.com
Date: July 17, 2009
Subject: Residential Gateway IPv6 Requirements
The Broadband Forum (BBF) has been drafting its Residential Gateway (RG) IPv6 Requirements. These requirements are intended to provide IPv6 specifications for devices that would be used to provide connectivity between a home LAN and the access networks of BBF service providers.
Please note that these requirements are still a draft and will be changing as we learn and discuss more, and get further input and feedback. The document includes a set of requirements in the main body, and a set of WAN connection flow diagrams in an annex. Because the IPv6 behavior of a dual stack device cannot be described without an understanding of existing Ethernet and IPv4 behavior, the requirements section (Section 4) includes existing requirements from BBF TR-124 “Functional Requirements for Broadband Residential Gateway Devices” (publicly available at http://www.broadband-forum.org/technical/download/TR-124.pdf). These existing requirements are in black. We do not intend to update these existing requirements as part of this effort, except to indicate whether they apply to IPv4 only, or both IPv4 and IPv6, unless they directly conflict with functionality needed for IPv6. New IPv6 requirements, as well as suggested modifications to existing requirements are in red. For change control purposes, the most recent updates to the new IPv6 requirements are in blue.  
In addition to basic IPv6 requirements needed for simple connectivity, we also hope to identify requirements needed to allow mass market customers to have flexibility in the design of their home environment (consistent with trends that we currently see in the IPv4 environment), while minimizing the need for these customers to do manual configuration. Some of the scenarios we have been discussing are described below.
1. Single router:  Many customers use the service provider RG as the only router in their home LAN. When the RG does not have a WAN connection, it is still necessary for it to support connectivity inside the LAN. Our requirements currently have the RG automatically establishing a ULA prefix and advertising it inside the LAN. It also appears that some applications, such as UPnP, would prefer to use a ULA.
2. Cascaded routers: Many customers prefer to use a retail home router between the service provider RG and the LAN. When this is done in IPv4, it is frequently the cause of calls to the service provider help desk and manual configuration. The draft requirements are currently recommending that the RG have the ability to automatically further delegate prefixes it receives on its WAN, as well as its ULA. This prefix delegation can be enabled / disabled. The BBF text is not recommending how long these delegated prefixes should be (based on the received prefix), but suggests that such rules be configurable. One consequence of this is that the cascaded router may find that it has multiple ULAs: its own ULA and a delegated ULA. We have not fully considered how this might impact hosts behind the cascaded router. It is important to note that often there are other hosts directly connected to the service provider RG, in addition to the cascaded router, although sometimes the cascaded router is the only device connected to the RG. When there are other hosts connected to the RG, it is generally still desired for the hosts behind the cascaded router to be able to communicate with the hosts off the RG, as if they were all part of the same LAN.
3. Devices with multiple interfaces: The most common example of this is the device with both a Wi-Fi and wireless data interface (e.g., 3G, LTE, WiMAX). Some WAN interface providers (wireless and wireline) may also want to provide their users with access to a walled garden of services that are only accessible over their interface. The address space of this walled garden would need to be made known to the host device, so that it can use the correct IP address and interface. Where an RG is between the host and the access network, this walled garden address space would first need to be made known to the RG. One possible solution is to use RFC 4191 between the access network and the RG, and between the RG and the host. An RG that has multiple WAN interfaces could also use received RFC 4191 information for its own routing decisions. Another solution might be to have a new DHCPv6 option. Dynamic routing protocols are not considered a viable solution.
4. Multiple routers on the same LAN, each supporting a separate WAN interface: Customers are increasingly establishing multiple WAN connections to their home LANs, for redundancy or for connectivity to different networks (e.g., a business network and the Internet). If one of these networks has a walled garden (for example, the business network), then these hosts will need to know which router supports which routes, as in scenario 3. It is also possible that both routers will attempt to establish ULAs. What might be the impact of multiple ULAs, and might it be desirable for a router to detect if there are other routers on the LAN? What mechanisms should be used if it is desirable, and what other behaviors might be needed? If the effects of multiple routers will not create a poor user experience, then it may be best to simply allow for manual configuration by the user, to optimize such a home network.
Any thoughts the IETF membership might have on these scenarios will be welcome. Automated configuration mechanisms are desirable, although it may be that some scenarios are best handled by allowing users to simply choose among certain configuration options (enable / disable ULA, etc.).
If anyone would like to discuss these scenarios, or have questions or comments on the attached document, they are welcome to either contact the BBF Working Text editors directly (contact information is in the attached document), or to hold discussions on the v6ops list (if they feel such discussion would benefit the IETF). The editors currently track the v6ops list and would be happy to participate.

Sincerely,

Gavin Young

Broadband Forum Technical Committee Chair

CC:

Robin Mersh, Broadband Forum COO (rmersh@broadband-forum.org)
Heather Kirksey, Broadband Forum / Broadband home co-Chair (hkirksey@motive.com)
Greg Bathrick, Broadband Forum / Broadband home co-Chair (Greg_Bathrick@pmc-sierra.com)

Jason Walls, Broadband Forum / Broadband home vice-Chair (jwalls@iol.unh.edu)
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