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1. Scope

The scope of this new Technical Report includes the following aspects concerning Semantic
Knowledge Management Function framework:

- Consideration for Requirements of Semantic Communication over Public IMT Networks.
- Consideration for Construction and Capability of SKMF.

- Consideration for Architectural Framework of Semantic Communication over Public IMT
Networks.

- Privacy and security considerations of Semantic Communication over Public IMT
"Networks.

2. References

ITU-T Y.RA- Requirements and reference architecture of semantic-aware networking in
SAN future networks
ITU-T YSTR. Architectural Framework for Semantic Communication Services in [oT

SemComm.IoT and Smart City & Community

ITU-T TR.SIC- Scenarios and considerations of semantic information communication of

DLT NGNe based on DLT

ITU-T Y.2701 Recommendation ITU-T Y.2701 (2007), Security requirements for NGN
release 1

ITU-T Y.3061 Recommendation ITU-T Y.3061(2023), Autonomous Networks -
Architecture Framework

ITU-T Y.3101 Recommendation ITU-T Y.3101 (2018), Requirements of the IMT-2020
network

3. Definitions
3.1 Terms defined elsewhere
This technical report uses the following terms defined elsewhere:

3.1.1 machine learning (ML) [ITU-T Y.3172]: The processes that enable computational systems to
comprehend data and extract knowledge from it, without the need for explicit programming."

3.1.2 machine learning model [ITU-T Y.3172]: A model generated by applying machine learning
techniques to data, enabling it to learn and make predictions or decisions.

3.1.3 knowledge base [ITU-T Y.3061]: An environment which manages storage, querying, export,
import, optimization and update of knowledge.

3.2 Terms defined in this technical report

This technical report defines the following terms:
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Editor’s note: the following proposed definitions from C189 have not been discussed, and
contributions are invited

3.2.1 Semantic Communication: utilizing Semantic Encoder to extracting low-dimensional
semantic features from high-dimensional data at the source, intelligently selecting transmission
approaches tailored to task-specific requirements and network conditions, and reconstructing the
original data at the receiver with the Semantic Decoder.

3.2.2 Semantic Knowledge Management Function (SKMF): network-based functional entity that
collects only publicly available, non-confidential, non-sensitive and non-personally-identifiable data
to train and maintain source, channel and task domain Semantic knowledge bases (SKBs ). Besides
governing these SKBs, the SKMF generates, version-controls, synchronizes and pushes semantic
encoders and decoders (S-EDs) to subscribed entities. Its functions include lifecycle management of
the SKBs and S-ED artefacts, policy-based access control, and reliable distribution of updates to
eligible application nodes.

NOTE - The SKMF operates on abstract model artefacts only; it neither accesses nor stores
user-plane payloads.

3.23 TBD

4. Abbreviations and acronyms

This technical report uses the following abbreviations and acronyms:
ML  Machine Learning

Al Artificial Intelligence

SKMF Semantic Knowledge Management Function

SKB Source Knowledge Base

CKB Channel Knowledge Base

TKB Task Knowledge Base

QoS  Quality of Service

TBD

5. Conventions
In this technical report:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this technical report is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "can optionally" indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with this technical report.
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6. Introduction
[Editor's Note] This section will introduce the following important part of the technical report.

With the rapid development of digital multimedia services, there is a growing demand for high-quality
experiences in video, image, and audio. Multimedia content such as 4K/8K ultra-high-definition
videos, ultra-high-resolution images, lossless audio, and virtual reality will significantly increase, and
their source formats will become more diverse. In the future networks, the interaction between real-
world communication entities (humans, machines, and objects) and the digital world will require the
coordination of multi-modal information resources for efficient transmission and processing, serving
new demands that integrate the virtual and physical worlds. This will lead to future networks no
longer providing only single signal transmission and recovery services for data content but instead
imposing higher requirements on the network.

Modern semantic communication is a novel communication paradigm whose core objective is to
achieve efficient communication by transmitting the semantics of information (i.e., the meaning or
content of information) rather than specific bitstreams (i.e., raw data). Unlike traditional
communication methods, semantic communication focuses on the meaning of information, which
enables it to significantly enhance communication efficiency in complex network environments.
Furthermore, synonym mapping in semantic communication can enhance the system’ s ability to
adapt to different linguistic contexts or user preferences, improving the semantic content transmitted.
By using semantic entropy as a measure of uncertainty or information richness, communication
systems can optimize the selection of relevant data, ensuring that only the most semantically relevant
information is transmitted. This, in turn, leads to semantic compression, reducing the amount of data
transmitted while preserving its meaning and effectiveness, thereby lowering bandwidth requirements
and increasing transmission rates.

Therefore, in the face of future complex network environments, semantic communication is expected
to integrate with traditional communication, efficiently optimizing resource utilization while ensuring
the continuity of user information and quality of experience (QoE).

The Semantic Knowledge Management Function (SKMF) is a network-based functional entity that
continuously harvests and learns from publicly available, non-confidential, non-PII data drawn from
three knowledge domains - source, channel and task.

* From the source domain, the SKMF builds multi-modal semantic abstractions (text, audio, image,
video, sensor) that help eliminate redundant bit-level transmission.

* From the channel domain, it learns rich, time-varying channel-state patterns that guide semantic-
aware resource orchestration.

* From the task domain, it captures user- or service-specific intents and QoS targets, enabling
personalised, goal-oriented communication.

Leveraging state-of-the-art Al techniques (foundation models, continual learning, federated fine-
tuning), the SKMF trains and curates three corresponding Semantic Knowledge Bases (SKBs). It then
generates, version-controls and securely distributes custom Semantic Encoders/Decoders (S-EDs)
that are optimally tailored to the subscriber’ s communication conditions. Distribution follows a
policy-based subscription model; S-EDs are synchronised, signed and pushed only to authorised
subscriber entities.

By providing a unified, memory-capable semantic knowledge plane, the SKMF enables:
- Higher communication efficiency through knowledge-driven compression and inference;
- Adaptive, context-aware orchestration based on real-time transmission condition;

- Task-driven, personalised services with reduced end-to-end latency;
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- Rapid evolution of semantic communication systems via lifecycle management of S-ED model.

NOTE - The SKMF manipulates only train models and statistical metadata; it never accesses or
stores user-plane payloads, thereby preserving end-to-end content confidentiality.

Editor’s note: Relevance of IMT Public Networks needs to be introduced here.

7. Consideration for Requirements for Semantic Knowledge Management Function over
Public IMT Networks

[Editor's Note] Below the proposed initial content for this clause, to be developed further with the
progress of the document.

To deploy Semantic Knowledge Management Function and knowledge bases for semantic
communication in future communication systems, a comprehensive approach needs to be taken
across the dimensions of network architecture, AI models, and standardization/ecosystem
development, the following areas are evaluated as critical considerations:

7.1. Consideration for network architecture requirements

7.1.1 The network is required to expose a service-based interface between SKMF and the Network
protocol stack, enabling exchange of semantic-feature metadata, transmission channel state, and
scheduling directives.

7.1.2 The network is required to support deployment of SKMF inference micro-services on MEC
nodes, ensuring end-to-end semantic-decoding latency. Additionally, the network must synchronize
strategies and aggregate data with the semantic knowledge base, including the deployment of source
knowledge bases and semantic knowledge transfer.

7.1.3 The network is required to reserve compute (GPU/NPU/FPGA) and storage resources at gNB
and MEC for on-device training, such as channel-knowledge sub-models. Storage resources also need
to be planned for model parameters, corpora, and training data.

7.1.4 The network is required to constrain additional signalling overhead from SKMF model updates;
differential (delta) update mechanisms are recommended.

7.1.5 The network is required to consider the different application scenarios (e.g., URLLC, eMBB,
mMTC) or varying QoS requirements may necessitate independent semantic communication slices
for precise management and resource isolation.

7.2. Consideration of Requirements for AI Model tailored to semantic communication in
Network

7.2.1 The network entity SKMF is required to ingest multi-modal source corpora (text, image, audio)
and output semantic feature with a defined embedding dimension.

7.2.2 The network entity SKMF is required to define the input/output formats of the semantic
encoder/decoder (e.g., feature vector dimensions) and their interfaces with traditional protocol stacks
(e.g., feature data format for L2/L3 scheduling).

7.2.3The network entity SKMF is required to adopt various training approaches, such as centralized
training, distributed training, and federated learning. The choice should depend on the business
scenario (real-time requirements, bandwidth limitations, privacy constraints).

7.2.4 The network entity SKMF is required to support the Encoder/Decoder packages through OTA
delta download; SKMF is required to enforce version-consistency between network and UE before
traffic admission.
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7.2.5 For low-power UEs, the network should offer “split-inference” mode, strategies such as
offloading part of the inference to MEC or base station sides or deploying lightweight models on
terminals should be explored.

7.2.6 The network entity SKMF is required to support Semantic models adapt to cross-cell mobility ,
and the performance degradation after hand-over is required to not exceed x %. . Enhancing model
generalization across diverse environments or leveraging adaptive with efficient method such as
reinforcement learning and meta-learning mechanisms to rapidly adapt to new conditions is critical.

7.3. Consideration for Standardization and Ecosystem Development Requirements

7.3.1 SKMF APIs is required to align with existing 3GPP standards or O-RAN frameworks, or
extensions to these standards should be promoted.

7.3.2 The network entity SKMF is required to make Semantic Encoder/Decoder container format
conform to a viable industrial ecosystem. Unified model interfaces, communication protocols, and
model management specifications need to be developed, ensuring interoperability among multi-
vendor equipment. For S-ED provided by different vendors, standardization or compatible
transitional solutions should be established at the levels of algorithms, data interfaces, and version
management.

Consideration highlights that only by developing comprehensive, practical solutions in the areas
outlined above, and establishing corresponding technical and management mechanisms, can the
Semantic Knowledge Management Function in semantic communication realize its potential over
Public IMT Network systems, supporting more efficient and intelligent communication.

8. Consideration for Construction and Capability of Semantic Knowledge Management
Function for Semantic Communications

In order to improve semantic communications efficiency, Semantic Knowledge Management
Function is expected to be generated and management the S-EDs which is pre-defined as a universal
search space that guides semantic representation, transmission, recovering. This clause specifies the
concrete capabilities that fulfil the network-side requirements defined.

8.1 Consideration for Source Knowledge Base

The SKMF is required to maintain a Source Knowledge Base (SKB) that stores multi-level semantic
metalets extracted from multi-modal data. It is dispatched to provide a novel and effective way to
store and represent semantic of multi/cross-model information, which can be regard as a library. The
SKMF is required to expose an API for the UE to query the SKB hash and fetch delta updates when
the local copy is outdated.

8.2 Consideration for Channel Knowledge Base

The SKMF is required to aggregate real-time channel information from gNBs and update the Channel
Knowledge Base (CKB) in real time. CKB harnesses the endogenous knowledge involved in physical
environments and channel date to realize light-training or even training-free channel acquisition.

8.3 Consideration for Task Knowledge Base

The SKMF is required to map service-level QoS intents (e.g., URLLC, eMBB) to task policies stored
in the Task Knowledge Base (TKB). Different kind of communication services require different
capability of networks such that high-resolution video streaming needs much higher bitrate than that
for voice transmission. In this case, for evolutional intelligent application over Public IMT Network,
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TKB is an effective guidebook for operation and maintenance, such as resource allocation and quality
of service management.
8.4 Consideration for Semantic Knowledge Management Function Management

The SKMF is required to cover both the knowledge-base pipeline and the artefact pipeline for
Semantic Encoders/Decoders (S-EDs), ensuring consistency and universality throughout their
respective life-cycles.

- Knowledge-base generation and alignment
- Knowledge-base update

- Knowledge-base deployment

- S-ED artefact generation and validation

The SKMF is required to train or fine-tune S-ED models using the latest source, channel and task
SKBs.

Each generated artefact (model checkpoint, codebook, QoS profile) is required to be assigned a
unique version identifier and cryptographic hash.

The SKMF is required to distribute OTA delta updates and is required to reject traffic from UEs
running out-of-date S-ED versions.

Functional and performance validation (e.g., semantic similarity score, compression ratio, latency)
is required to be completed before release.

9. Consideration for Architectural Framework for Semantic Knowledge Management
Function

Semantic Knowledge Management Function (SKMF): a network-resident orchestration entity that
provides the “knowledge plane” for future semantic-aware communications. which in charge of
Life-cycle management of three knowledge bases - source (SKB), channel (CKB) and task
(TKB) - covering data ingestion, model training/validation, versioning, upgrade and retirement.

Core Net/
EMC Node

Bearer Net Access Net

Figure 9.1 — The structure of SKMF

* Semantic Encoder/Decoder: Generated by SKMF and policy-based distribution to
authorised subscriber entities.
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* S-EDs Pipeline & Management: Using a secured pipeline that guarantees integrity,
compatibility and rollback. The SKMF can monitor available compute and transmission conditions
and select the most appropriate S-ED versions to maximise communication efficiency and minimise
latency.

* Privacy-preserving operation: the SKMF processes only public, non-confidential data and
exchanges abstract model artefacts; no user-plane payloads are accessed or stored. Once the S-ED
has extracted the semantic feature vector at the application layer, the vector is immediately
protected with an application-layer cipher suite(e.g., AES-GCM or ChaCha20-Poly1305,
CMS/PKCS #7, JISON Web Encryption, or modern sealed-box tools). If required, this can be
combined with transport-layer protection (TLS 1.3) or more advanced paradigms such as semantic-
level encryption and quantum key-distribution schemes, thereby ensuring end-to-end confidentiality
and integrity of the content.

Editor’s note: the content below related to workflow (till bullet 8) should be considered for a
separate clause.

Following is the workflow steps 1 to 8):

Pre-Conditions:

1. Semantic Knowledge Hub (SKH) Training and Construction.
2. S-ED Generation and Distribution

3. Terminal-side Deployment

Once the S-ED is deployed on the terminal, the semantic communication process follows a layered,
secure-by-design pipeline:

4. Application Layer Encoding:
. Application-Layer Encryption:

5

6. Transport and Network Protection:

7. Transmission Over Wireless Core/Access Networks
8

. Receiver-Side Decoding.

Through these functions the SKMF enables deep semantic feature extraction, eliminates redundant
bit-level transmissions, and provide efficient and robust communication in future-network .
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Figure 9.2 — Overview of architectural framework for Knowledge Based Semantic
communication

10. Privacy and security considerations

Since SKMF integrates and orchestrates source, channel, and task knowledge bases to enable
intelligent semantic communications, safeguarding the privacy, security, and integrity of semantic
data is crucial. The primary considerations include:

Collects only publicly available, non-confidential, non-sensitive and non-personally-identifiable
data to train and maintain source, channel and task domain Semantic knowledge bases.
User-plane payloads remain end-to-end encrypted or locally processed by the S-EDs. No raw
user data is stored, transmitted or inspected by SKMF.

Providers apply application-layer encryption (e.g., AES-GCM) or rely on existing secure
channels (e.g. TLS 1.3). Key management aligns with ITU-T X.1036/X.1037 principles and is
out of scope of this TR.

It should consider implementing rigorous access control policies within the SKMF framework,
strictly restricting data transfer and resource interaction to authorized entities to prevent
unauthorized data access or exploitation.

It should consider maintaining confidentiality, integrity, and availability of the semantic
knowledge across the SKMF throughout the entire lifecycle, from generation and deployment to
continuous updates.

It should consider establishing comprehensive audit and logging mechanisms to detect and
prevent unauthorized knowledge access, ensuring accountability and compliance with security
policies and relevant international standards.

By addressing these considerations, the Semantic Knowledge Management Function framework
will meet established privacy and security requirements aligned with standards of [ITU-T Y.2701],
[ITU-T Y.3101], and [ITU-T Y.3061], thus supporting secure, reliable, and trustworthy semantic
communication over Public IMT Network environments.
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Annex A
A.13 justification for proposed draft new ITU-T YSTR.Af-KBSC*“Architectural

Framework for Knowledge Based Semantic Communication over Public IMT
Networks”

Question: | Q20/13 | Proposed new ITU-T Technical | Geneva, 25 July 2025
report

Reference | ITU-T YSTR.Af-KBSC “Architectural Framework for Knowledge Based Semantic
and title: | Communication over Public IMT Networks”

Base text: | TD211/WP1 Timing: 2026-Q3
Editor(s): Zhe Zheng, Peng Cheng Laboratory, Tel: +86-13240034493 Approva] Agreement
Email: zhengzh02@pcl.ac.cn process:

Xiaodong  Xu, Beijing University of Posts and
Telecommunications, Tel:

E-mail: xuxiaodong @bupt.edu.cn

Nan Ma, Beijing University of Posts and Telecommunications
,Tel: +86-13910521026

E-mail: manan@bupt.edu.cn

Ping Zhang, Beijing University of Posts and
Telecommunications,

E-mail: pzhang@bupt.edu.cn
Yuan Zhang, China Telecom, Tel: +86 189 1858 8990
E-mail: zhangy666@chinatelecom.cn

Scope (defines the intent or object of the Recommendation and the aspects covered, thereby
indicating the limits of its applicability):

This Technical Report specifies Architectural Framework for Knowledge Based Semantic
Communication over Public IMT Networks.

The scope of the Technical Report includes these aspects:

- Consideration for Requirements for Semantic Knowledge Management Function for future
network

- Consideration for Construction and Capability of Semantic Knowledge Management
Function for Semantic Communications

- Consideration for Architectural Framework for Semantic Knowledge Management Function
over Public IMT Networks

- Privacy and security considerations

Summary (provides a brief overview of the purpose and contents of the Recommendation, thus
permitting readers to judge its usefulness for their work):

Semantic communication addresses the growing demand for data-intensive applications like XR and
multimodal communication by leveraging large-scale datasets and deep learning to extract compact
semantic feature vectors. It dynamic optimization tailored to diverse application requirements and
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network conditions. Central to this framework is the Semantic Knowledge Management Function
(SKMF). By jointly exploiting source, channel and task knowledge, the SKMF trains, versions and
securely distributes customised Semantic Encoders and Decoders (S-EDs) to authorised application
entities. These S-EDs enable efficient semantic representation, accurate prediction of network
conditions and task-aware optimisation, thereby improving resource utilisation, reducing network
load and enhancing the user experience. This transformative approach holds significant potential for
IMT Public Networks.

Relations to ITU-T Recommendations or to other standards (approved or under development):

- ITU-T Recommendation Y.RA-SAN, Requirements and reference architecture of semantic-aware
networking in future networks.

- ITU-T Technical Report YSTR.SemComm.loT, Architectural Framework for Semantic
Communication Services for loT and Smart City & Community.

— ITU-T Technical Report TR.SIC-DLT, Scenarios and considerations of semantic information
communication of NGNe based on DLT.

Liaisons with other study groups or with other standards bodies:
ITU-T SG17, 3GPP SA1, IETF

Supporting members that are committing to contributing actively to the work item:

Peng Cheng Laboratory, Beijing University of Posts and Telecommunications, China Telecom,
Inspur Communication Information Systems




