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Draft New Recommendation ITU-T H.CVR-MP 

Functional requirements for cloud virtual reality systems supporting multi-path 

transmission 

Summary 

Traditional Cloud VR systems default to using single path transmission mode for Cloud VR service 

data. As Cloud VR services evolve towards higher definition, greater immersion and real-time, this 

configuration struggles to simultaneously meet the deterministic transmission requirements of 

Cloud VR for high bandwidth, low latency, and high reliability. Bandwidth fluctuations, increased 

latency, or temporary interruptions on a single link can lead to reduced frame rates, stuttering, lower 

resolution, or even motion sickness in Cloud VR services, severely impacting user experience. 

Single path transmission has natural bottlenecks and reliability disadvantages, while the idea of 

multi-path transmission is perfectly matched with the long-fat traffic characteristics of cloud virtual 

reality services. Moreover, layer-based and tile-based transmission methods of Cloud VR services 

are also perfectly matched with multi-path transmission and intelligent traffic scheduling 

technologies. However, existing standards have not provided detailed technical requirements for 

how to systematically enhance the transmission efficiency, reliability, and quality of experience of 

Cloud VR services through multi-path transmission technology.  

Therefore, this draft new Recommendation specifies the functional requirements for cloud virtual 

reality systems supporting multi-path transmission. This draft new Recommendation aims to specify 

requirements to enhance current content distribution functions with multi-path transmission 

capabilities, which improves the transmission performance of Cloud VR services by integrating 

service data processing, network capability docking, cooperation and management. It focuses on 

achieving coordinated optimization of the network layer, transport layer, and application layer 

capabilities to overcome the transmission bottlenecks and ensure a high‑quality, smooth, and 

reliable user experience. 
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Draft New Recommendation ITU-T H.CVR-MP 

Functional requirements for cloud virtual reality systems supporting multi-path 

transmission 

1 Scope 

This Recommendation specifies functional requirements for cloud virtual reality systems supporting 

multi-path transmission. The scope of this Recommendation includes: 

– Overview 

– Service data processing requirements for cloud virtual reality systems supporting multi-path 

transmission 

– Network capability docking requirements for cloud virtual reality systems supporting multi-

path transmission 

– Cooperation and management requirements for cloud virtual reality systems supporting multi-

path transmission 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T F.746.14] Recommendation ITU-T F.746.14 (2022), Requirements and reference 

framework for cloud virtual reality systems. 

[ITU-T H.431.1] Recommendation ITU-T H.431.1 (2024), Functional architecture for cloud 

virtual reality systems. 

[ITU-T Y.2029] Recommendation ITU-T Y.2029 (2015), A multi-path transmission control 

in multi-connections. 

[ITU-T Y.3227]  Recommendation ITU-T Y.3227 (2026), Fixed, mobile and satellite 

convergence - Multi-path transmission control for IMT-2020 networks and 

beyond. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 multi-connection [ITU-T Y.2251]: The functionality which provides capability to the user 

equipment (UE) and network to maintain more than one access network connection simultaneously. 

3.1.2 multi-connection user equipment [ITU-T Y.2027]: A user equipment which can support 

two or more network connections simultaneously under the control of a network enhanced for 

multi-connection capability. 

3.13 multi-path connection [ITU-T Y.2029]: A set of one or more sub-transmission flows, over 

which the application in a multi-path transmission enhanced multi-connection user equipment can 

communicate with the corresponding application. 
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3.1.4 multi-path transmission control (MPTC) [ITU-T Y.3227]: Multi-path transmission 

control is a mechanism in the multi-connection network, which is provided based on requirements, 

such as congestion control and traffic transmission adjustment, retransmission scheme, service flow 

separation, energy efficiency and management. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

BFD Bidirectional Forwarding Detection 

DSCP Differentiated Services Code Point 

ECMP Equal-Cost Multi-path 

MPQUIC Multi-path Quick UDP Internet Connection 

MPTCP Multi-path Transmission Control Protocol 

OAM Operation, Administration and Maintenance 

PBR Policy-Based Routing 

QoS Quality of Service 

QUIC Quick UDP Internet Connections 

SRv6 Segment Routing IPv6 

TC Traffic Class 

TCP Transmission Control Protocol 

UDP User Datagram Protocol 

VR Virtual Reality 

WCMP Weighted Cost Multi-path 

5 Conventions 

In this Recommendation: 

− The keyword "is required" indicates a requirement which must be strictly followed and from 

which no deviation is permitted if conformance to this document is to be claimed. 

− The keyword "is recommended" indicates a requirement which is recommended but which is 

not absolutely required. Thus, this requirement need not be present to claim conformance. 

− The keywords "can optionally" indicate an optional requirement which is permissible, without 

implying any sense of being recommended. This term is not intended to imply that the vendor's 

implementation must provide the option, and the feature can be optionally enabled by the network 

operator/service provider. Rather, it means the vendor may optionally provide the feature and 

still claim conformance with this Recommendation. 
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6 Overview 

6.1 Introduction to cloud virtual reality 

Cloud virtual reality (Cloud VR) is an emerging medium for information dissemination that 

provides virtual reality services based on cloud storage and cloud computing capabilities. Cloud 

virtual reality systems refer to a set of multimedia systems that is capable to support cloud virtual 

reality services. 

Compared to traditional streaming media, cloud virtual reality integrates multimodal technologies 

such as cloud computing, cloud rendering, audio‑video processing and enhancement, and artificial 

intelligence. Its business forms, including immersive audio‑video and immersive gaming, have 

become one of the typical application types in the era of the digital economy. 

Cloud virtual reality services exhibit three distinctive characteristics: high resolution, wide field of 

view (FoV), and strong user relevance. High resolution implies that Cloud VR services usually need 

to transmit large amounts of data, which may lead to increased transmission latency or higher 

workloads on servers/terminals. Wide field of view refers to the ability of Cloud VR services to 

deliver high‑resolution and wide-FoV-angle data frames. Strong user relevance indicates that the 

Cloud VR data displayed on the terminal is highly correlated with the user’s current FoV and 

attention information: the user’s actual vision area may only be a small portion of the full FoV; 

therefore, predicting the user’s future view requires a joint decision based on factors including 

current viewpoint, historical viewpoint trajectory, attention prediction results, and content saliency. 

6.2 Introduction to multi-path transmission 

Currently, existing streaming media transmission schemes have proposed the new idea of multi-

path transmission, which has been researched, developed and tested for many years. Multi-path 

transmission technologies simultaneously utilize multiple network interfaces or multiple network 

paths, which can effectively enhance the throughput, reliability, and robustness of the transmission 

system, making it a key enabling technology for ensuring high‑quality streaming media services. 

In ITU-T Recommendations, ITU-T Y.2251 and Y.2027 propose requirements and functional 

architecture of multi-connection capability support, including new functions required in the user 

equipment (UE) and network such as connection management and coordination, QoS policy 

control, and access network selection. The idea of multi-connection support is also specified in the 

reference framework for some multimedia transmission systems. For example, in ITU-T F.746.18, 

multipoint-to-multipoint network connection support is proposed for low-latency multimedia 

transmission. However, multi-connection mainly focuses on the capability to maintain more than 

one access network connection simultaneously and does not consider the technical requirements for 

transmission protocols and applications to utilize the multi-connection capability of UE to achieve 

efficient data transmission. 

ITU-T Y.2029 proposes the concept of multi-path transmission control (MPTC) as a mechanism in 

the multi-connection network, which is provided based on requirements including congestion 

control and traffic transmission adjustment, retransmission scheme, service flow separation, energy 

efficiency and management, to support data multi-path transmission. Multi-path transmission 

commonly refers to transport‑layer multi-path transmission, where multiple transport‑layer paths 

are used simultaneously between the sender and receiver for data transmission, to improve 

transmission speed, reduce latency, and enhance reliability. The most important advantage of 

transport‑layer multi-path transmission is its adaptivity to current fixed and mobile network 

deployments as the network nodes do not need to be capable to identify a data packet through its 

transport layer information and only need to forward data packets based on different IP network 4-

tuples assigned by multiple transport layer transmission paths, and the endpoint equipment are in 

charge of managing the transport layer multi-path connection. ITU-T Y.3327 specifies the 

scenarios, requirements, functional architecture, procedures and security considerations of multi-
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path transmission control in Fixed, mobile and satellite convergence (FMSC) network for IMT-

2020 networks and beyond, which includes requirements for supporting typical multi-path 

transmission protocols including MPTCP [b-IETF-RFC-8684] and MPQUIC. 

Multi-path transmission has been applied to various end-to-end multimedia services. For example, 

ITU-T Recommendation H.705.2 [b-ITU-T H.705.2] proposes requirements for live streaming 

systems based on QUIC, in which multi-path transmission is a capability which can be utilized to 

achieve lower connection establishment and delivery delay, enhanced delivery performance, and 

security insurance. 

From the perspectives of hardware, both multi-connection user equipment (MUE) and multi-path 

transmission gateways can serve as the endpoint equipment of multi-path transmission. For 

example, lots of user terminals support simultaneous multi-connection access in heterogeneous 

network environments (e.g., 5G and Wi‑Fi hybrid access, Wi‑Fi and wired hybrid access, etc.). For 

terminals that do not support multi-connection access, multi-path transmission gateway is another 

method to achieve multi-path transmission as it can serve both as the multimedia data proxy and as 

the endpoint equipment of multi-path transmission, and this method is very convenient to be 

adapted with current single path multimedia transmission systems. 

6.3 Current cloud virtual reality data transmission bottlenecks 

Cloud virtual reality systems over various forms of networks have already yielded research 

achievements in standardization. Among these, the series standards of cloud virtual reality systems 

(Recommendation ITU-T F.746.14, ITU-T H.431.1 and multiple work items under study) define 

overall technical requirements, content requirements at the data level, network/cloud 

platform/terminal technical requirements at the infrastructure level, control and intelligent service 

enhancement technical requirements at the service level, as well as functional architecture and 

interfaces among function entities. However, existing standard studies have not focused on the 

beneficial effects of multi-path transmission on network bearing capability enhancements for cloud 

virtual reality services. 

Specifically, traditional cloud virtual reality systems default to using single‑path transmission mode 

for cloud virtual reality service data. This configuration often struggles to simultaneously meet the 

deterministic transmission requirements of Cloud VR for high bandwidth, low latency, and high 

reliability. Bandwidth fluctuations, increased latency, or temporary interruptions on a single 

transmission link can lead to reduced frame rates, stuttering, lower resolution, or even motion 

sickness in Cloud VR services, severely impacting user experience. 

Existing standards have not provided detailed technical requirements or framework for how to 

systematically enhance the transmission efficiency, reliability, and quality of experience of Cloud 

VR services through multi-path transmission technology. As Cloud VR services evolve towards 

higher definition, greater immersion and real-time, relying solely on encoding optimization at the 

content layer or transmission enhancement over a single path has proven insufficient. Without an 

effective multi-path transmission workflow mechanism for cloud virtual reality systems, the 

following issues may arise: 

⚫ Single‑path bandwidth bottlenecks, which are unable to support the high‑quality real‑time 

transmission of high‑resolution, wide‑field‑of‑view cloud VR content; 

⚫ Decreased service reliability during network fluctuations or link interruptions, easily leading to 

stuttering or service disruption; 

⚫ Inability to collaboratively utilize heterogeneous network resources (e.g., the high mobility of 

5G and the high bandwidth of Wi‑Fi and broadband network), resulting in low overall resource 

utilization; 

⚫ Inability to perform intelligent traffic transmission scheduling and priority differentiation based 

on VR content characteristics (such as tiling, viewport prediction, and salient regions). 
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6.4 Benefits for cloud virtual reality data multi-path transmission 

Single path transmission has natural bottlenecks and reliability disadvantages, while the idea of 

multi-path transmission is perfectly matched with the long-fat traffic characteristics of cloud virtual 

reality services. Moreover, layer-based and tile-based transmission methods of Cloud VR services 

are also perfectly matched with multi-path transmission and intelligent traffic scheduling 

technologies. With the advent of more user mode multi-path transport protocols (such as MPTCP 

and MPQUIC), cloud VR multimedia services at the application layer can better achieve end-to-end 

control of service data transmission. A Cloud VR system that supports multi-path transmission can 

better meet its stringent requirements for high bandwidth, low latency, and high reliability. 

Specifically in these service scenarios: 

⚫ High bandwidth and low latency Cloud VR service: High‑resolution, high‑frame‑rate VR 

content requires extremely high data transmission rates. Multi-path transmission can 

simultaneously utilize multiple network interfaces (e.g., Wi‑Fi, 5G, wired networks) to 

aggregate bandwidth and dynamically select optimal paths, reducing latency fluctuations caused 

by congestion and avoiding frame stuttering or interaction lag. 

⚫ Enhanced reliability Cloud VR service: A single path is susceptible to network fluctuations, 

packet loss, or interruptions, while VR experience is highly sensitive to continuity (e.g., packet 

loss may cause dizziness). Multi-path transmission schemes employ redundant transmission or 

error‑correction mechanisms to automatically switch to other paths when one fails, ensuring 

data integrity and session stability. 

⚫ Cloud VR service adapting to heterogeneous network environments: Users may be in complex 

network scenarios (e.g., switching between Wi‑Fi and cellular networks in mobile situations). 

Multi-path transmission can coordinate different network types to achieve seamless roaming 

and load balancing, optimizing resource utilization and minimizing the impact of network 

switching on users. 

⚫ Cloud VR service real‑time dynamic optimization: Cloud VR services need to adjust 

transmission strategies based on real‑time network conditions (e.g., latency, jitter, packet loss, 

bandwidth). A multi-path system can monitor the quality of each path and dynamically allocate 

critical data (e.g., head‑tracking data) and non‑critical data (e.g., background textures) to 

different transmission paths, balancing experience quality and efficiency. 

⚫ Cloud VR service accommodating future service expansion: As VR evolves towards multi‑user 

collaboration, holographic communication, and other directions, multi-path transmission 

provides underlying support for high concurrency and differentiated quality‑of‑service 

guarantees (e.g., distinguishing interactive data from streaming data), meeting scalability and 

service isolation requirements. 

Therefore, this draft new Recommendation specifies the functional requirements for cloud virtual 

reality systems supporting multi-path transmission. This draft new Recommendation aims to specify 

requirements to enhance current content distribution functions with multi-path transmission 

capabilities, which improves the transmission performance of Cloud VR services by integrating 

service data processing, network capability docking, cooperation and management. It focuses on 

achieving coordinated optimization of the network layer, transport layer, and application layer 

capabilities to overcome the transmission bottlenecks and ensure a high‑quality, smooth, and 

reliable user experience. 

7 Introduction of requirements for cloud virtual reality systems supporting multi-path 

transmission 

Based on existing ITU-T Recommendations on cloud virtual reality systems including F.746.14 and 

H.431.1, this document specifies functional requirements to support multi-path transmission 

capability enhancement of cloud virtual reality systems. The relationship between this document 

and the functional architecture for cloud virtual reality systems defined in ITU-T H.431.1 is shown 

in Figure 1. Functional requirements for multi-path transmission support serves as an enabler 
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technology in the “content distribution” function block of the control layer, to support multi-path 

transmission capability enhancements for specific function entities including content aggregation, 

application distribution and content delivery network. 

 

Figure 7-1 – Relationship between multi-path transmission support and the functional 

architecture for cloud virtual reality systems 

The overall structure of functional requirements for cloud virtual reality systems supporting multi-

path transmission is shown in Figure 7-2. The functional requirements for cloud virtual reality 

systems supporting multi-path transmission are organized from three perspectives: service data 

processing requirements, network capability docking requirements, cooperation and management 

requirements. These three perspectives together describe the complete set of capabilities that Cloud 

VR systems need to support multi-path transmission — from how service data is prepared for multi-

path delivery, through how the system cooperates with the underlying network, to how the end-to-

end transmission process is managed and assured. 

Service data processing requirements specify the data-level capabilities that the Cloud VR system 

needs to process service content for parallel transmission over multiple paths. This perspective 

covers the full data processing pipeline: classifying and marking service data packets according to 

their importance or content type; splitting service data into independently transmittable units that 

can be distributed across different paths; making intelligent scheduling decisions to map each data 

unit to the most appropriate path based on VR-specific characteristics; encapsulating service data 

using multi-path transport protocol capabilities (e.g., MPTCP, MPQUIC) that the system devices 

support; and reassembling and reordering data received from multiple paths into coherent service 

frames at the receiver. This perspective is driven by the unique characteristics of Cloud VR content 

and represents the key differentiator between Cloud VR multi-path transmission and generic multi-

path transmission. 

Network capability docking requirements specify the interaction-level capabilities that the Cloud 

VR system needs to cooperate with the underlying network to facilitate multi-path transmission. 

This perspective addresses how the system interfaces with network-provided capabilities — such as 

policy-based routing, equal-cost/weighted-cost multi-path load balancing, SDN-based cross-domain 

traffic engineering, and programmable forwarding technologies. The term "docking" is used to 

emphasize that the Cloud VR system leverages, rather than specifies, network-layer mechanisms. 
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Cooperation and management requirements specify the operational capabilities that the Cloud VR 

system needs to manage multi-path transmission throughout its lifecycle and to ensure end-to-end 

transmission quality. This perspective covers: transmission path management including the 

establishment, switching, revocation and maintenance of multiple transport-layer paths used for 

Cloud VR service delivery; multi-path transmission quality assurance including bandwidth 

aggregation, congestion control, reliability mechanisms and delay/jitter optimization; network-layer 

information collection and traffic prediction which provide data sources for cross-layer 

optimization; cross-layer information exposure which enables coordinated decision-making across 

the application, transport, and network layers; transmission policy database management for storing 

and dynamically configuring path selection rules and QoS parameters; path quality monitoring and 

fault detection for rapid recovery; and lifecycle management including service-level and billing 

considerations. 

 

Figure 7-2 – Summarized view of functional requirements for cloud virtual reality systems 

supporting multi-path transmission 

8 Service data processing requirements for cloud virtual reality systems supporting multi-

path transmission 

This clause specifies the capabilities required for the Cloud VR system to process service data 

streams into forms suitable for parallel transmission over multiple transmission paths. These 

capabilities enable the system to leverage VR content structure to achieve efficient multi-path 

utilization. 

8.1 Service data classification and marking 

SDCM-01: The system is required to support the capability of classifying Cloud VR service data 

packets based on their importance, priority, or content type (e.g., head-tracking data, FoV center 

data, background texture data, audio data). 

SDCM-02: The system is recommended to support the capability of grouping Cloud VR service 

data packets of differing importance into a configurable number of categories using classification 

methods such as clustering analysis. 

SDCM-03: The system is required to support the capability of marking classified service data 

packets with priority indicators that can be used by downstream scheduling functions to determine 

transmission path allocation. 
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8.2 Service data splitting 

8.2.1 Tile-based service data splitting 

SDS-TILE-01: The system is required to support the capability of dividing each frame of Cloud 

VR service data, on a per-frame basis, into multiple image tiles suitable for independent 

transmission. 

SDS-TILE-02: The system is required to support the capability of assigning different image tiles to 

different transmission paths for parallel transmission. 

8.2.2 Multi-resolution layered service data splitting 

SDS-LAYER-01: The system is required to support the capability of layered coding with different 

resolutions (e.g., Scalable Video Coding – SVC), enabling decomposition of Cloud VR service data 

into a Base Layer and one or more Enhancement Layers. 

SDS-LAYER-02: The system is required to support the capability of assigning different resolution 

layers to different transmission paths based on their quality characteristics (e.g., Base Layer to high-

reliability paths, Enhancement Layer to high-bandwidth paths). 

SDS-LAYER-03: Service data sender devices can optionally support the capability of generating 

high-resolution service data from low-resolution service data using standardized encoding or deep 

learning methods, to facilitate multi-resolution layered multi-path transmission. 

8.3 Service data path scheduling 

This clause specifies the capabilities required for the Cloud VR system to make intelligent 

scheduling decisions — determining which data goes to which path — based on the characteristics 

of VR content and user behaviour. This is a key differentiator that distinguishes Cloud VR multi-

path transmission from generic multi-path transmission. 

8.3.1 FoV-aware multi-path scheduling 

FOV-01: The system is required to support the capability of receiving and processing terminal-

reported user viewport information (including current viewport, historical viewport trajectory, and 

predicted future viewport) to guide multi-path scheduling decisions. 

FOV-02: The system is required to support the capability of marking data within the user's current 

FoV and predicted future FoV as high priority and scheduling such data to the optimal available 

transmission path (e.g., the path with the lowest latency and highest reliability). 

FOV-03: The system is required to support the capability of scheduling data outside the user's FoV 

to secondary transmission paths or applying delayed transmission, to optimize overall bandwidth 

utilization. 

FOV-04: The system is required to support the capability of dynamically adjusting the transmission 

path assignment for each image tile based on real-time analysis of user FoV characteristics and 

content features. 

8.3.2 Content saliency-aware scheduling 

SAL-01: The system is required to support the capability of performing content saliency analysis on 

Cloud VR service data image frames, identifying regions of high visual attention. 

SAL-02: The system is required to support the capability of performing content feature analysis 

based on methods such as semantic analysis using deep learning, time-series prediction, or 

reinforcement learning. 
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SAL-03: The system is required to support the capability of assigning Cloud VR service data 

packets associated with high-saliency regions to higher-quality transmission paths, and packets 

associated with low-saliency regions to regular transmission paths, based on content saliency 

analysis results. 

8.3.3 Multi-resolution layered path allocation 

MRLAYER-01: The system is required to support the capability of allocating Base Layer data 

(containing essential information for basic video quality) to transmission paths with high reliability 

and low packet loss. 

MRLAYER-02: The system is required to support the capability of allocating Enhancement Layer 

data (containing supplementary quality improvement information) to transmission paths with high 

available bandwidth. 

MRLAYER-03: The system is required to support the capability of dynamically adjusting layer-to-

path allocation based on the real-time network condition corresponding to each transmission path. 

8.3.4 Data Packet scheduling 

PS-01: The system is required to support real-time statistics on the delay information of service 

packet segmentation and reassembly at endpoint devices. 

PS-02: The system is recommended to use scheduling algorithms to prioritize scheduling delay-

sensitive Cloud VR data packets (e.g., head pose updates, FoV center block data) to the path with 

the lowest latency. 

PS-03: The system is recommended to utilize different Connection IDs to indicate various priority 

levels of service data packets belonging to the same connection. 

8.4 Service data encapsulation 

This clause specifies the capabilities required for the Cloud VR system to enable and manage multi-

path transmission at the transport layer. The requirements herein describe the capabilities that Cloud 

VR service data sender and receiver devices need to support; they do not define or modify the 

specifications of the transport protocols themselves (e.g., MPTCP, MPQUIC), which remain under 

the purview of IETF. 

8.4.1 Multi-path protocol support 

MPPS-01: Cloud VR service data sender and receiver devices are required to support at least one 

transport layer protocol with multi-path extensions (hereinafter referred to as a multi-path transport 

layer protocol), including capabilities for identification, encapsulation, and de-encapsulation. The 

system is required to support end-to-end data transmission capabilities based on this multi-path 

transport layer protocol, including but not limited to: 

• The Multi-path extension for TCP (MPTCP) as defined in IETF RFC 8684; 

• The Quick UDP Internet Connections (QUIC) protocol as defined in IETF RFC 9000 and its 

multi-path extension (MPQUIC) as defined in IETF QUIC WG working group documents. 

MPPS-02: It is required to support establishing and managing multiple transmission paths between 

Cloud VR service data sender and receiver devices based on multiple identical or different 

quadruples (source IP address, destination IP address, source port, destination port) to achieve 

multi-path transmission. 

MPPS-03: It is required to support the multi-stream multiplexing function of the Cloud VR service 

data sender device to manage multiple data streams for multi-path transmission and the binding 

management between multiple data streams and multiple transmission paths. 
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MPPS-04: Cloud VR service data sender and receiver devices are required to support selecting 

appropriate packet scheduling algorithms (e.g., Round Robin, minRTT, etc.) and congestion control 

algorithms to achieve functions such as fairness and priority assurance for multi-path data 

transmission. 

MPPS-05: Cloud VR service data sender and receiver can optionally support point-to-multipoint 

multi-path connections. 

8.4.2 Protocol cooperation support 

PCS-01: Cloud VR service data sender and receiver devices are recommended to support the 

simultaneous use of both MPTCP and MPQUIC protocols for collaborative data transmission under 

the same service within the bearer network environment. 

PCS-02: Cloud VR service data sender and receiver devices are required to support fallback from 

the MPQUIC protocol to TLS-based MPTCP protocol. 

8.5 Service data reassembly and reordering 

SDRR-01: The system is required to support the capability of reassembling Cloud VR service data 

received from multiple transmission paths into coherent service frames at the receiver device. 

SDRR-02: The system is required to support the capability of reordering data packets that arrive 

out of order across different paths, utilizing sequence number information provided by the transport 

protocol or application-layer mechanisms. 

SDRR-03: The system is required to support the capability of real-time statistics collection on the 

delay introduced by packet segmentation and reassembly processing at endpoint devices. 

9 Network capability docking requirements for cloud virtual reality systems supporting 

multi-path transmission 

This clause specifies the capabilities required for the cloud virtual reality system to interact with 

and leverage underlying network capabilities to facilitate multi-path transmission. The requirements 

describe what information and cooperation the cloud virtual reality system needs from the network, 

and do not mandate specific network architectures, equipment features, or configurations. 

9.1 Routing capability docking 

RCD-01: The system is required to support docking with Policy-Based Routing (PBR) mechanism, 

capable of specifying next-hop forwarding for Cloud VR service data packets based on different 

quadruples or protocol types. 

RCD-02: The system is required to support Equal-Cost Multi-path (ECMP) or Weighted Cost 

Multi-path (WCMP) routing mechanism, to achieve load balancing of Cloud VR service traffic 

packets destined for a single address across multiple physical network paths. 

RCD-03: The system can optionally support multi-path transmission capability combining 

transmission paths based on multicast routing and those based on unicast routing. 

9.2 Network path optimization capability docking 

NPOCD-01: The system is required to support the capability of cooperating with SDN controllers 

to achieve cross-domain multi-path traffic engineering for Cloud VR service data. 

NPOCD-02: The system is required to support the capability of utilizing network-level traffic 

prediction information (based on time-series forecasting of network device metrics) to proactively 

adjust multi-path transmission strategies. 
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NPOCD-03: The system is required to support the capability of leveraging programmable 

forwarding technologies (such as SRv6) that the network provides, to facilitate end-to-end multi-

path forwarding orchestration for Cloud VR service data. 

NPOCD-04: The system is required to support the capability of coordinating with gateway devices 

that provide priority queue scheduling based on Cloud VR service flow packet markings (e.g., 

DSCP/TC). 

10 Cooperation and management requirements for cloud virtual reality systems supporting 

multi-path transmission 

10.1 Transmission path management 

Cloud VR service data sender and receiver devices are required to support the discovery, 

establishment, maintenance, revocation, optimization strategy formulation, and global scheduling 

decisions for multiple transmission paths. The following technical requirements primarily consider 

service scenarios supporting MPTCP or MPQUIC multi-path transport layer protocols. The 

identifier for a transmission path is uniformly referred to as "Path ID", and the identifier for a 

transport layer connection is uniformly referred to as "Connection ID". 

10.1.1 Transmission path establishment 

TPE-01: Cloud VR service data sender is required to support using different Path ID information to 

associate with different transmission paths. 

TPE-02: Cloud VR service data sender and receiver are required to support announcing to the peer 

the maximum number of multi-paths supported end-to-end. 

TPE-03: Cloud VR service data sender is required to support using a new Connection ID associated 

with a previously unused Path ID for a connection. 

TPE-04: When planning to send data packets on the same transmission path between Cloud VR 

service data sender and receiver, the transport layer connection is required to use the same 

Connection ID associated with the Path ID used in previously received data packets on this path. 

TPE-05: Cloud VR service data sender is required to support sending packets containing Path ID 

information to the receiver in advance, before path establishment, to achieve fast and agile 

transmission path provisioning. 

TPE-06: Cloud VR service data sender is required to support updating information about prohibited 

Path IDs by exchanging Path ID prohibition messages with the receiver before path establishment. 

TPE-07: To avoid unnecessary resource usage (which could be exploited for resource exhaustion 

attacks), Cloud VR service data sender and receiver are required to support allocating additional 

path resources only after successful path validation is completed. 

10.1.2 Transmission path switching 

TPS-01: Cloud VR service data sender and receiver are required to support rotating packet Path ID 

information to update the Path ID information associated with a particular transmission path. 

TPS-02: Cloud VR service data sender and receiver are required to support automatically updating 

the device's Path ID information and other associated information for a transmission path upon 

receiving packets with the same quadruple but different Path ID information. 

10.1.3 Transmission path revocation 

TPR-01: Cloud VR service data sender and receiver are required to support sending a connection 

close frame to the peer when service data transmission ends to immediately revoke the transmission 

path. 
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TPR-02: Cloud VR service data sender and receiver are required to support sending a connection 

close frame to the peer when a transmission path becomes unavailable to immediately revoke the 

transmission path. 

TPR-03: For the MPQUIC protocol, Cloud VR service data sender and receiver are required to 

support closing the egress direction of a service stream by sending a FIN bit in a STREAM frame. 

10.1.4 Transmission path maintenance 

TPM-01: Cloud VR service data sender and receiver are required to support continuously 

monitoring end-to-end transmission performance metrics (e.g., bandwidth, RTT, jitter, packet loss 

rate, etc.) of each active transmission path. They are required to support periodic performance 

evaluation at fixed intervals and a monitoring mechanism combining active probing and passive 

measurement. 

TPM-02: Cloud VR service data sender and receiver are required to support conveying usage 

preference and preference information (e.g., primary/backup path information) for transmission 

paths to the peer device via special packets. 

TPM-03: Cloud VR service data sender and receiver are required to support conveying path 

abandonment information to the peer via special packets carrying error codes. 

TPM-04: Cloud VR service data sender and receiver are required to support conveying path 

prohibition information to the peer via special packets carrying error codes. 

TPM-05: Cloud VR service data sender and receiver are required to support transport layer 

connection migration capability in scenarios of NAT rebinding based on ID information. 

TPM-06: Cloud VR service data sender and receiver can optionally support the server (or load 

balancer) encoding useful routing information in the Connection ID for the load balancer, and can 

optionally support the server providing the client with additional Connection IDs in 

cryptographically protected packets, allowing a receiver anticipating an IP address or port change to 

use a separate Connection ID on the new transmission path. 

10.2 Multi-path transmission quality assurance 

10.2.1 Bandwidth aggregation 

BA-01: The system is required to be able to dynamically and accurately estimate the available 

bandwidth of each path. The total bandwidth allocation strategy is required to dynamically adjust 

based on VR traffic requirements, prioritizing sufficient bandwidth for high-priority data. 

BA-02: Endpoint devices are required to support expanding flow control credits for the sender by 

issuing max stream data frames during transmission to prevent potential blocking by the 

application. 

BA-03: The sender device is recommended to periodically communicate with network devices in 

the bearer network capable of implementing traffic policies based on quadruple information to 

receive an upper limit on the achievable bitrate (referred to as a "throughput suggestion"). This 

enables Cloud VR applications to receive notifications about throughput suggestions for upstream 

and downstream traffic. Endpoint devices may explicitly signal their capability to receive 

throughput suggestions. 

10.2.2 Congestion control 

CC-01: The system is required to support common transport layer protocol congestion control 

algorithms, such as Reno, Cubic, BBR, etc. 

CC-02: Multi-path congestion control algorithms is required to possess fairness and should not 

excessively impact single-path TCP flows. 
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CC-03: It is recommended to introduce congestion control variant algorithms that dynamically 

adjust based on network state parameters like delay and packet loss. 

CC-04: Congestion control algorithms can optionally adopt a joint control mechanism with 

application-layer rate adaptation. 

10.2.3 Reliability support 

RS-01: The system is required to support real-time intelligent delay detection, and based on the 

detection results and a delay degradation threshold, automatically execute path switching or packet 

scheduling. The delay degradation threshold can be derived from real-time path quality monitoring 

and prediction models. 

RS-02: The system is required to support real-time intelligent packet loss detection, and based on 

the detection results and a packet loss degradation threshold, automatically execute path switching 

or packet scheduling. The packet loss degradation threshold can be derived from real-time path 

quality monitoring and prediction models. 

RS-03: The system is required to support fast retransmission of key data frames or high-priority 

chunks to enhance service reliability. It is recommended to retransmit lost data before sending new 

data, unless the application indicates otherwise. 

RS-04: For Cloud VR service flows with high real-time requirements, low-latency Forward Error 

Correction (FEC) coding is recommended to repair packet loss within tolerable redundancy levels. 

RS-05: It is recommended to support providing two transmission paths with different priorities for 

data packets from the same transport layer connection: routing first-transmission data packets to a 

default-priority, normal-assurance path, and routing retransmission packets and handshake packets 

to a high-priority, high-assurance path to reduce tail latency. 

10.2.4 Delay and jitter optimization 

DJ-01: The receiver device is required to support the capability of implementing an adaptive jitter 

buffer that dynamically adjusts its size based on the aggregated jitter characteristics of multiple 

paths, to eliminate delay fluctuations and ensure audio-video synchronization and smooth playback. 

DJ-02: The system is recommended to support the capability of prioritizing delay-sensitive Cloud 

VR data packets (e.g., head pose updates, FoV center block data) to the path with the lowest 

measured latency. 

10.3 Network Layer Information Collection and Extraction 

NLICE-01: The system is required to support real-time collection of metric information from key 

network devices, such as device/interface traffic statistics, forwarding delay, forwarding paths, QoS 

policies, packet loss/error information, etc., to serve as a data source for cross-layer collaborative 

optimization. 

NLICE-02: The system is required to support receiving real-time reporting of metric information 

from key network devices via protocols such as SNMP, Netconf/YANG, or Telemetry. 

10.4 Network Traffic Prediction 

NTP-01: It is recommended to support future prediction of key network device metrics based on 

time-series forecasting algorithms, enabling real-time updates of configurations such as network 

routing, tunnels, and QoS policies. 
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10.5 Cross-layer information exposure 

II-01: The system is required to support intelligent optimization of traffic aggregation, packet 

scheduling, congestion control mechanisms, and reliability based on network layer information, 

achieving cross-layer collaborative optimization of transport layer and network layer multi-paths. 

II-02: The system is required to support a real-time network layer and transport layer information 

interaction interface to convey network layer information to the transport layer. 

II-03: Transport layer multi-path protocols are recommended to expose attributes of each stream, 

including which endpoint initiated the stream, whether the stream is unidirectional or bidirectional, 

the stream ID used for the stream.  

II-04: Cloud VR applications are recommended to support querying attributes exposed by transport 

layer multi-path protocols. 

10.6 Transmission policy database management 

TPM-01: The system is recommended to support the capability of establishing and maintaining a 

transmission policy database that stores policy rules for transmission path selection, traffic 

scheduling, QoS assurance, and other multi-path transmission parameters. 

TPM-02: The system is required to support the capability of dynamic configuration and 

management of multi-path parameters, including path policies, degradation thresholds, and 

scheduling and congestion algorithm selection. 

10.7 Path quality monitoring 

PQM-01: The system is recommended to support the capability of rapid detection of path failures 

and device anomalies based on link-state protocols such as Bidirectional Forwarding Detection 

(BFD). 

PQM-02: The system is required to support the capability of alarm reporting and automatic 

recovery procedures when path quality degradation or failure is detected. 

10.8 Lifecycle management 

LM-01: The system is required to support lifecycle management of transmission paths. 

LM-02: The system is recommended to support billing policies based on traffic volume, service 

quality level (e.g., guaranteed bandwidth), or service duration. 

[Editor’s Note: TBD in future updates.] 
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Appendix I 

Protocols, models and algorithms of cloud virtual reality systems supporting 

multi-path transmission 

(This Appendix does not form an integral part of this Recommendation.) 

[Editor’s Note: TBD in future updates.] 
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