CONTRACTED SERVICES AGREEMENT
THIS CONTRACTED SERVICES AGREEMENT (this “Agreement”) is made effective as of 16 March 2020,
(the “Effective Date”) by and between IETF Administration LLC, a Delaware limited liability company
(“IETF LLC”) and ZX Security Services Ltd, a Wellington, New Zealand company (the “Contractor“).
Contractor and IETF LLC are collectively referred to herein as the “Parties”, and each is individually
referred to as a “Party”.
1.

Services.

a. Scope. Contractor will provide to IETF LLC certain information security services and other
services described in any Statement of Work(s) (“SOW(s)”) executed by the Parties or as otherwise
mutually agreed by the Parties (collectively, the “Services”). The first SOW is attached to this
Agreement as Exhibit A. The Parties may agree to amend the scope and nature of the Services, such
changes will only be effective when agreed to in writing by both Parties.
b. Work Standards. Contractor will perform the Services in a professional and workmanlike
manner and in accordance with the prevailing industry standards for the performance of comparable
Services. Contractor agrees to comply with all IETF LLC policies, as provided by IETF LLC to Contractor
from time to time.
2.

Staffing

a. Key Personnel. To the extent any of the Contractor employees identified as “Key Personnel” in
the relevant SOW terminate their employment with Contractor, either voluntarily or involuntarily,
Contractor will notify IETF LLC and consult with IETF LLC on a suitable replacement with equal or
greater qualifications. Contractor will provide a suitable replacement within a reasonable period of
time and will give IETF LLC ongoing progress reports during its search. Nothing herein will alter the fact
that Contractor may in its sole discretion employ their employees as “employees-at-will” and may
terminate their employment for any lawful reason.
b. Subcontractors. Contractor plans for the Services to be performed entirely by Contractor
employees. Contractor will not engage the services of third party contractors, subcontractors or
consultants (“Subcontractors”) in connection with the performance of its obligations under this
Agreement without the prior written consent of the IETF LLC, specifying both the specific
Subcontractor and the scope of work which it is permitted to undertake. To the extent IETF LLC
consents to the use of any Subcontractors, Contractor will be fully responsible for each such
Subcontractor’s compliance with the terms of this Agreement and for all actions and omissions of such
Subcontractors in their performance or failure to perform as required hereunder. Contractor will be
responsible for all taxes and other costs and expenses attributable to the compensation payable to,
and the Services provided by, Contractor under this Agreement.
3.
Independent Contractor. Contractor’s relationship with IETF LLC will be that of an independent
contractor and nothing in this Agreement is intended to, or should be construed to, create a
partnership, agency, joint venture, or employment relationship. Any use by Contractor personnel of

any IETF-related titles or positions shall be subject to the IETF LLC’s prior and ongoing approval.
Consistent with broad direction set by IETF LLC, Contractor will determine what actions are required to
perform the Services and to achieve the relevant objectives. Contractor will provide its own equipment
and set its own hours. Contractor may engage on other projects during the term of this Agreement,
provided such work does not present a conflict of interest, result in disclosure of CI or otherwise
interfere with Contractor’s ability to complete the Services under this Agreement in a satisfactory
manner. Contractor will not be provided any training by IETF LLC and is expected to have all the
expertise necessary to carry out the Services. Contractor will be responsible for the compensation of its
personnel, including any Subcontractors, and will pay all related taxes, contributions and benefits. IETF
LLC will not be responsible for providing any compensation, insurance, medical, disability or other
benefits to Contractors’ personnel.
4.
Term. The initial term of this Agreement will begin on 16 March 2020 and end on 31 December
2020 The Parties may agree in writing to renew the engagement prior to the expiration of the initial
term or any subsequent renewal term and the terms of this Agreement will continue to apply during
any such renewal terms.
5.

Termination.

a. For convenience. IETF LLC may terminate this Agreement, any SOW or any subset of Services at
any time and for any reason with 30 days’ prior written notice to Contractor. In addition, the failure by
the Parties to renew the Agreement by the last day of the then current term will terminate the
Agreement, unless the Parties have agreed to extend the period for renewing the Agreement.
b. For cause. Either Party may terminate this Agreement immediately upon written notice if the
other Party materially breaches an obligation of this Agreement and does not cure such breach to the
reasonable satisfaction of the non-breaching Party within 45 days of receiving notice of such breach.
c. Transition. Upon notice of termination for any reason by either Party in accordance with the
terms of this Agreement, or in the event the Parties do not intend to renew the Agreement (in whole
or in part) at the end of the then current term, the Contractor will assist IETF LLC in the orderly and
timely transition of the Services, or a subset thereof, to a successor provider (a “Successor”) by
providing certain transition Services (the “Transition Services”). Contractor agrees to perform
Transition Services upon IETF LLC’s request, for a period determined by IETF LLC, but not to exceed 6
months after the date of expiration or termination of the Agreement. During any period of Transition
Services that extends beyond the date of termination or expiration of this Agreement, Contractor will
nonetheless continue to perform Services in accordance with the terms of the Agreement and fee
structure in effect on the date of notice of termination, unless the Parties mutually agree, pursuant to
good faith negotiations, to the application of a revised fee structure during that extension period.
d. Effect of termination. Upon the later of the effective date of expiration or termination of this
Agreement or the end of the Transition Services period (hereafter, the “Termination Date”),
Contractor will have no further obligation to perform the Services. Within 7 days of the Termination
Date, Contractor will return to IETF LLC (without retaining copies) all documentation and other
materials relating to the Services (except for the records described in Section 7), or, at IETF LLC’s

request, destroy all copies of such documentation and materials and certify in writing that such
destruction has occurred. Within 30 days after review and acceptance of an undisputed final invoice,
IETF LLC will pay to Contractor all Contractor fees, reimbursable expenses and approved costs that are
due and owing for the Services and Transition Services.
e. Survival. The provisions of Sections 5, 7, 8, 9, 11, and 14 shall survive the expiration or
termination of this Agreement.
6.

Compensation and expenses.

a. Compensation. IETF LLC will compensate Contractor for the Services at the rates set forth in the
applicable SOW and in accordance with the schedule set forth therein. Contractor will send an invoice
on a monthly basis or as otherwise set forth in the applicable SOW to IETF LLC at
exec-director@ietf.org, which invoices will include a description of Services performed. IETF LLC will
pay undisputed amounts of such invoice within 20 days of receipt.
b. Expenses. IETF LLC will reimburse Contractor for any pre-approved expenses in accordance with
the IETF LLC’s travel and expense reimbursement policy. Other than direct expenses incurred according
to the IETF LLC’s travel and expense reimbursement policy, Contractor will be solely responsible for all
other costs and expenses incurred in performance of this Agreement.
7.

Records & Audit.

a. Records. Contractor agrees to keep and maintain, during the term of this Agreement and for a
period of three (3) years thereafter, or for longer periods as required by law or as reasonably
requested by IETF LLC (such as for financial or tax purposes or in connection with any ongoing or
threatened litigation, suit or proceeding), full and complete records that relate to the provision of
Services and that fully substantiate all charges invoiced and Services performed pursuant to this
Agreement. All such records will be kept in accordance with generally accepted business and
accounting practices, and IETF LLC policies.
b. Audit. During the term of this Agreement and not more than twice per calendar year (unless
circumstances warrant additional audits as described below), having given at least 5 business days’
notice, the IETF LLC or its representatives may audit the Contractor’s records, documents,
correspondence, books, files, IT systems and data centers, as used in the performance of this
Agreement, to ensure compliance with this Agreement. Notwithstanding the foregoing, the Parties
agree that the IETF LLC or its representatives may conduct an audit of Contractor at any time, both
during or after the term of the Agreement, in the event of (i) audits required by governmental or
regulatory authorities, (ii) investigations of claims of misappropriation, fraud, or business irregularities
of a potentially criminal nature, (iii) ongoing or threatened litigation, suit or proceeding, (iv) the IETF
LLC reasonably believes that an audit is necessary to address a material operational problem or issue
that poses a threat to the IETF or the IETF LLC, or (v) audits as otherwise described in this Agreement,
an SOW or any Exhibits to the Agreement.

8.

Confidentiality & Data Privacy.

a. Confidentiality. In the course of Contractor’s engagement with IETF LLC, either Party may be
exposed or have access to information, materials or documents that the other Party considers
confidential and that is provided to the receiving Party under circumstances reasonably indicating that
they are confidential or proprietary (“CI”). Each Party agrees, both during and after this Agreement, to
maintain the other Party’s CI as confidential, and to not disclose or cause to be disclosed the other
Party’s CI, nor use the other Party’s CI for any purpose, except as necessary for the purposes of
performing under or receiving the benefits of this Agreement. Each Party will return or destroy any CI
in its possession upon termination of this Agreement upon the request of the other Party. Each Party
acknowledges and agrees that the other Party will be entitled, in addition to any other remedies
available to it at law or in equity, to the issuance of injunctive relief, without bond, enjoining any
breach or threatened breach of the receiving Party’s obligations hereunder with respect to CI, and such
further relief as any court of competent jurisdiction may deem just and proper.
b. Data Privacy. Contractor may access, collect, use, store and share all IETF data, including but
not limited to IETF LLC CI, personal data, content in any form, and any other data received, collected,
created or generated by or on behalf of, or made available to Contractor in the course of performing
under this Agreement, solely as necessary to perform the Services and/or produce the Work Product.
IETF LLC retains all right, title, and interest in the IETF LLC data. Contractor agrees to comply with all
applicable laws and IETF LLC policies regarding the treatment, processing and protection of IETF LLC
data.
9.

Intellectual Property.

a. Work Product. The IETF Trust is a Virginia common law non-profit Trust whose beneficiary is the
IETF community. The IETF Trust will own all right, title and interest in and to all information, materials
and other proceeds that Contractor creates in the course of, or that otherwise result from, the Services
or Contractor’s engagement with IETF LLC (“Work Product”). All Work Product will be deemed “works
made for hire” to the extent permissible under the copyright law, and to the extent any Work Product
may not be so deemed, Contractor hereby assigns all right, title and interest in and to all intellectual
property and other proprietary rights in such Work Product to the IETF Trust. Contractor will not
incorporate any third party intellectual property into the Services or Work Product without IETF LLC’s
prior written consent. Contractor retains ownership in all other works Contractor created prior to this
Agreement or creates in the future outside of the scope of the Services and Contractor’s engagement
with IETF LLC (“Contractor IP”). Upon termination of this Agreement, Contractor will provide to IETF
LLC any working drafts or other interim phases of deliverables Work Product as they exist upon
termination.
b. Contractor IP. Contractor hereby grants to IETF Trust and IETF LLC a perpetual, irrevocable,
world-wide, non-exclusive, royalty-free, license to use, reproduce, display and otherwise fully exploit
any Contractor IP incorporated into or otherwise necessary to use the Work Product or Services for the
purposes for which they are intended, including with the right to sublicense to the IETF community and
to IETF LLC’s service providers (but only to the extent necessary in order to permit IETF LLC to obtain

the benefit of this Agreement); provided that neither the IETF Trust nor IETF LLC may sublicense
Contractor IP in a manner that permits others to compete with Contractor in providing the Services.
c. Data. All data used or collected in the course of the Services or by the Work Product will be the
property of the IETF Trust.
10.
Warranties. Contractor warrants that (i) it will perform all Services in a professional and
workmanlike manner, in accordance with highest ethical standards, (ii) it has the right and authority to
enter into this Agreement, (iii) it has the knowledge and skills to provide the Services, (iv) it will comply
with all applicable laws, statutes, or regulations in the performance of the Services, (v) that it will
comply with all IETF LLC policies, as may be provided by IETF LLC to Contractor from time to time and
(vi) the Services and Work Product, and the use of any Contractor IP in accordance with this
Agreement, will not violate or in any way infringe upon the rights of third parties. Contractor warrants
that the work will perform in accordance with any applicable documentation, specifications and
written descriptions provided by IETF LLC to Contractor, and in a reliable and secure manner.
11.

Indemnification.

a. Indemnification of IETF. Contractor agrees to indemnify, defend and hold IETF LLC and its
member, directors and officers, and the IETF Trust and the IETF Trustees harmless from all claims,
losses or expenses (i) arising in connection with Contractor’s (or any Subcontractor’s) breach of this
Agreement, (ii) alleging that all or any part of the Work infringes or misappropriates any intellectual
property rights of any third party, or (iii) in connection with Contractor’s (or any Subcontractor’s)
negligence or willful misconduct.
b. Indemnification of Contractor. IETF LLC agrees to indemnify, defend and hold Contractor (and
its officers, directors, managers, owners and agents) harmless from all claims of third parties (i)
asserting that its rights were infringed as a result of using materials provided to such Contractor
indemnified party by IETF LLC in the manner, and for the purposes, for which such use was specifically
authorized in performance under this Agreement, and without violation of any law, rule, regulation,
policy or contractual obligation; and (ii) relating to IETF LLC’s, or its agents’ negligence or willful
misconduct, but not related, directly or indirectly, to the conduct, misconduct, act, omission or
negligence of Contractor or its personnel or agents, or Contractor's performance or non-performance
of its obligations under this Agreement.
c. Terms of Defense and Indemnification. An indemnified party will promptly notify the
indemnifying Party, in writing, of any claim for which it believes that it is entitled to indemnification. An
indemnified party will, at the indemnifying Party’s request and expense, allow the indemnifying Party
to conduct and/or settle all negotiations and litigation resulting from the claim. Notwithstanding the
foregoing, the indemnified party may employ counsel at its own expense to assist it with respect to any
such claim; provided, however, that if the retention of such counsel is necessary because of a conflict
of interest of either the indemnifying Party or its counsel or because the indemnifying Party does not
promptly assume control of the claim, the indemnifying Party will bear the expense of such counsel. No
indemnified party will have authority to settle any claim on behalf of the indemnifying Party. Each
indemnified party will cooperate with the indemnifying Party, who will reimburse the indemnified

party for any out-of- pocket expenses (including the reasonable fees of attorneys and other
professionals) the indemnified party incurs in providing the requested assistance.
12.
Insurance. Contractor will maintain any required and customary insurance in amounts and
types reasonable for the type of business conducted by Contractor and at IETF LLC’s request, will make
IETF LLC an additional insured under any such applicable policy. Contractor will provide evidence of
insurance and endorsements at IETF LLC’s request, and will cooperate with IETF LLC in good faith to
adjust such insurance coverage as appropriate for the Services.
13.
Dispute Resolution. The Parties will first negotiate in good faith to attempt to resolve any
dispute arising in connection with this Agreement, including escalation to representatives of each
Party. If the dispute is not resolved within 30 days of escalation, either Party may initiate mediation
with a mutually agreed upon mediator, with substantial experience handling complex business
transactions or litigation. If the Parties are unable to resolve the dispute(s) by mediation, then either
Party may initiate arbitration. The arbitration will be initiated and conducted according to the
American Arbitration Association’s (“AAA”) Commercial Arbitration Rules, in a mutually agreed upon
location before a single neutral arbitrator appointed in accordance with the AAA’s Arbitration Rules. If
either Party refuses to perform any of its obligations under the final arbitration award (following
appeal, if applicable) within the time specified therein or, if no such time is specified, within thirty (30)
days of such award being rendered, then the other Party may enforce the final award in any court of
competent jurisdiction.
14.

Miscellaneous.
a. Governing Law. This Agreement will be governed by Delaware law.

b. Assignment. Contractor may not assign or delegate any of its rights or obligations set forth in
this Agreement without IETF LLC’s prior written consent.
c. Third Party Beneficiaries. This Agreement is binding and will inure solely to the benefit of the
Parties hereto (and to the benefit of the IETF Trust with respect to intellectual property), and their
respective successors and permitted assigns. The IETF Trust and the indemnified parties in Section 10 is
the only intended third party beneficiary to this Agreement. Other than the IETF Trust and the
indemnified parties, nothing in this Agreement will be enforceable by a third party.
d. Entire Agreement; Amendment. This Agreement, together with any SOWs, constitutes the sole
and entire agreement of the Parties with respect to the subject matter contained herein, and
supersedes all prior and contemporaneous understandings, agreements, representations and
warranties, both written and oral, with respect to such subject matter. The Parties may amend this
Agreement in a writing signed by both Parties.
e. Counterparts. This Agreement may be executed in counterparts, each of which will be deemed
an original, but all of which together will be deemed to be one and the same agreement.

f. Notices. All notices, requests, directions, approvals or other communications to be provided
hereunder will be in writing and will be deemed to have been sufficiently given (a) upon receipt if
delivered in person; or (b) on the date transmitted if by email or facsimile. All notices will be sent to
the applicable Party at the address(es) set forth below (or as otherwise instructed in writing by such
Party):
If to IETF LLC:

If to Contractor

IETF Administration LLC
Attn: IETF Executive Director
exec-director@ietf.org
1000 N. West St, Ste. 1200
Wilmington, DE 19801

ZX Security Ltd
Attn: Simon Howard
simon@zxsecurity.co.nz
5 Karepa St, Brooklyn
Wellington 6012, New Zealand

Read and agreed to by:
IETF ADMINISTRATION LLC

ZX SECURITY LTD


By:
Jay Daley
Title: IETF Executive Director
Email: exec-director@ietf.org

By:
Simon Howard
Title: Director
Email: simon@zxsecurity.co.nz

EXHIBIT A
STATEMENT OF WORK #1
This Statement of Work #1 (“SOW”) is entered into effective as of this 16 day of March, 2020 (the
“Effective Date”) by and between ZX Security Ltd (“Contractor”) and IETF Administration LLC (“IETF
LLC”). This SOW is incorporated into, and forms a part of, the Contracted Services Agreement, dated 16
March, 2020 by and between the Parties (the “Agreement”). Any term not defined herein will have the
meaning ascribed to it in the Agreement. This SOW must be signed by both Parties to be effective.
1.
Description of Services: Contractor agrees to provide code security review services
(collectively, the “Services”) on a fixed price basis to IETF. Such Services may include but are not limited
to:
● Assessing the security of the RFC Production Center (RPC) web-facing code in a repository
provided by IETF LLC from two angles:
○ Security provided to users of the service
○ Resistance to an infrastructure breach
● Identifying security vulnerabilities in this code including the following details for each:
○ Attack vector / Invocation mechanism
○ Proof of concept and/or reference to standard vulnerability documentation
○ Potential impact
○ Proposed remediations
● Implementing agreed upon remediations to the codebase.
● Providing a clean repository that can be made available openly to the public.
Contractor may, as part of the Services, be expected to participate in various meetings, and will perform
other activities as mutually agreed by Contractor and IETF.
The following deliverables will be produced as part of this SoW:
● A report which details the following:
○ A business-focused executive summary including an overview of all findings mapped to a
security risk matrix
○ A technical summary of the tasks conducted by our consultant
○ A findings summary that details:
■ Technical summary of the finding
■ Risk level associated with the finding which is calculated based on the security risk
matrix
■ The current status of the findings, for example Open or Resolved
■ The date the finding was discovered or resolved

○ A list of security findings and recommendations.
2.
Fees: IETF LLC agrees to pay Contractor the following fixed fees, in New Zealand (NZ)
dollars for completion of the listed stages:

The Agreement shall dictate the terms of payment and reimbursement for expenses.
3.
Term: This SOW shall be effective as of 16 March 2020 and shall remain in effect until 31
August 2020, after which the Company and Contractor may agree in writing (email to suffice) to extend
the term of this SOW for an additional period. In the event the term of this SOW extends beyond the
term of the Agreement, the terms and conditions of the Agreement will remain in effect for the benefit
of this SOW only.
4.
Key Personnel. The following individuals are Key Personnel as described in the Agreement
for purposes of the Services described in this SOW:
● Hugh Davenport – Lead Consultant – hugh@zxsecurity.co.nz
● Stephen Shkardoon – Lead Research Consultant – stephen@zxsecurity.co.nz
● Simon Howard – Technical Manager – simon@zxsecurity.co.nz
5.
Management. Contractor’s primary contact at the IETF LLC for this SOW will be: Tools
Team Project Manager. The IETF LLC primary contact will be generally responsible for overseeing
Contractor’s performance under this SOW and providing related instructions and feedback to the
Contractor. Contractor may refer to certain RFC documents published by the IETF Community as a
reference and guide to the intended nature of certain Services where relevant, but any instructions,
interpretations or directions provided by the IETF LLC primary contact to Contractor shall supersede the
content of RFCs and control for purposes of Contractor’s performance of the Services under this SOW.
While Contactor will work with the IETF LLC primary contact in the ordinary course of the Services, the
IETF Executive Director shall at all times have the authority to provide additional instructions, feedback
and other direction to Contractor. In the event of a conflict between the direction received from the IETF
LLC’s primary contact and the IETF Executive Director, Contractor will provide written notice of the
conflict and ask for clarification, provided that instructions received from the IETF Executive Director
shall supersede those received from any other IETF LLC contacts.
Reporting: Contractor will provide regular reports as required regarding the status of the Services,
schedule for deliverables and such other information as requested by the IETF LLC primary contact. or
the IETF Executive Director.

6.
Changes in Scope. To the extent the Parties agree to make any changes to the scope of
Services described in this SOW, they will also agree in good faith to any appropriate adjustments (if
applicable) to the fees set forth in this SOW.
7.
Agreement. All of the terms, covenants and conditions set forth in the Agreement are
incorporated herein by reference as if the same had been set forth herein in full.

IETF ADMINISTRATION LLC

ZX SECURITY LTD


By:
Jay Daley
Title: IETF Executive Director
Email: exec-director@ietf.org

By:
Simon Howard
Title: Director
Email: simon@zxsecurity.co.nz

