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years of rapid growth in mobile communications, the scale of SS7 approaches Internet 
proportions. Today, networks based on SS7 protocols manage the circuit-switched links among 
hundreds of carriers for wireline and wireless services and operators serving the majority of the 
7.46 billion mobile subscribers worldwide as of June 2016.3 
 
The SS7 Network was originally founded on the basis of trust between members of a small 
closed community of carriers.  Carriers interconnected their SS7 networks because they properly 
presumed that the information and messages they receive from other carriers are valid and for 
legitimate purposes, and the system has proven effective and reliable over a significant amount 
of time.  However, the SS7 Community has evolved over time as the industry and ecosystem 
expanded, yielding several consequences: 
 

x The growth in mobility use and widespread global roaming has increased the number of 
carriers with access to the SS7 network.  

x The assumptive trust nature of the network being a closed community was true when 
SS7 was first deployed. After the global trend in deregulation of the telecommunications 
sector, in the U.S. exemplified by the Telecommunications Act of 1996, deregulation 
removed many of the restrictions on access and, in fact, mandated the opening up of 
networks. While this is a good thing for an array of reasons, it did result in certain 
complications, one of which is the barrier to gain access to SS7 was dramatically 
lowered.  

x Access to SS7 networks has increased over the past few decades, in some instances, by 
design, as telecommunications networks and network functions were opened up to more 
competition, and were adapted to novel uses and new services, like Application to user 
Short Message Service (SMS) services (e.g. for financial information, flight information, 
password recovery etc.). 
 

Ultimately, the result is that with more coverage, more networks, and more participants, the 
attack surface for a bad actor to potentially exploit this community of trust has increased. 
 
As discussed in the Risk Assessment Report, SS7 is applied to both wireline and wireless 
networks. The SS7 protocol consists of several layers. The lower layer, Message Transfer Part 
(MTP) is used for transporting SS7 messages over Time Division Multiplexing (TDM) circuits, 
while SIGTRAN (Signaling Transport) is used for transporting SS7 messages over IP. The 
ISDN User Part (ISUP) is used for setting up and tearing down telephone calls between 
switches. For database queries, the Services Connection Control Part (SCCP) and Transaction 
Capabilities Application Part (TCAP) are used. These are the basic protocols used in today’s 
SS7 networks.  Figure 1 illustrates the SS7 protocol stack when operating over TDM.  
 

                                                 
3 5G Americas, Global Mobile Subscribers and Market Shared b Technology, Ovum estimates 
global mobile subscribership of 7.46 billion as of June 2016,  
http://www.4gamericas.org/en/resources/statistics/statistics-global/ 
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  èWe’ll	
  still	
  have	
  phone	
  numbers	
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  addresses	
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  2047…
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What	
  drives	
  new	
  developments?	
  

• Economics
• change	
  from	
  hardware	
  cost	
  to	
  software	
  to	
  operations

• Functionality	
  or	
  engineering	
  needs,	
  e.g.,
• 1970s:	
  voice	
  à data	
  à Internet
• 1995ish:	
  fixed	
  àmobile;	
  address	
  space	
  exhaustion
• 2000s:	
  ASCII	
  à I18N,	
  serious	
  security	
  (TLS,	
  ssh)
• 2010s:	
  privacy	
  against	
  in-­‐network	
  threats
• 2020s:	
  shared	
  infrastructure?	
  automation?
• 2020s:	
  higher—level	
  abstractions	
  (blockchain,	
  containers,	
  …)

• Societal	
  and	
  regulatory	
  requirements
• security,	
  privacy



Network	
  economics,	
  (over)simplified

Equipment
4% Construction

11%

Operations
85%

%	
  OF	
  REVENUE
Equipment Construction Operations

Communications infrastructure upgrade  |  The need for deep fiber
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Excessive operating expenditures 
caused by legacy network operations 
restrict carriers’ ability to leverage IP 
networking advancements
Motivating carriers to fund fiber 
infrastructure likely requires a method to 
improve carrier margins and free up money 
for capital investment. As market share 
losses in both voice and broadband access 
mount, carriers have been aggressive in 
slashing costs. However, cost reduction 
opportunities are fundamentally limited 
without an ability to completely retire 
legacy TDM products and assets. Without 
the ability to shutter real estate and 
decommission support systems entirely, 
cost cutting alone cannot keep pace with 
customer loss and corresponding revenue 
declines. As legacy TDM wireline networks 
continue to descale, the percentage of fixed 
costs overwhelms the cost structure which 
could lead to even greater margin pressure.

Carriers are willing to invest in, and could 
potentially gain tremendous efficiency from 
deploying new IP networking architectures 
like Software Defined Networks and 
Network Function Virtualization (SDN NFV). 
However, the requirement to operate and 
maintain legacy TDM-based networks 
limits carriers’ ability to take advantage 
of the savings and shift capital to deep 
fiber deployment.

The ratio of cash OPEX to CAPEX in Exhibit 
8 depicts the predicament of operating 
a legacy network given ongoing market 
share loss. Operating two networks 
(legacy TDM and IP) forces the largest 
wireline carriers to spend, on average, 
five to six times as much on operating 
expenses as they do capital expenditures. 
High operating costs due to maintenance 
of legacy products and systems consume 
the vast majority of service revenues, 
leaving less for capital expenditures.

Wireline carriers have both a capital 
intensive and labor-intensive business 
model. Other labor-intensive industries 
such as construction, hospitality and 
agriculture typically have capital intensities 
below 5 percent compared to a typical 
wireline telecom carrier with the expected 
capital intensity of 14–18 percent.45 Shifting 
OPEX dollars to capital investment in fiber 
deployment requires that carriers operate 
one network instead of two. Retirement of 
legacy TDM networks could greatly reduce 
the operating expenses to free up funds 
for fiber investment. TDM retirement 
also frees up capital previously reserved 
for maintenance of the legacy networks 
and systems.

Exhibit 8
2016 Average OPEX to CAPEX ratios44

Wireless

3.8X

Cable Wireline
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Retirement of legacy TDM 
networks would greatly 
reduce operating expenses, 
freeing up funds for fiber 
investment.
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Wireless	
  and	
  wireline	
  networks	
  are	
  becoming	
  
like	
  airlines

M O R G A N   S T A N L E Y   R E S E A R C H
Technology, Media, & Telecom Spring Training Teach‐In

May 2017
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Installment + Leasing Plans, Tablets, Promotions Pressure Postpaid ARPU

$40

$50
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$70
AT&T Verizon Sprint TͲMobile US Cellular

Big 4 Postpaid ARPU

Source:  Company Data, Morgan Stanley Research. Sprint 1Q16 Numbers Reflect MS Estimates..

• safety	
  and	
  reliability	
  matter
• buying	
  equipment	
  from	
  a	
  small	
  set	
  of	
  vendors
• R&D	
  =	
  marketing	
  &	
  system	
  integration
• use	
  public	
  spaces	
  (“ether”)
• equally	
  popular…



The	
  architecture	
  pendulum

economics
responsibility	
  when	
  things	
  go	
  wrong
resiliency	
  &	
  longevity
availability	
  of	
  expertise

quantum	
  pendulum:
exists	
  in	
  both	
  states	
  at	
  once



The	
  three	
  tribes	
  – but	
  only	
  two	
  are	
  growing
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  wireline
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Content really big on some routes 
International Capacity Usage by Network Type by Route
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The	
  telecom	
  industry	
  is	
  consolidating	
  (US)

2047 (more	
  likely	
  a	
  cable	
  company…)



The	
  classical	
  policy	
  layering

applications
(email,	
  web)

keeping	
  people
from	
  abusing	
  technology
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global,	
  with	
  a	
  few
temporary	
  white	
  spots



We	
  had	
  it	
  (too)	
  easy

"Once	
  the	
  rockets	
  are	
  up
who	
  cares	
  where	
  they	
  come	
  down
that's	
  not	
  my	
  department,"
says	
  Wernher von	
  Braun.
Tom	
  Lehrer,	
  in	
  lyrics	
  to	
  "Wernher von	
  Braun"

Our	
  national	
  broadband	
  policy	
  seeks	
  to	
  promote	
  investment	
  in	
  diverse,	
  faster	
  and	
  more	
  sophisticated	
  Internet	
  and	
  related	
  
digital	
  technologies.	
  This,	
  in	
  turn,	
  will	
  foster	
  economic	
  growth,	
  innovation	
  and	
  empower	
  American	
  consumers	
  to	
  make	
  
more	
  choices	
  in	
  how	
  they	
  live,	
  work	
  and	
  play.	
  (M.	
  Powell,	
  FCC,	
  2004)

• Cyber-­‐libertarianism:	
  anything	
  bad	
  (spam,	
  lack	
  of	
  privacy,	
  …)	
  can	
  be	
  fixed	
  with	
  another	
  crypto	
  algorithm.	
  If	
  anything	
  still	
  
goes	
  wrong,	
  it’s	
  the	
  user’s	
  or	
  society’s	
  fault.

• Transition	
  in	
  economics:	
  homo	
  economicusà behavioral	
  economics
• Four	
  regulators	
  (Lessig):	
  laws,	
  norms	
  (“tao”),	
  market,	
  architecture
• Negating	
  the	
  importance	
  of	
  community	
  – but	
  we	
  wouldn’t	
  be	
  here	
  in	
  person	
  otherwise!

1996

2017



We	
  may	
  not	
  like	
  the	
  journey

• Economics	
  à competition	
  and	
  investment	
  for	
  carriers
• don’t	
  want	
  to	
  be	
  utilities,	
  but	
  that	
  may	
  be	
  best	
  hope	
  for	
  investment

• Increasing	
  concerns	
  about	
  content
• not	
  just	
  in	
  North	
  Korea	
  &	
  China	
  &	
  not	
  just	
  for	
  kids

• National,	
  not	
  international,	
  with	
  transnational	
  impact
• privacy	
  (GDPR)
• speech	
  restrictions	
  (e.g.,	
  election	
  advertising	
  and	
  hate	
  speech)
• competition	
  policies	
  &	
  fear	
  of	
  foreign	
  domination

• Increasingly,	
  goal	
  is	
  to	
  restrict	
  communications,	
  not	
  enable	
  it
• default-­‐off,	
  rather	
  than	
  default-­‐on
• transition	
  open phone,	
  email,	
  web	
  à closedmessaging	
  systems	
  &	
  apps,	
  NATs



What’s	
  our	
  role?

• We	
  don’t	
  get	
  to	
  just	
  claim	
  the	
  good	
  stuff
• Many	
  of	
  us	
  no	
  longer	
  have	
  the	
  excuse	
  of	
  being	
  just	
  junior	
  programmers	
  
paying	
  off	
  student	
  loans
• We	
  should	
  be	
  like	
  rocket	
  scientists:	
  we	
  know	
  how	
  powerful	
  this	
  stuff	
  is

• and	
  others	
  expect	
  us	
  to	
  act	
  accordingly
• We	
  are	
  also	
  citizens,	
  voters,	
  share	
  holders,	
  parents,	
  neighbors,	
  drivers,	
  …
• We	
  may	
  not	
  be	
  comfortable	
  with	
  some	
  solutions

• they	
  are	
  messy,	
  imperfect	
  and	
  may	
  not	
  be	
  ideal	
  for	
  us
• “not	
  our	
  problem”	
  doesn’t	
  cut	
  it

• The	
  goal	
  of	
  the	
  IETF	
  is	
  to	
  make	
  the	
  Internet	
  work	
  better. -­‐ for	
  people


