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• Draft covers: 

• Authentication and authorization of xTRs using 
the mapping system 

• How to sign Map-Registers 

• How to sign Map-Requests 

• How to store public-keys in mapping system
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How it Works
• xTRs are assigned private/public key-pair(s) 

• Introduce Crypto-EIDs 

• IPv6 EID divided in two parts, prefix and hash 

• Hash is a crypto hash of the public-key 

• Can be used as a source EID or a signature EID
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How it Works
• Hash to public-key mappings 

• Go into the mapping system 

• Registered by 3rd-party in same or different Instance-ID 

• xTRs sign Map-Register messages with private-key 

• Map-Server looks up hash and verifies signature with public-key 

• Registration shared-key still used 

• Both shared-key and signature verification required to accept Map-Register 

•  xTRs sign Map-Requests with nonce and <iid><eid> 

• Return mapping if signature verification passes 

• Return action=“auth-failure” if signature verification fails
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Benefits
• Strong Elliptic Curve Cryptography using DSA 

• Can verify and invalidate a single xTR 

• Can use the signature-EID for registering any EID types 

• Can use public-key for encrypting results sent back to xTR 

• Provides identity privacy - multiple key-pairs can be used
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Provisioning Example
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prefix (hash-len is 64)

crypto-EID



Provisioning Example
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hash -> pubkey  mapping

crypto-EID



Map-Register - no public key
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Map-Request - no public key



Map-Register - signature good
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Map-Request - signature good



Draft Status

• Want to get more implementation experience before 
requesting WG document 

• Request will probably be made next year
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