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Introduction

Yang
Data
Model

Management of
NTP demon -
client and server

NTP as per RFC
5905

Configurations

State

Most features
of NTPv4 are
covered



Recent Changes

Added different yang tree for configuring NTP unicast

e Separated from association tree, which is now read-only
e Aligned with all other NTP modes

Examples are added

e Examples on how the Yang model would be used for configuration and operational state

Modification in clock-state container

e A reference to association is added

Interface container name is updated

NTP WG, IETF 100 @ Singapore



ang tree for Unicast

+--rw unicast® [address type]

| +--rw address inet:host

| +--rw type unicast-configuration-type
+--rw authentication

 Earlier Unicast configuration was part of M | +--rw_Guchentication-type)?

| +-—: (symmetric-key)

. . . ) +--rw key-id? -» /ntp/authentication/authentication-keys /key-id
Associations container, now it’s a separate +--rw prefer? boo] ean
+--rw i 5t7? boolean
tree. +--rw source ifinterface-ref
+--rw m'inpoq ntp—m'inpo”
+--rw maxpol1? ntp-maxpo
® Changes +--rw port? uintle
+--rw version? [acd nt —\fegl'swgl confi ]
. . . --ro associations* [address local-mode isconfigure
* New list is added for unicast +--ro address inet:host
+--ro Tlocal-mode association-modes
. . +--ro isconfigured booTlean
Conflguratlons +--ro stratum? ntp-stratum
+--ro refid? union

+--ro authentication? -» /ntp/authentication/authentication-keys /key-id
+--ro prefer? boolean

+--ro peer-interface? if:interface-ref

+--ro minpol1? ntp-minpoll

+--ro maxpol1? ntp-maxpoll

+--ro port? uintlé

+--ro version? ntp-version

+--ro reach? uintg

+--ro unreach? uints

+--ro poll? uint8d

|
|
|
|
|
|
|
|
|
|
|
| +--ro now? uint32
|
|
|
|
|
|
|
|
|
|
|
|

* New leaf added
* |ocal-mode
* isConfigured

offset? decimaled
delay? decimale4
dispersion? decimaled
originate-time? vyang:date-and-time
receive-time? yang:date-and-time
transmit-time? yang:date-and-time
input-tim yang:date-and-time
ntp-stati
+--ro packet nc? yang: counter32
+—-ro packet-sent-fail? yang:counter32
+--ro packet-receive yang: counter32
+--ro packet-dropped? yang:counter32




<ftarget>
<config>
<ntp xmlns
i >

<edit-config xmlns="urn:ietf:params:xml:ns:
<target>
<runningy

{'[ypE})E[‘\fEF
<prefer>tru
<versionsd<,

* Unicast configuration example.

<authentication>
<symmetric-key
cey-1d-10

ntp>
configs>
</edit-config>

btree">
="urn:ietf:params:xml:ns:yang:ietf-ntp >

' 'gtf%paramb i - f'E:1.0">
. . <ntp Xmlr jetf:iparal yang:ietf-ntp">
L4 ni 1 l Xam I R <unicasts>
U CaSt d Sp ay €xa p e <address»1.1.1.1</address>
<typerserver</type>
<authentication=
<symmetric-key>
<key-id>10 ey—id>
symmetric-key>
</authentication>
{Erefer>tru94 refer>
<burst>false</burst>
<iburst>true</iburst>
<source/>
<minpol I=6</minpoll>
<maxpol1>10</maxpoll>
<port=1025
<version-4




<edit-config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<target:
<running/>
</target>
<configs
=<ntp xmlns="urn:ietf:params:xml:ns:yang:ietf-ntp">
«<refclock-master>
<master-stratum=-8</master-stratum>

</refclock-masters>

* Reference clock configuration example.

<filter type="subtree">
<sys:ntp xmlns:sys="urn:ietf:params:xml:ns:yang:ietf-ntp">
refclock-master>
s:refclock-master>

* Reference clock operational state

° H <data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
dlsplay example- <ntp xmlns="urn:jetf:params:xml:ns:yang:ietf-ntp">
<refclock-masters

<master-stratum=8<,/master-stratum=
/refclock-masters

<get>
<filter type=' Jubtree >
tp Xmlns :sys= urn jetf:params:xml:ns:yang:ietf-ntp" >

* Global packet statistics operational state
* display example.

<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ntp xmlns="urn:jetf:params:xml:ns:yang:ietf-ntp">

<ntp-statistics»
<packet-sent»30</packet-sent>
<packet-sent-fail>5</packet-sent-fail>
<packet-received=20</packet-received>
<packet-dropped>2</packet-droppeds>
/ntp-statistics>




Yang Example

<edit-config xmins="urn:ietf:params:xml:
<target>
<running/>
</target>

:netconf:base:1.0">

<configs>
. . . . <ntp xmlns="urn:ietf:params:xml:ns:yang:ietf-ntp™>
Authentication configuration example. <authentication>
<auth-enableds>true</auth-enableds>
<authentication-keys>
<key-id=10</key-id>
<algorithm>md3</algorithm-
<password=abcd</password>
‘authentication-keys:>
</authentication>
</ntp>
</configs
</edit-config>

<get>
<filter type="sub
. . . <sysintp xmlns :sys="urn:jetf:params:xml:ns:yang:ietf-ntp™>
* Authentication operational state ys:authencication
. ntp>
* display example.

Tter>

<data xmlns="urn:ietf:param :
<ntp xml urn:ietf:params:xml:ns:yang:ietf-ntp">
<authentication-
<auth-enabled>=false</auth-enabled=
<trusted-keys/
<authentication-keys>
<key-id=10</key-id=>
<algorithm=md5</algorithm=
<password></p ord=>
</authentication-keys>
fauthenticatiom




Yang Example

<edit-config xmins="urn:jetf:params:xml:ns:netconf:base:1.0">
<target>
<running,/>

e Access-rules configuration. Stacgec>
<ntp xmlns="urn:ietf:params:xml:ns:yang:ietf-ntp">
<access-rules>

<access-modexpeer</access-modes
<ac1=2000</acl>
facc rule=
</acces uless>
</ntp>
</config=>
</edit-config>

* Access-rule operational s
» display example. </fiTter

urn:ietf:param

<ntp xmins="urn:ietf:paran
<access-rules>
<access-rules
<access-moderpeer</access-mode>
<acl=2000</acl>
</access-rulex>




<edit-config xmlns="urn:ietf:params:xml:ns:netconf:bas
<target>

<running/>

</target>
<config>
<ntp xmlns="urn:ietf:params:xml:ns:yang:ietf-ntp™=
<interfaces>

<interface>
<name>Ethernet3

<authentication>

* Multicast Server configuration example. uchentication>
<key-id>10</key-id>
</symmetric-key>
authentication>
<port>1025<
</multicast-server:>
interface>
</interfaces>
</ntp>
</config>
</edit-config>

<get>
<filter type="subtree"»
<sys:ntp xmlns:sys="urn:ietf:params:xml:ns:yang:ietf-ntp">
nterfaces>
interface>
ulticast-servers>
multicast-servers>
interface>

* Multicast Server operational state
* display example.
<data xmlns="urn:ietf:paran netconf :base:1.0">

<ntp xmlr rn:ietf:param yang:ietf-ntp">
<interfaces>
<interface>
<namex>Ethernet3/0,/0</name>
<multicast-server>
<address>224.1.1.1</address>
<tt1>255</tt]>
<authentication>
<symmetric-key>
<key-id>10</key-id>
</symmetric-key
</authentication>
<minpoll>6<,
<maxpol1>10




<edit-config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<targets>

<running,/>
</target>
<config=>
<ntp xmlns="urn:ietf:params:xml:ns:yang:ietf-ntp">
<1n;erfages>
. . . . <interfaces>
e M Ultlca St Cllent Conflguratlon example. <namexEthernet3/0/0</name>
<multicast-client>
<address»224.1.1.1</address>
/multicast-client>
nterfaces>
</interfaces>

</edit-config>

<get>
<filter type="subtree">
<sys:ntp xmlns:sys="urn:ietf:params:xml:ns:yang:ietf-ntp">
<sys:iinterfaces>
interfacex>
/simulticast-client>

* Multicast Client operational state </5ys:multicast-client>
* display example.

V5 InEp>
filters

<data ¥mlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ntp xmlns="urn:ietf:params:xml:ns:yang:ietf-ntp" >
<interfacess>
<interfaces
<namex>Ethernet3/0,/0</name>
<multicast-client>
<address>224.1.1.1</address>
‘multicast-client>
nterface>
</interfaces>




<edit-config xmlIns="urn:ietf:params:xml:ns:netconf:base:1.0™=
<target>
<running/>
</target>
<config>
. . <ntp xmlns="urn:jetf:params:xml:ns:yang:ietf-ntp™>
* Manycast Server configuration example <interfaces>
° <interface>
<name>Ethernet3,/0/0</name>
<manycast-servers
<address»224.1.1.1</address>
</manycast-servers
interfaces

Yang Example

</edit-config=>

<get>
<filter type="subtree">
<sys:ntp :{m'l;l-_-. sys="urn:ietf:params:xml:ns:yang:ietf-ntp"=
. : nterfaces>
* Manycast Server operational state nter face>
S imanycast-servers
H /S imanycast-servers
® dlSplay example. { )'lnter?acre:»

rinterfacess>

:ietf:params : netconf:base:1.0">
<ntp xmlns="urn:ietf:params:xml:ns:yang:ietf-ntp">
<interfaces>
<interfaces>
<namexEthernet3/0/0</name>
<manycast-servers
<addr »224.1.1.1</address>
</manycast-server:>
nterface>




<edit-config xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>

Yang Example

<ntp xmlns="urn:ietf :param tns:yang: ietf-ntp">
<interfaces>
<interface-
<name>Ethernet ‘O</Name>
<manycast-client>
0 0 0 <address>224.1.1.1</address>
* Manycast Client configuration example. <authentication>
<symmetric-key>
<key-id>10<
symmetric-keys>
uthentication>
<port>1025</port>
manycast-client>
</interface>
nterfaces>

</config>
</edit-config>

ryang:ietf-ntp">

interface>
-client>
manycast-client>
interface>

* Manycast Client operational state g imearfacess
* display example.

urn:ietf:param etconf:base:1.0">
<ntp xml :ietf:params:xml:ns:yang:ietf-ntp">
<interfaces>
<interface>

<manyc
<addre .1.1.1</address>
<authentication>
<symmetric-key>
key-id>10</key-id>
/Mmetric-key>
‘authenticatiom>
<tt1x255</ttl>
<minclock>3</minclock>
<maxclock>10</maxclock>
<beacon>6</beacon>
<minpol1=6 inpoll>
<maxpol1>10</maxpoll>
<port>1025</port>
mamycast-client>
rterfaces>




Yang Example

<get>
«filter type="subtree'»
ntp xmlins:sys="urn:ietf:params:xml:ns:yang:ietf-ntp">
» Display clock state example. kAt

SYs ntps
</filter>

"urn:ietf: params
<ntp xml "urn:ietf:params:xml:ns:yang:ietf-ntp">
<clock-states
<system-status>
< lock-staterxsynchronized</clock-state>
<Clock-stratums=7</clock-stratums-
<Clock-refids1.1.1.1</clock-refid>
<assoCiations-address»1.1.1.1</associations-address>
<associatio Tocal-modescTient sociations-local-mode>
<associations-isConfigureds>yes</associations-isConfigureds
<nominal-freqg=100. 0</nominal-fregs
<actual-freg=100. O0</actual-freqg>
<clock-precision=18</clock-precision=
«Clock-offset=0. 025%</clock-offset>
<root-delay=0. 5</root-delay>
<root-dispersion=0.8</root-dispersion=
<reference-timex=10-10-2017 07:3 5.258 Z+05:30</reference-time>
sync-state>clock-synchronized</sync-statex>
system-status>
</clock-statex
</ntp>
</ data>




Yang Example

<f11ter type="subtree’>
ntp xm1n3 sys="urn:ietf:params:xml:ns:yang:ietf-ntp”>
>

* Display association example.

<data xmlins="urn:ietf:params:xml:
<ntp xml urn:ietf:params:xml rvang:ietf-ntp" >
<associations>

<address=1.1.1.1</address>

<stratum-9</stratum>

<refid=20.1.1.1=</refid>

<local-mode>client cal-mode>

<isConfigured=true Configured=

<authentication-key>10</authentication-key>

<prefer>true</prefer>

<peer-interfacex»ethernet3/0/0</peer-interface>

<minpol l=6</minpoll>

<maxpol1>10</maxpol 1>

<port>=1025</port>

<versiom-4</version>

<reach=255</reach>

<unreach>0</unreachs>

<pol11=128</poll>

<nows=1 0=/ nows

<offset=0. 025</of fset>

<delay=0. 5</delay>

<dispersion=0. 6</dispersion=>

<originate-time>10-10-2017 07 155, : ‘originate-times

<receive-time»10-10-2017 07: . ] H Jreceive-times

<transmit-time>10-10-2017 :33:55. : / rangmit Time>

<input-time>10-10-2017 07:

<ntp-statisticss>
<packet-sent=20</packet-sent>
<packet-sent-fail>0</packet-sent—fail>
<packet-received=20</packet-received>
<packet-dropped>0<,/packet-dropped:
tp—.:tat'l stics>

associationss>




Modification in clock-state container

* Leaf referenceis added to store keys of ntp N —
. . | +--ro system-status
aSSOCIatlon. | ntp-clock-status
r ratum ntp-stratum

clock-refid union
associations-address? /
associations-local-mode?
associations-isconfigured?
nominal-freq
actual-freq decimaled
clock-precision uints
clock-offset? decimaled
rooct-delay? decimaled
rooct-dispersion? decimaled
reference-time? yang:date-and-time
Sync-state ntp-sync-state




Interface container name is updated

+--rw interfaces
| +--rw interface® [name]
| +-—rw name if:interface-ref

+--rw broadcast-server!

| +--rw ttl? uint8

| +--rw authentication

| | +--rw (authentication-type)?

| 1 +--:({symmetric-key)

| +--rw key-id? -» /ntp/authentication/authentication-ke
| +--rw minpoll? ntp-minpol]
|
|
|

* Name used for Interface container
was creating confusion, so we have
. +--rw port? uintle .
updated and made same mentioned D oadease ey "o version

+-—rw multicast-serve [address]

. . . | +--rw address rt-types:ip-multicast-group-address
in ietf-interfaces. | 1w e

| +--rw authentication

| | +--rw (authentication-type)?

| +-—: (symmetric-key)

| 1 +--rw key-id? -» /ntp/authentication/authentication-ke

I +--rw minpol117? ntp-minpoll
|
|
+

+--rw maxpol117? ntp-maxpoll

+--rw maxpoll? ntp-maxpol]l
+--rw port? uintle
+--rw_version? ntp-version
——rw multicast-client* [address]
+--rw addre rt-types:ip-multicast-group-address
+-—-rw manycast-server® [addr
| +--rw addre rt-types:ip-multicast-group-address
+-—-rw manycast-client® [address]
+--rw address rt-types:ip-multicast-group-address
+--rw authentication
| +--rw (authentication-type)?
+-—: (symmetric-key)
] +--rw key-id? -= /ntp/authentication/authentication-ke
ttl? uint8
minclock? uint8
maxclock? uint8
beacon? uint8
minpol117? ntp-minpoll
maxpol11? ntp-maxpol]l
port? uintle
version? ntp-version




Next Step

* More reviews
* Review comments are always welcome!

NTP WG, IETF 100 @ Singapore



Thank You!

TP WG, IETF 100 @ Singapore
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NTP Yang

module: ietf-ntp
+=-rw ntp!
+==Iw port?
+--rw refclock-master!
| +--rw master-stratum?
+--rw authentication
+--rw auth-enabled?

+--T0 associations® [address local-mode 1sConfiqured

+--r0 address inet:host

+--ro local-mode association-modes

+--ro {sConfigured boolean

+--r0 stratum? ntp-stratum

+--ro refid? union

+--ro authentication? -» /ntp/authentication/authentication-keys/key-id

uint16
ntp-stratum

booTean .
+--rw multicast-server* [address

boolean

+--rw trusted-keys® [key-id]
| +--rw key-id > /ﬁtp/authentﬁcat1on/authenticatﬁon—keys/key—ﬁd

+--ro prefer?

+--ru address
+--rw tt]?

rt-types:ip-multicast-group-address
uintg

+--rw authentication-keys* [key-id]
+--rw key-id uint32
+--rw algorithm?  idemtityref
+--rw password?  iamach:crypt-hash
+--IW access-rules
+--r'w access-rule® [access-mode]
+--TW access-mode  access-modes
+--rw acl? -» facl:access-Tists/acl/acT-name
+--ro clock-state
+--r0 system-status
+--ro clock-state
+--ro clock-stratum
+--ro clock-refid
+--ro associations-address?
+--F0 associations-local-mode?
+--ro associations-isConfigured?
+--ro nominal-freg
+--ro actual-freg
+--ro clock-precision
+--ro clock-offset?

ntp-clock-status

ntp-stratum

union

-» /ntp/associations/address

-» /ntp/associations/local-mode
- /ntﬁ/assocwatwons/1sconf1gured
decimaled

decimaled

uintg

decimaléd

+--ro peer-interface?

+--ro minpol1?

+--ro maxpol1?

+--ro port?

+--ro version?

+--ro reach?

+--ro unreach?

+--10

+--0

+--r0 offset?

+--ro delay?

+--ro dispersion?

+--r0 originate-tine?

+--ro receive-time?

+--ro transmit-time?

+--r0 input-time?

+--ro ntp-statistics
+--r0 packet-sent?

if:interface-ref
ntp-minpol]
ntp-maxpoll

uint16

ntp-version

uint8

uint8

uint8

uint32

decimal 64
decimal6d
decimal 4

yang: date-and-tine
yang:date-and-time
yang: date-and-tine
yang:date-and-time

yang: counter32

|
|
| +--rw authentication
| | +--rw (authentication-type)?
|1 +--1 (symmetric-key)
11 +--ri key-1d?
| +--ru minpol1?
| +--ru maxpoll?
| +--rw port? uint16
| +--ru version? ntp-version
+--rw multicast-client* [address
| +--rw address  rt-types:ip-multicast-group-address
+--I'W manycast-server* [address
| 4--rw address  rt-types:ip-multicast-group-address
+--rw manycast-client* [address
+--ri address rt-types:ip-multicast-group-address
+--ru authentication
| +--rw (authentication-type)?
| +-- 1 (symmetric-key)
| +--rw key-id? > /ntp/authent1cat1on/authent1catwon keys fkey-id
+--rw tt1? uint8

-» /ntp/authentication/authentication-keys /key-id
ntp-minpoll
ntp-maxpoll

decimaled

+--ro root-delay?
decimaled

+--ro root-dispersion?

+--ro packet-sent-fail?
+--r0 packet-received?

yang: counter32
yang: counter32

+--rw minclock?
+--ri maxclock?
+--ru beacon?

uints
uintd
uintd

+--ro reference-time?
+--r0 SynC-state
+--rw unicast* [address type]

yang: date-and-time

+--ro packet-dropped?
ntp-sync-state

t yang: counter32
--ri interfaces

+--ri minpol1?

ntp-minpoll
+--rw maxpol1?

ntp-naxpoll

+--rW address
+=-r type

inet:host
unicast-configuration-type

+--rw interface® [name]
+-=TW Name

if:interface-ref

+--rw authentication

+--rw broadcast-server!

+==IW port?
+--IW version?
+--r0 ntp-statistics

uintl6
mtp-version

+--rw tt1? uint8
| +--rw authentication

| | +--rw (authentication-type)?
|| +--:(symmetric-key)
| +--r key-1d?

| +--rw minpol1?
|

|

|

+

+--ro packet-sent?
+--ro packet-sent-fail?
+--ro packet-received?
+--ro_packet-dropped?

| +--rw (authentication-type)? yang: counter32
| +--1 (symmetric-key)

| +--rw key-id? = -» /ntp/authentication/authentication-keys/key-id
boolean

boolean

boolean

if:interface-ref

ntp-minpoll

ntp-naxpoll

uintle

ntp-version

ang:counter32

+--IH Erefer?

+--I'w burst?

+--ru iburst?
+--TW soUrce?
+=-rw minpo11?
+--rw maxpol1?
+--IW port?

+--I'W version?

-» /ntp/authentication/authentication-keys/key-id
ntp-minpol 1

ntp-maxpol]

uint16

ntp-version

+--rw maxpol1?
+--r'w port?
+-=r version?

--rw broadcast-client!




