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In my lab, we...
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develop frameworks to 
detect network interference,

apply these frameworks to understand 
the behavior of network intermediaries,

and use this understanding to defend against 
interference by building tools that safeguard users.



My Group Draws on Diverse Intellectual Methods
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Networking &
Measurement

Building tools for adversarial measurements

Systems Creating scalable, efficient, and usable tools

Security
Analyzing attacks and adversaries, and
creating defenses to protect users

Social &
Political

Understanding ethics/impact of research, and 
collaborating with domain experts, NGOs, etc.



Reports suggest

 Internet censorship practices 

are  diverse in their methods, targets, timing, 

differing by regions, as well as across time.
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Iraq govt downs Internet in response to 
massive anti-corruption protests, July, 
2018

From Internet Intelligence Map

Russia attempts to block millions of IP 
addresses in battle against Telegram 
app
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User
Company ISP

Server

Internet Censorship: A Simplified View

ISP

ResolverDNS query
cnn.com

Techniques for disruptions:
- Internet shutdown
- IP address blacklisting
- RST injection
- SNI blocking
- HTTP keyword filtering

IP routing
TCP handshake

(opt) TLS handshake

HTTP requests
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?

● What is censored, when, for which users, by who

● Advocacy and Transparency are important
- Inform users about what they are missing
- Help diplomats and others who make policy decisions

● What technical mechanisms and tools (DPIs) are used
- Can help to improve defense technology
- GFW can cause harm → Great Cannon [*]

● Why and how this blocking affects societies

Why Measure Internet Censorship? 

Site

user

[*] Analysis of China’s “Great Cannon”
     by Marczak, Weaver, Dalek, Ensafi, Fifield, McKune, Rey, Scott-Railton, Deibert, and Paxson (In: USENIX FOCI’15)
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?

PROBLEM:

- How can we detect whether pairs of hosts
around the world can talk to each other?

How To Measure Internet Censorship?

Site

user
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?
STATE OF THE ART:

- Deploy hardware or software at hosts
(RIPE Atlas, OONI probes)

- Ask people on the ground, or use VPNs, or research networks 
(PlanetLab)

PROBLEM:

- How can we detect whether pairs of hosts
around the world can talk to each other?

How To Measure Internet Censorship?

Site

user

THREE KEY CHALLENGES: 

Coverage, ethics, and continuity



OONI network:

- Volunteer can install OONI Probe on iOS, Android, Linux & MacOS 
(web UI)
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?

INTERPRET the DATA:

- If Control != Experiment → Possible censorship
- Confirm a case of censorship when

 they have detected a block page. [*]

OONI: Open Observatory of Network Interference

Site

user

Control

Key Challenges for Longitudinal Measurement: 

- Ethics, coverage, and continuity

[*] from OONI overview slides 
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OONI: Ethical, Coverage and Continuity Challenges

EFFORT 1: detailed and honest consent form

- They explicitly say: “Anyone monitoring your internet activity (e.g. 
ISP) will know that you are running OONI Probe.”
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OONI: Ethical, Coverage and Continuity Challenges

EFFORT 1: detailed and honest consent form

EFFORT 2: established close relationships with locals and civil society



13

OONI: Ethical, Coverage and Continuity Challenges

EFFORT 3: Keep the community of volunteer involved

EFFORT 4: Dedicated Focus and Open Source Pledge

EFFORT 5: Greate Funders including Open Technology Fund (OTF), M-lab, FREE PRESS,... 

 

https://api.ooni.io/stats



Thinking Like an Attacker...
These machines blindly follow 
Internet protocol rules such as 
TCP/IP. 
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140 million public live IPv4 addresses 

How can we leverage standard 
protocol behaviors to detect whether 
two distant hosts can communicate?

Thinking Like an “Attacker”…
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?

Measuring Internet Censorship Globally… Remotely!

PROBLEM:

- How can we detect whether pairs of hosts
around the world can talk to each other from
somewhere else in the world

- Can we identify intermediary machines that arguably 
constitute “infrastructure” to  reduce risk for volunteers? Site

user
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Spooky Scan

Spooky Scan uses TCP/IP side channels to 
detect whether a user and a site can 
communicate (and in which direction packets 
are blocked)

Goal: Detect blocking from off-path

* TCP Idle Scan Antirez, (Bugtraq 1998)
* Detecting Intentional Packet Drops on the Internet via TCP/IP Side Channels  
  Roya Ensafi, Knockel, Alexander, and Crandall (PAM ’14)
* Idle Port Scanning and Non-interference Analysis of Network Protocol  
    Stacks Using Model Checking
  Roya Ensafi, Park, Kapur, and Crandall (Usenix Security 2010)

?
?

Site

user



Augur is a follow up system that uses 
the same TCP/IP side channels to 
detect blocking from off-path.

Goal: Scalable, ethical, and statistically robust 
system to continuously detect blocking.  
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Augur

?
?

Site

user

Augur

* Augur: Internet-Wide Detection of Connectivity Disruption 
  P. Pearce*, R. Ensafi*, F. Li, N. Feamster, V. Paxson 
 (* joint first authors)



TCP Handshake:

TCP/IP
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SYN/ACK  [IP ID: Y]

SYN [IP ID:X]

ACK [IP ID:X+1]

Port status is 
open/closed

SYN-ACK
RST

Port status is 
open

SYN
SYN/ACK
SYN/ACK
SYN/ACK



Site 

Open port and 
retransmitting SYN-ACKs

“User” (Reflector)
Must maintain a 
global value for IP ID

Measurement Machine
Must be able to spoof packets
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Spooky Scan Requirements



Measurement 
machine

Site
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Spooky Scan

Reflector

Reflector IP ID



Measurement 
machine

Site

SYN/ACK1
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Spooky Scan
No direction blocked

Reflector

Reflector IP ID:
7000



Spooky Scan
No direction blocked

RST [IP ID: 7000]

Spooky Scan
No direction blocked SYN/ACK

Measurement 
machine

1

2

Reflector

Site
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Reflector IP ID:
7000



Spooky Scan
No direction blocked

Spooky Scan
Reflector IP ID:
7000

SYN/ACK

Measurement 
machine

1

2

3

Reflector

Site

Spoofed SYN

[src: Reflector IP]
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RST [IP ID: 7000]



Spooky Scan
No direction blocked

Spooky Scan
Reflector IP ID:
7000

SYN/ACK

Measurement 
machine

1

3

SYN/ACK
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RST [IP ID: 7000]

Spoofed SYN

[src: Reflector IP]

Reflector

Site

4

2



Spooky Scan
No direction blocked

Spooky Scan
Reflector IP ID:
7000
7001

SYN/ACK

Measurement 
machine

1

2

3

5

Reflector

Site

RST
[IP ID: 7001]

4SYN/ACK
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RST [IP ID: 7000]

Spoofed SYN

[src: Reflector IP]



Reflector IP ID:
7000
7001
7002

SYN/ACK

Measurement 
machine

1

2

3

5

Reflector

Site

4SYN/ACK

RST [IP ID: 7002]
SYN/ACK6

7
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RST [IP ID: 7000]

Spoofed SYN

[src: Reflector IP]

RST
[IP ID: 7001]

No direction blocked

Spooky Scan



Reflector IP ID:
7000
7001
7002
7003

SYN/ACK

Measurement 
machine

1

2

3

5

Reflector

Site

4SYN/ACK

RST [IP ID: 7002]
SYN/ACK6

7
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RST [IP ID: 7000]

Spoofed SYN

[src: Reflector IP]

RST
[IP ID: 7001]

Probe [IP ID: 7003]

No direction blocked

Spooky Scan



SYN/ACK

Measurement 
machine

1

2

3

RST [IP ID: 7001]
SYN/ACK5

6
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RST [IP ID: 7000]

Spoofed SYN

[src: ClientIP]

Spooky Scan

SYN/ACK
4

Reflector IP ID:
7000
7001
7002

Reflector

Site

Site-to-Reflector 
Blocked

Probe [IP ID: 7002]



SYN/ACK

Measurement 
machine

1

2

3

RST [IP ID: 7002]
SYN/ACK6

7
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RST [IP ID: 7000]

Spoofed SYN

[src: ClientIP]

Reflector-to-Site
Blocked

Spooky Scan
Reflector IP ID:
7000
7001
7002

Site

4
SYN/ACK

5 RST



SYN/ACK

Measurement 
machine

1

2

3

RST [IP ID: 7002]
SYN/ACK6

7
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RST [IP ID: 7000]

Spoofed SYN

[src: ClientIP]

Reflector-to-Site
Blocked

Spooky Scan
Reflector IP ID:
7000
7001
7002
7003
7004

Site

4
SYN/ACK

5 RST

Probe [IP ID: 7004]



No Direction
Blocked

Site-to-Reflector 
Blocked

Reflector-to-Site 
Blocked
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Spooky Scan

 IP ID1  =  1
 IP ID2  =  1

 IP ID1  =  2
 IP ID2  =  1

 IP ID1  =  2
 IP ID2  =  2



Coping with Reflector IP ID Noise

Amplifying the signal

Effect of sending N spoofed SYNs:

32

Reflector

No Direction BlockedSite-to-Reflector Blocked Reflector-to-Site Blocked

 IP ID1  =  (1 + noise)
      IP ID2  =  noise 

  IP ID1  =  (1 + N + noise)
    IP ID2  =  noise

  IP ID1  =  (1 + N + noise)
    IP ID2  =  (1 + N + noise)



Coping with Reflector IP ID Noise

Amplifying the signal

Effect of sending N spoofed SYNs:

Repeating the experiment

To eliminate the effects of packet loss, sudden bursts of packets, ...

33

Reflector

No Direction BlockedSite-to-Reflector Blocked Reflector-to-Site Blocked

 IP ID1  =  (1 + noise)
      IP ID2  =  noise 

  IP ID1  =  (1 + N + noise)
    IP ID2  =  noise

  IP ID1  =  (1 + N + noise)
    IP ID2  =  (1 + N + noise)



Detection

Augur Framework

Reflector
selection

Reflector
Characterization

User input

Target
countries

All 
responsive 

IPs  
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Detection

Augur Framework

Reflector
selection

Reflector
Characterization

Site 
characterization

User input

Target
countries

Site
address

All 
responsive 

IPs  
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Detection

Augur Framework

Reflector
selection

Reflector
Characterization

Site 
characterization Scheduler

User input

Target
countries

Site
address

Probing

All 
responsive 

IPs  

36



Detection

Augur Framework

Reflector
selection

Reflector
Characterization

Site 
characterization Scheduler

User input Ref-to-Site
blocking
— OR —

Site-to-Ref
 blocking
— OR —

No blocking
— OR —

Error

System output

Target
countries

Site
address

Probing

Detection/
Validation

All 
responsive 

IPs  
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Challenge: Need 
global vantage points 
from which to measure

Coverage Scanning IPv4 on port 80:

    -  22.7 million potential reflectors!

     Compare: 10,000 in prior work (RIPE Atlas)

THREE KEY CHALLENGES: 
Coverage, ethics, and continuity
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Challenge: Probing 
banned sites from 
users’ machines 
creates risk

Ethics Reflector IP ID:
1000
1001
1002

5

Site

4

Reflector

SYN/ACK

RST
[IP ID: 1001]
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Challenge: Probing 
banned sites from 
users’ machines 
creates risk

Ethics Use only infrastructure devices to source probes 

Global IP ID 22.7 million 236 countries (and 
dependent 
territories)

Two hops back from end user 53,000 180 countries

User

Internet

THREE KEY CHALLENGES: 
Coverage, ethics, and continuity



Augur doesn’t depend on end users’ availability, 
and routers have less downtime, allowing us to 
collect measurements continuously.
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Challenge: Need to 
repeat measurements 
over time

Continuity

THREE KEY CHALLENGES: 
Coverage, ethics, and continuity
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Reflectors: 2,050    

Sites: 2,134 (Citizen Lab list + Alexa Top-10K) 

           Mix of sensitive and popular sites

Duration: 17 days

Measurements per reflector-site: 47

Overall # of measurements: 207.6 million

Running
Augur 
In the Wild
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Site-to-Reflector 
Blocked

Top 
Blocked Sites 

Site-to-Reflector blocking

Interesting example: 
- amtrak.com was blocked for 21% of reflectors, 57% of 

countries (ranked 6) → Collateral damage

Reflector

Site
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Reflector-to-site 
Blocked

Top 
Blocked Sites 

Reflector-to-site blocking

Interesting example:
- nsa.gov was blocked for 7.4% of reflectors,

 23% of countries (ranked 1)

Note:  Some servers discriminate by providing 
             their services to specific regions
Examples: Dating sites, banking sites, or sites that
                    have to follow embargo rules

Reflector

Site
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Side Channels at Other Network Layers

IP routing

TCP handshake

(opt) TLS handshake

HTTP requests

What’s new 
on cnn.com?

Network interference 
happens at all layers

DNS A query fo
r

cn
n.co

m

Resolver
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Satellite (Iris)

Satellite is a system that uses DNS open 
resolvers to detect whether a user can resolve 
a domain accurately 

Goal: Scalable, ethical, and statistically 
robust system to continuously detect DNS 
level manipulation 

* Satellite: Joint Analysis of CDNs and Network-Level Interference,Satelite, Scott, 
Anderson, Kohno, and Krishnamurthy.  In USENIX ATC, 2016.
* Global Measurement of DNS Manipulation, Pearce,  Jones, Li, Ensafi , Feamster, 
Paxson, USENIX Security, August 2017

Resolver

DNS query 
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Challenge:
 Identify “wrong” 
DNS responses

Deploying
Satellite

Coverage:

- Scan IPv4 for open resolvers: 11M resolvers, 6M 

returned correct answer, 166 countries

Ethical:

- Using resolvers reasonably attributed to Internet 

naming infrastructures: ~ 14k

Continuity:

- Satellite doesn’t depend on end users’ availability, and 

resolvers have less downtime

Detecting DNS manipulation: 

- Using consistency and independent verifiability 

heuristics.

THREE KEY CHALLENGES: 
Coverage, ethics, and continuity
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Side Channels at Other Network Layers

IP routing

TCP handshake

(opt) TLS handshake

HTTP requests

What’s new 
on cnn.com?

Network interference 
happens at all layers

DNS query fo
r

cn
n.co

m

Resolver
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Side Channel to Detect Application-Layer Blocking

PROBLEM:

- How can we detect whether a keyword/URLs are
being blocked around the world?

TCP Handshake

GET https://google.com

RST RST

ServerUser
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Echo Protocol to the Rescue!

GET https://google.com

TCP Handshake

GET https://google.com

Echo
Server

Measurement Machine

Echo Protocol:
- The Echo Protocol, as defined in RFC862 in 1983 by J. Postel, is a network debugging 

service, predating ICMP Ping. 

Using the Echo Protocol:

- An Echo service simply sends back to the originating source any data it receives.
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Echo Protocol to the Rescue!

Using the Echo Protocol:

- An Echo service simply sends back to the originating source any data it receives.

GET https://google.com

TCP Handshake

GET https://google.com

RST RST

Measurement Machine Echo
Server
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Quack

Quack is a system that uses Echo servers to 
detect whether a keywords/URLs are blocked

Goal: Scalable, ethical, and statistically 
robust system to continuously detect 
application-layer blocking

Echo 
server

Querie
s
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Side Channels at Other Network Layers

IP routing

TCP handshake

(opt) TLS handshake

HTTP requests

What’s new 
on cnn.com?

Network interference 
happens at all layers

DNS query fo
r

cn
n.co

m

Resolver
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Side Channels at Other Network Layers

IP routing

TCP handshake

(opt) TLS handshake

HTTP requests

What’s new 
on cnn.com?

Network interference 
happens at all layers

DNS query fo
r

cn
n.co

m

Resolver
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Censored Planet, a system that provides a continual 
and global view of Internet censorship

- Daily reachability measurements for key websites from 
countries worldwide

- Data collected with Augur, Satellite, and Quack combined 
with side channels at other network layers

- Tools for mapping and comparative analyses
across locations and time
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Backup slides :)



Augur for Continuous Scanning
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Insight: Some measurements much noisier than others.



               

                - For first 4s, query IPID every sec

               -

               - Query IPID 

Send 10 spoofed SYNs
Query IPID

Run

Probing Methodology:

    Until we have high enough confidence (or up to):

Augur for Continuous Scanning
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Insight: Some measurements much noisier than others.



               

                - For first 4s, query IPID every sec

               -

               - Query IPID 

Send 10 spoofed SYNs
Query IPID

Run

Probing Methodology:

    Until we have high enough confidence (or up to):

Augur for Continuous Scanning
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Insight: Some measurements much noisier than others.

Repeat runs and

use Seq. Hypothesis Testing 

to gradually build confidence.



Augur: Sequential Hypothesis Testing

Defining a random variable:
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if no IPID acceleration occurs
if IPID acceleration occurs



Augur: Sequential Hypothesis Testing

Defining a random variable:

Calculate known outcome probabilities (priors):
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Prior 1: Prob. of no IPID acceleration when there is blocking
Prior 2: Prob. of IPID acceleration when there is no blocking

if no IPID acceleration occurs
if IPID acceleration occurs



Based on            ,
can we decide 
the blocking 
case? 

Augur: Sequential Hypothesis Testing
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Trial

Update

No

Site-to-Ref blocking

Yes

Output Unknown

Ref-to-Site blocking          

No Blocking

Maximum Likelihood Ratio

No
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Augur Framework


