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Data Models of I2NSF
• draft-ietf-i2nsf-capability-data-model-01

− Capabilities of NSFs

• draft-ietf-i2nsf-consumer-facing-interface-dm-01
− Consumer-Facing Interface

• draft-ietf-i2nsf-nsf-facing-interface-dm-01
− NSF-Facing Interface

• draft-hyun-i2nsf-registration-interface-dm-05 
− Registration Interface

• draft-hong-i2nsf-nsf-monitoring-data-model-04 
− NSF-Facing Interface
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Data Models of I2NSF
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draft-ietf-i2nsf-capability-data-model-01

draft-ietf-i2nsf-consumer-
facing-interface-dm-01

draft-ietf-i2nsf-nsf-facing-
interface-dm-01

draft-hong-i2nsf-nsf-
monitoring-data-model-04 

draft-hyun-i2nsf-
registration-interface-dm-05

Consumer-Facing Interface NSF-Facing Interface Registration Interface



I2NSF Capability YANG Data Model
(draft-ietf-i2nsf-capability-data-model-01)

Susan Hares, Jaehoon Paul Jeong, Jinyong (Tim) Kim,

Robert Moskowitz, and Qiushi Lin



Updates from the Previous Version 
• The Previous Draft:

− draft-ietf-i2nsf-capability-data-model-00

• This draft defines a YANG Data Model (DM) corresponding to the 
Information Models (IMs) for NSF-Facing Interface and
Registration Interface.

− draft-ietf-i2nsf-capabilities-02
− draft-hyun-i2nsf-registration-interface-im-06

• This data model is the base data model for other data models.
− draft-ietf-i2nsf-consumer-facing-interface-dm-01
− draft-ietf-i2nsf-nsf-facing-interface-dm-01
− draft-hyun-i2nsf-registration-interface-dm-05
− draft-hong-i2nsf-nsf-monitoring-data-model-04

• This YANG data module was verified through a prototype
implemented at IETF-102 Hackathon.
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List of Changes

• Consistency with capability information model
− draft-ietf-i2nsf-capabilities-02

• Clarification and simplification of capabilities

• Addition of condition capabilities

• Replacement from unnecessary leaf-list to leaf

• Addition of NSF capabilities for content security and 
attack mitigation
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Addition of condition capabilities
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Application condition

URL category condition



Replacement from unnecessary leaf-list to leaf
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OLD: NEW:



Addition of NSF Capabilities for Content 
Security and Attack Mitigation
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Content Security Capabilities

Attack Mitigation Capabilities



• We will continue to work for the YANG data model of  
Object-Oriented (OO) Style.

• We will verify the YANG data model by implementing 
a prototype in the IETF Hackathon-103.

− Registration Interface
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Next Steps



I2NSF Data Model of Consumer-Facing 
Interface for Security Management

(draft-ietf-i2nsf-consumer-facing-interface-dm-01)

Jaehoon (Paul) Jeong, Eunsoo Kim, Tae-Jin Ahn, 

Rakesh Kumar, and Susan hares



Updates from the Previous Version 

• The Previous Draft:
− draft-ietf-i2nsf-consumer-facing-interface-dm-00 

• This document defines a YANG Data Model (DM) 
corresponding to the Requirements and Information 
Model (IM) for Consumer-Facing Interface (CFI):

− draft-ietf-i2nsf-client-facing-interface-req-05 
− draft-kumar-i2nsf-client-facing-interface-im-07 

• This YANG data module was verified through a 
prototype implemented at IETF-102 Hackathon.
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List of Updates
• The following changes are made from draft-ietf-i2nsf-

consumer-facing-interface-dm-01

− The diagram representing the high-level abstraction for 
consumer facing interface.

− Minor changes in the name of objects for synchronizing 
to the information model.
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Modification of YANG module
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• A diagram representing 
the high-level abstraction 
for consumer facing 
interface (CFI).

• The diagram describes 
the objects consisting the 
CFI information model 
and the derivation of the 
data model.



• We will change the current YANG data model to the 
YANG data model of  Object-Oriented (OO) Style.

• We will verify the YANG data model by implementing 
a prototype in the IETF Hackathon-103.

− Consumer-Facing Interface
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Next Steps



Network Security Functions Facing 
Interface YANG Data Model

(draft-ietf-i2nsf-nsf-facing-interface-dm-01)

Jinyong (Tim) Kim, Jaehoon Paul Jeong, Jung-Soo Park, 

Susan Hares, and Qiushi Lin



Updates from the Previous Version 

• The Previous Draft:
− draft-ietf-i2nsf-nsf-facing-interface-dm-00 

• This document defines a YANG Data Model (DM) 
corresponding to the Information Model (IM) for NSF-
Facing Interface:

− draft-ietf-i2nsf-capability-02

• This data model is derived from capability data model.
− draft-ietf-i2nsf-capability-data-model-01

• This YANG data module was verified through a prototype
implemented at IETF-102 Hackathon.

17



List of Updates

• Consistency with capability information model
− draft-ietf-i2nsf-capabilities-02

• Xia’s Comments
− Modification of YANG module

From a policy list to a policy container (Resolved)
From a rule id to a rule name (Resolved)
Default action (Resolved)

− Addition of additional attributes for a policy
Session time (Resolved)
Rule group (Resolved)
Rule log (Resolved)
Additional conditions (Resolved)
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Modification of YANG module
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 From a policy list to a policy container

OLD: NEW:



Modification of YANG module

20

 From a rule id to a rule name

OLD: NEW:



Modification of YANG module

21

 Default action

OLD: NEW:



Addition of additional attributes for a policy
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 Session time



Addition of additional attributes for a policy
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 Rule group



Addition of additional attributes for a policy
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 Logs for a rule and a session



Addition of additional attributes for a policy
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 Additional condition components

Application condition URL category condition



• We will continue to work for the YANG data model of  
Object-Oriented (OO) Style.

• We will verify the YANG data model by implementing 
a prototype in the IETF Hackathon-103.

− NSF-Facing Interface
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Next Steps



I2NSF Registration Interface 
YANG Data Model

(draft-hyun-i2nsf-registration-interface-dm-05)

Sangwon Hyun, Jaehoon (Paul) Jeong, 

Taekyun Roh, Sarang Wi and Jungsoo Park



Updates from the Previous Version 

• The Previous Drafts:
− draft-hyun-i2nsf-registration-interface-data-model-03
− draft-hyun-i2nsf-registration-interface-data-model-04

• This draft defines a YANG Data Model (DM) 
corresponding to the Information Model (IM) for 
Registration Interface.

− draft-hyun-i2nsf-registration-interface-im-06

• This YANG data module was verified through a 
prototype implemented at IETF-102 Hackathon.
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List of Changes

• Addition of a function for updating NSF capabilities

• Clarification and simplification of capabilities

• Addition of condition capabilities
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OLD: NEW:

Addition of a Function for Updating NSF Capabilities



• WG Adoption Call at IETF 102

• We will continue to work for the YANG data model of  
Object-Oriented (OO) Style.

• We will verify the YANG data model by implementing a 
prototype in the IETF Hackathon-103.

− Registration Interface
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Next Steps



YANG Data Model for Monitoring
I2NSF Network Security Functions

(draft-hong-i2nsf-nsf-monitoring-data-model-04)

Dongjin Hong, Jaehoon (Paul) Jeong, Jinyong (Tim) Kim,

Susan Hares, Liang Xia, and Henk Birkholz



• The Previous Draft:
- draft-hong-i2nsf-nsf-monitoring-data-model-03

• Changes from the previous versions
- The YANG data model has been reorganized in detail by 

synchronizing with the latest information model:
draft-zhang-i2nsf-info-model-monitoring-06

- The YANG data model has been reorganized by a partial 
implementation based on ConfD.
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Updates from the Previous Version 



Information and Data Models for NSF Monitoring

34

Notification

Monitoring
Information

Event

Log

NSF CounterCounter

Alarm

System Counter

System Event

System Alarm

System Log

NSF Event

NSF Log

• The latest Information Model and YANG data model are synchronized
as follows:
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OLD: NEW:

Addition of Monitoring Information Characteristics 



NSF-Facing Interface

Implementation (1/2)
• Partial Implementation

36NSF Pool of Developer’s Mgmt System A

Security Controller

NSF – 1

…

Netconf Client for
NSF-Facing interface

Netconf Client for
NSF Monitoring

NSF – n

Netconf Server for
NSF-Facing 
interface

Netconf Server for
NSF-Facing 
interface

Netconf Server for
NSF Monitoring

Netconf Server for
NSF Monitoring



NSF-Facing Interface

Implementation (2/2)
• Partial Implementation

37NSF Pool of Developer’s Mgmt System A

Security Controller

NSF – 1

…

NSF – n

Netconf Server for
NSF-Facing 
interface

Netconf Server for
NSF-Facing 
interface

Netconf Server for
NSF Monitoring

Netconf Server for
NSF Monitoring

Netconf Client for
NSF-Facing interface

Netconf Client for
NSF Monitoring



• WG Adoption Call at IETF 102

• Completion of Reorganization
- We will reorganize the data model for the updated information 

model for NSF Monitoring.

• Configuration and Manipulation for Monitoring
- Using NSF-Facing Interface

• Completion of Implementation
- We will fully implement NSF Monitoring Data Model.
- We will integrate Monitoring data model into NSF-Facing Interface.
- We will verify our implementation at IETF-103 Hackathon.
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Next Steps


