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Premise of the document

m RSA and DSA key generation requires producing primes of a
desired bit length

m There is history of composite “primes’ being used for RSA?

m It is possible to generate a proof of primality along with the
prime, e.g., the Shawe-Taylor algorithm in FIPS186-4

m If you have it, keep the proof alongside the private key in an
attribute of the PKCS#8 container

m No restriction on use — private/internal bookkeeping, send to
auditor, etc.

2e.g., https://factorable.net/


https://factorable.net/

Is this the right scope?

m Can we give guidance on how to use this?

m Are there any other places we might want to have primality
proofs?

m Should the IETF adopt this work?



