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The Border Gateway Protocol (BGP)

Source: https://advox.globalvoices.org/2008/02/24/pakistan-partial-block-of-youtube/

https://advox.globalvoices.org/2008/02/24/pakistan-partial-block-of-youtube/


  

BGP: Inter-Domain Routing
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● Routing Claims

● Identity Claims

● Resource Claims

● No Warrants



  

Who can exert control?

Standards Resources Topology

Autonomy AccountabilityRights

How can we trust?



  

Shifting Authority
RFC 823:

“For reasons of maintainability and operability,
it is easiest to build such a system in a

 homogeneous fashion where all gateways are 
under a single authority and control, as is the

practice in other network implementations.”

RFC 827:
“...intended for a set of autonomous systems 

which are connected in a tree, with no cycles…
...does not enable the passing of sufficient

information to prevent routing loops
if cycles in the topology do exist...”

NSF 93-52:
“The solicitation also invites proposals for an RA

organization to establish and maintain databases and
routing services which may be used by attached

networks to obtain routing information”

GGP

EGP

Authority

Authority

BGP Authority?



  
Sources: http://www.cidr-report.org/as2.0/
http://www.caida.org/research/topology/as_core_network/2017/

Autonomous systems:
>60,000
IP address prefixes:
>740,000

http://www.cidr-report.org/as2.0/
http://www.caida.org/research/topology/as_core_network/2017/


  

Problem

Solution:
Assurance
Structure

Solution:
Trust

Relation
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The Internet

Trust in
Communities of Practice



  

In the idealized world of humans not being social 
animals ... you’d have really, really high quality, low-
friction, functioning contacts everywhere you 
needed to.

But the reality is that the problem with the Internet 
is that people with whom you have no direct 
adjacency or any direct contractual or financial 
relationship can ruin your network.



  

There’s lots of communication through 
backchannels, lots of unofficial communication. 
There’s lots of things that nobody can officially talk 
about, but if we can all share information about it, 
we can make the Internet a better place.

So there’s lots of communities, and the only way 
that you gain admission into a community is to be a 
trusted individual.



  The North American Network Operators Group (NANOG)



  
The South Asia Network Operators Group (SANOG)
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Trust in Institutions
Assurance
Structure

Assurance
Structure

Autonomy

Embeddedness



  

Resources



  

Shifting Authority with RPKI

RIRs

Interpersonal Trust Institutional Assurance
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BGP: Inter-Domain Routing

Embedded Autonomy



  

Who can exert control?

Standards Resources Topology

Autonomy AccountabilityRights

How can we trust?



  

Standards

Resources

Topology

Technology

Institutions

Relationships

Who can exert control? How can we trust?



  

Questions?
ashwinjmathew@berkeley.edu

ashwin@pch.net

https://sanmathi.org/ashwin/

mailto:ashwinjmathew@berkeley.edu
mailto:ashwin@pch.net
https://sanmathi.org/ashwin/
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