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Motivation

Provide simple, protocol agnostic, flexible, inband mechanism to track
and collect per flow per packet network telemetry data with low cost
and high performance of HW



IFA — Protocol Requirements

For Use When

— Standard protocol header can not be overloaded
— VxXLAN header fields are overloaded in various proprietary implementations
— GRE header fields are overloaded in various proprietary implementations
— IP TOS bits are fully utilized and can not be overloaded for IFA identification
— Work with regular packet headers
— E.g., need to maintain the flow path for TCP/UDP flows
— Tunneling packets is NOT acceptable
— L4 Header is needed for load balancing hash computation
— L4 ACLs need to be supported
— L4 fields are needed for hash computation
— Protocol agnostic deployment is required

— Consistent implementation
— Single consistent definition for IPv4 and IPv6 domains



IFA — Operational Requirements

For Use When

— Topology needs to support a disparate set of metadata
— Standard metadata is NOT sufficient

— Need to allow for clone, truncate, and drop
— PMTU modification is not acceptable

— Inserting large amount of per packet metadata is NOT acceptable



IFA — Performance Requirements

For Use When

— High Performance H/W implementation is required
— No penalty of processing IFA packets
— Low impact on HW parse depth for performing Strip and Forward
— Localized edits with in a single block
— Localization of all modifiable fields
— Low cost of implementation

— Single consistent implementation for all protocols
— Keeps the cost of HW low



IFA — Upper Layer Protocol
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[FA IPv4/IPv6 Encapsulation | 2 3
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IPv6 Header:

0 1 2 3 s R e R R Rt s B e

012345678901234567890123456789C01 |[Version| Traffic Class | Flow Label |
IPv4 Header: e e e i sl e e e e o et et e e e e S S N S et st
R s e e e e R e e e  Eanl H e e e e e e e S e \ Payload Length [Next Hdr = IFA |  Hop Limit |
|Version| IHL |Type of Service] Total Length | s R R Rt s B e
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F L l
| Identification |Flags | Fragment Offset | ‘ |
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F + Source IPv6 Address +
| Time to Live | Protocol = IFA| Header Checksum | \ |
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F + +
| Source IPv4 Address | | I

s R T e s R e et R
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F | |
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Fot—t—t—f—t—t—t—F—t—t—t—F—t—t—F—F—F—t—F—F—F—t—F—F—F—t—F—F—F—+—+—F | |
IFA Header: + Destination IPv6 Address +
Fot—t—t—t—F—t—t—F—F—t—t—F—F—F—t—F =t~ —F—F—F—t—F—F—F—F—F—F—+—+—+ |
|[Ver=2.0| GNS | NextHdr = UDP | Flags | Max Length | + +
Fot—t—t—t—F—t—t—F—F—t—t—F—F—F—t—F—F—F—t—F—F—F—t—F—F—F——F—F—+—+—+ |
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IFA IPv4 AH (TCP payload) Encapsulation

0 1 2 3

01234567890123456789012345678901
IPv4 Header: * |Pv4 options are separate then protocol extension headers (unlike
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F IPv6)

|[Version| IHL |[Type of Service| Total Length | L.
S O S S N G W R * |FA base header is inserted after the IP header
| Identification |Flags | Fragment Offset I * MD stack is inserted after the IP AH header (works for both transport
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F
, , and tunnel mode)
|  Time to Live | Protocol = IFA] Header Checksum | . . . .
S S W U S ST VAU S U * |Pv4 IFA layering remains same if protocol extension headers are
| Source IPv4 Address | present are not
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F . . .
]

| Destination Ipvd Address | AH payload is not touched so IPSec tunnel strip and forward is easy
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F
IFA Header:
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F ,"‘]'

|Ver=2.0| GNS | NextHdr = 51 | Flags | Max Length | — Nexi Feader p— m—
Fot—t ==ttt —F—F =t —+—F 51 4 6 Header TCP Data
AH Header:
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F = —
~ Next Header = 6 ~

________________________________ New IPv4 Authentication Original IPv4 Datagram
Fot—t ==ttt —F—F =t —+—F e e (Encapsulated)
IFA Metadata Stack: —

t—t—F—F—t—t—t—t—t—t—F—F—F—F—t—t -ttt —F—F—F—F -ttt -t~ —F—F—F—F+—+
| IFA Metadata Header and Stack |
t—t—F—F—t—t—t—t—t—t—F—F—F—F—t—t -ttt —F—F—F—F -ttt -t~ —F—F—F—F+—+

S
Authenticated Fields

IP Data (Transport Mode) : IP Data (Tunnel Mode) :

t—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t -ttt —F—F—F—F -ttt -t~ —F—F—F—F+—+ t—t—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F =ttt -t —F—F—F—F—F—+—+
~ TCP Header and Payload ~ ~ Orlglnal IP, TCP Header and Payload ~
t—t—F—F—t—t—t—t—t—t—F—F—F—F—t—t -ttt —F—F—F—F -ttt -t~ —F—F—F—F+—+ t—t—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F =ttt -t —F—F—F—F—F—+—+
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IFA IPv4 ESP (TCP payload) Encapsulation

0 1 2 3
01234567890123456789012345678901
IPv4 Header: * |Pv4 options are separate then protocol extension headers (unlike
et e e s S e et et T R IPv6)
|[Version| IHL |[Type of Service| Total Length
S O S S N G W R * |FA base header is inserted after the IP header
| Identification |Flags | Fragment Offset I * MD stack is inserted after the IP AH header (works for both transport
S s S S S S A S S S and tunnel mode)
|  Time to Live | Protocol = IFA] Header Checksum | . . . .
S S W U S ST VAU S U IPv4 IFA layering remains same if protocol extension headers are
| Source IPv4 Address | present are not
et e e s S e et et T R . .
| Destination Ipvd Address | ESP paylgad is encrypted and not touched so IPSec tunnel strip and
Fot—t ottt =ttt —F—F—F—t—F—F—F—t—F—F =t —+—F forward is easy
IFA Header:
et e e s S e et et T R
|[Ver=2.0] GNS | NextHdr = 50 | Flags | Max Length | (,"ji
bt — — b — bbb bbb bbb bbb — === =+ e Protocol TCP | 1cp Data e
ESP Header: e =
et e e s S e et et T R v Header P Data
- Next Header = 6 ~ New IPv4 ESP Original IPv4 Datagram ESP Auth
+-+-+-+-+-+-+++++-+-+-+-+-++-+++-F-F-F-+-+-+-F+-F—-F-F-F-F-+ Header Header (Encapsulated and Encrypted) ESP Trailer Data
IFA Metadata Stack: : ~— — -
e R e e e e i s M R B e e e e e e e e e et S ~ Encrypted Fields ,
| IFA Metadata Header and Stack | Authenﬁ;;:;;;:;ﬁs
et e e s S e et et T R
Encrypted IP Data (Transport Mode) : Encrypted IP Data (Tunnel Mode) :
et T e s S e et et E R ottt —t—t =ttt =t =ttt =t~ b=ttt ==t~ —t—F—t—F—+—+
~ TCP Header and Payload ~ ~ Original IP, TCP Header and Payload ~
et e e s S e et et T R ottt —t—t =ttt =t =ttt =t~ b=ttt ==t~ —t—F—t—F—+—+
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IPv6 Extension Header Processing
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IPv6 Header:

et L A K At S e s St e
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+ +
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—t =ttt =t

ot — = — = =+ — + — + —
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2

N o o b
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Upper Layer
Upper Layer
Upper Layer
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Basic IPv6 Header
Hop-by-Hop Options

Destination Options (with
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Encapsulation Security
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Destination Options
Mobility Header
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TCP

UDP
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IFA

Next Header Code
0
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IPv6 Extn Header Data Traffic Example

Next Header is the Routing EH
piiciish . ¢ Traffic Class 1 Flow Label
Payload Length Next Header =43

Source IPv6 Address

(Care of Address of Mobile Node A)
Destination IPv6 Address

Next Header is the
Destination EH

— ]

(Care of Address of Mobile Node B)

BRI  votien2  RouTypes2
Next Header is the Reserved=0
Fragment EH ‘
’ . _l Home Address of Mobile Node B
HdrExLen=2 Opt.Type=1
I 0 0 Opt.Type=201
Next Header is TCP Home Address of Mobile Node A
BT s maen
Identification
Upper Layer (UL) Header Payload

e ———

1 ‘
Hop Limit
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B &
Seglef=1 | %
i |24 Octets
i
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Optlen=16 | |24 Octets
1
Res M
' |8 Octets
. 2

Order
1
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w

N o o b
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Upper Layer
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Authentication Header

Encapsulation Security
Payload Header
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IFA IPv6 Extn Header Data Traffic Example

0 1 2 3 0 1 2 3

012345678901 23456789012345678901 012345678901 23456789012345678901
IPv6 Header with Extension Header: IPv6 Header without Extension Header:
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ A=t —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—t—F—F—F—F—F =ttt -+~ —+—F+—+
|Version| Traffic Class | Flow Label | |Version| Traffic Class | Flow Label |
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—t—F—F—F—F—t—t—t—t—F—F—F—F—+—+ At —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F =ttt —F—F—F—F—F =ttt -+~ —+—F+—+
| Payload Length |[Next Hdr = 43 | Hop Limit | | Payload Length |INext Hdr = 6 | Hop Limit |
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ A=t —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—t—F—F—F—F—F =ttt -+~ —+—F+—+
~ Source IPv6 Address ~ o~ Source IPv6 Address ~
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—F—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ At —F—F—F—F—F—F—t—F—t—F—F—F—F—F -ttt -t —F—F—F—F—F =ttt —+—F+—+
~ Destination IPv6 Address ~ o~ Destination IPv6 Address ~
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ A=t —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—t—F—F—F—F—F =ttt -+~ —+—F+—+
| NH = 60. | Extension Header | | NH = IFA | Extension Header
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ A=t —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—t—F—F—F—F—F =ttt -+~ —+—F+—+
| NH = 44. | Extension Header | IFA Header:
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—F—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ At —F—F—F—F—F—F—t—F—t—F—F—F—F—F -ttt -t —F—F—F—F—F =ttt —+—F+—+
| NH = IFA | Extension Header | |[Ver=2.0] GNS | NextHdr = 6 | Flags | Max Length |
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ A=t —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—t—F—F—F—F—F =ttt -+~ —+—F+—+
IFA Header: TCP Header:
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+  A—t—F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—F—F—F—F—F—F =ttt -+~ —+—F+—+
|[Ver=2.0| GNS |NextHdr=UDP/TCP| Flags | Max Length | | UDP/TCP Header |
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ A=t —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—t—F—F—F—F—F =ttt -+~ —+—F+—+
UDP/TCP Header: IFA Metadata Stack:
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—t—t—F—F—F—F—t—t—t—t—F—F—F—F—+—+ At —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F =ttt —F—F—F—F—F =ttt -+~ —+—F+—+
| UDP/TCP Header | | IFA Metadata Header and Stack
+—t—F—F—t—t—t—t—t—F—F—F—F—F—t—t—t—F—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ At —F—F—F—F—F—F—t—F—t—F—F—F—F—F -ttt -t —F—F—F—F—F =ttt —+—F+—+
IFA Metadata Stack: TCP Payload:
+—t—F—F—t—t—t—t—t—F—F—F—F—Ft—t—t—t—t—F—F—F—F—F—t—t—t—t—F—F—F—F—+—+ At —F—F—F—F—F—F—t—F—t—F—F—F—F—F—F—t—F—F—F—F—F—F—F -ttt -+~ —+—F+—+
| IFA Metadata Header and Stack | | L4 Payload
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UDR/TCP Payload: *  Parse Extension header as is (May need punt to CPU)
T 6 T S S A RSN

| L4 Payload | * Insert IFA base header if UL header is detected
s s m e B s ata E T e e B e R e |nsert metadata after the UL header
. . . . 16
* |pv6 IFA layering remains same if extension headers are present are not
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