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Draft Overview
• Authenticate & authorize xTRs using the mapping system 

• How to sign Map-Registers 

• How to sign Map-Requests 

• How to store public-keys in mapping system 

• Introduces Crypto-EIDs 

• Introduces Signature-IDs (previously called Signature-EIDs)
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Benefits
• Strong Elliptic Curve Cryptography using DSA 

• Can verify and invalidate a single xTR 

• Can use the signature-ID for registering any EID type 

• Can use public-key for encrypting results sent back to xTR 

• Provides identity privacy - multiple key-pairs can be used
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Contents in -03/00
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Contents in -03/00
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Contents in -03/00
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Possible Todo List
• Spec how RLOC-probe Map-Requests signatures can be verified by ETRs 

and RLOC-probe Map-Replies by ITRs 

• Consider encrypting Map-Registers from ETR to Map-Server using public-
key of Map-Server (but can use shared-key right now) 

• Consider encrypting Map-Requests from ITR to Map-Resolver using public-
key of Map-Resolver (LISP-DDT takes it from here to Map-Server) 

• Consider encrypting Map-Replies from ETR/MS to ITR using public-key of ITR 

• Consider encrypting Map-Notifies from MS to ITR using public-key of ITR for 
PubSub
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Questions?
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