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just to level set

Who is reading their email?

Who knows what DANE is? DNNSEC?
Who has read the draft?

Who has followed the list discussions?
Who read this presentation?

Who is planning to implement?

Who is planning to deploy?



https://www.ietf.org/archive/id/draft-ietf-tls-dnssec-chain-extension-07.txt
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Primarily aimed at making
DANE practical for HTTPS,
where last-mile considerations
on the client end are a
significant part of the adoption
barrier.

Think of it as "“DANE stapling".
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‘“Downgrade”
re-identified as
an issue.
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"“Downgrade” Attack

tl;dr: DANE needs downgrade resistance against PKIX attacks.

Absent whitelists, a client misdirected to a server that has fraudulently acquired a
public CA-issued certificate for the real server's name, could be induced to

establish a PKIX verified connection to the rogue server that precluded DANE
authentication.
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But, was the issued raised
during the DISGUSS addressed
properly?
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Do you support publication of the document as
is, leaving these two issues to potentially be
addressed in follow-up work?

Issues:
1.  Recommendation of adding denial of
existence proofs in the chain provided
by the extension
2. Adding signaling to require the use of this
extension for a period of
time (Pinning with TTL)

If no then what should the WG work on:

A) Recommendation of adding denial of
existence proofs in the chain
provided by the extension

B) Adding signaling to require the use of this
extension for a period of
time (Pinning with TTL)

C) Both

(added later)

D) Remove pinning paragraph from draft.
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Participated in the thread.
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Answered the 1st question directly.

15



Answered the 2nd question.

(And, it wasn’t the same 10).

16



Split decision.

But, the chairs
determined there was
consensus for A) and
enough discussion to
recommend that the
AD return the draft to
the WG.



But, we never told the authors
to merge text related to DoL.
(more on this later)
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https://mailarchive.ietf.org/arch/msg/tls/_M693JN_GJGK1ssJAf_pKIAeopQ
https://mailarchive.ietf.org/arch/msg/tls/gckg6oyz2GUweIMcYBxf86vxvZo
https://mailarchive.ietf.org/arch/msg/tls/fCje1SR95ZPMU3qX7dcbcl0kEVI
https://datatracker.ietf.org/meeting/101/materials/slides-101-tls-sessb-dnssec-chain-extension-00
https://www.youtube.com/watch?v=vyWOakq0HhU
https://www.ietf.org/rfcdiff?url1=draft-ietf-tls-dnssec-chain-extension-06&url2=draft-ietf-tls-dnssec-chain-extension-07
https://mailarchive.ietf.org/arch/msg/tls/QucM_7Ap-rvWQIHaLL9g1SQOfyY
https://mailarchive.ietf.org/arch/msg/tls/zpxb0YhC9SsP--YC8iYVn5vI638
https://mailarchive.ietf.org/arch/msg/tls/g7_Rf2FJmLwRmApwUIiroraBBLw
https://mailarchive.ietf.org/arch/msg/tls/oHQlv7YeMwoGSGuEwjXTQzXg_XM
https://mailarchive.ietf.org/arch/msg/tls/P5h5C9uTI-j4ibf4j1ODshd_DsM
https://mailarchive.ietf.org/arch/msg/tls/y9hBG7Mb3hmrdB89wMoPwaLjbfs
https://mailarchive.ietf.org/arch/msg/tls/KwGE6cR8i7KybVyUA6k64P4zojk
https://mailarchive.ietf.org/arch/msg/tls/XSRpM4CJGnVUM_6pwxUuQA14J1s
https://datatracker.ietf.org/meeting/102/materials/slides-102-tls-a-dane-record-and-dnssec-authentication-chain-extension-for-tls-00
https://www.youtube.com/watch?v=M5vQZBx-WVA
https://www.youtube.com/watch?v=mx40DSeoxnw
https://mailarchive.ietf.org/arch/msg/tls/4nRTFV8Zj--z_MIJpNvU4vW5m5c
https://mailarchive.ietf.org/arch/msg/tls/dYa42nkRuthn9ISS2rO31jZGxJk
https://mailarchive.ietf.org/arch/msg/tls/ER25dkqv3lzxk4yE2F-1qbvDy9M
https://mailarchive.ietf.org/arch/msg/tls/9SuDj3gKZx8qTdEjR1U5qtkMd4Q

And now for some

housekeeping
(aka CYA for the chairs)




Consensus Gall (during SecCGon thread)

1. Do you support the
working group taking on
future work on a pinning
mechanism (based on the
modifications or another
approach)?

3. Do you support the proof of
denial of existence text in the
revision?

2. Do you support the
reserved bytes in the
revision for a future
pinning mechanism?

4. Do you support the new and
improved security
considerations?
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Participated in the thread.
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Consensus Gall (during SecCGon thread)

1. Do you support the
working group taking on
future work on a pinning
mechanism (based on the
modifications or another
approach)?

YES

—

3. Do you support the proof of
denial of existence text in the
revision?

L
—

2. Do you support the
reserved bytes in the
revision for a future
pinning mechanism?

NO

4. Do you support the new and
improved security
considerations?

]
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Direction



Direction for 24-part commit

Merge:

e Editorial commits
e DokE-related commits:*
e Reconfirmed consensus to adopt DoE text.
e Authors to identify which commits* are DoE related.
e Merge text.
e Security Considerations related:*
e Confirmed consensus to adopt updated Security Considerations.

e Authors to identify which commits are Security Considerations related.

e Merge text.

Publish new version.
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Observation



So now what!?

We have been circling for a while.
Fewer participants.
So, we can:

a) Publish the consensus document, i.e., without pinning or reserved field.
b) Have it gracefully die because there is no consensus to add pinning or
reserved bytes.
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https://www.ietf.org/proceedings/93/slides/slides-93-tls-1.pdf
https://www.youtube.com/watch?v=_RYBUGJd_LM
https://mailarchive.ietf.org/arch/msg/tls/LIIuqO_OshnNdAg0xvAUGY0GTWU
https://mailarchive.ietf.org/arch/msg/tls/hr2JiND4jGXEhUxfRZ6aci4dTMk
https://datatracker.ietf.org/meeting/95/materials/slides-95-tls-3
https://www.youtube.com/watch?v=Oz94zj37MV4
https://mailarchive.ietf.org/arch/msg/tls/ymEtvciDKGgI2JrGP6wlV7XWy7I
https://datatracker.ietf.org/doc/draft-ietf-tls-dnssec-chain-extension/00/
https://www.ietf.org/rfcdiff?url1=draft-ietf-tls-dnssec-chain-extension-00&url2=draft-ietf-tls-dnssec-chain-extension-01
https://www.ietf.org/rfcdiff?url1=draft-ietf-tls-dnssec-chain-extension-01&url2=draft-ietf-tls-dnssec-chain-extension-02
https://datatracker.ietf.org/meeting/97/materials/slides-97-tls-dnssec-chain-validation-00
https://www.youtube.com/watch?v=qFCzt8Z9fbU
https://mailarchive.ietf.org/arch/msg/tls/1-NMOf83BidLN7OkhzMTCeGTm98
https://www.ietf.org/rfcdiff?url1=draft-ietf-tls-dnssec-chain-extension-02&url2=draft-ietf-tls-dnssec-chain-extension-03
https://datatracker.ietf.org/meeting/98/materials/slides-98-tls-a-dane-record-and-dnssec-authentication-chain-extension-00
https://www.youtube.com/watch?v=oSwXkhVd2ts
https://www.ietf.org/rfcdiff?url1=draft-ietf-tls-dnssec-chain-extension-03&url2=draft-ietf-tls-dnssec-chain-extension-04
https://mailarchive.ietf.org/arch/msg/tls/7fI9XMEi05XN1A4sUpweQygDvT4
https://mailarchive.ietf.org/arch/msg/tls/NFAJBpvyiKik7gwwth69E5zAQSg
https://datatracker.ietf.org/doc/draft-ietf-tls-dnssec-chain-extension/history/
https://www.ietf.org/rfcdiff?url1=draft-ietf-tls-dnssec-chain-extension-05&url2=draft-ietf-tls-dnssec-chain-extension-06
https://mailarchive.ietf.org/arch/msg/tls/oZUnlqCacr2MDxPNM_x0gHrV7po
https://mailarchive.ietf.org/arch/msg/tls/cSZcwE2ZZTMVldYIuU4FOLSgnuY
https://mailarchive.ietf.org/arch/msg/tls/BAS0euT4DGJ5G265x7w-AP7gOp8
https://mailarchive.ietf.org/arch/msg/tls/UDzFWYPiaMEp8wpMerhkCWyR530
https://mailarchive.ietf.org/arch/msg/tls/lL6MbY9iYfB79rFtcS6Ybwt3p6U
https://mailarchive.ietf.org/arch/msg/tls/_M693JN_GJGK1ssJAf_pKIAeopQ
https://mailarchive.ietf.org/arch/msg/tls/gckg6oyz2GUweIMcYBxf86vxvZo
https://mailarchive.ietf.org/arch/msg/tls/fCje1SR95ZPMU3qX7dcbcl0kEVI
https://datatracker.ietf.org/meeting/101/materials/slides-101-tls-sessb-dnssec-chain-extension-00
https://www.youtube.com/watch?v=vyWOakq0HhU
https://www.ietf.org/rfcdiff?url1=draft-ietf-tls-dnssec-chain-extension-06&url2=draft-ietf-tls-dnssec-chain-extension-07
https://mailarchive.ietf.org/arch/msg/tls/QucM_7Ap-rvWQIHaLL9g1SQOfyY
https://mailarchive.ietf.org/arch/msg/tls/zpxb0YhC9SsP--YC8iYVn5vI638
https://mailarchive.ietf.org/arch/msg/tls/g7_Rf2FJmLwRmApwUIiroraBBLw
https://mailarchive.ietf.org/arch/msg/tls/oHQlv7YeMwoGSGuEwjXTQzXg_XM
https://mailarchive.ietf.org/arch/msg/tls/P5h5C9uTI-j4ibf4j1ODshd_DsM
https://mailarchive.ietf.org/arch/msg/tls/y9hBG7Mb3hmrdB89wMoPwaLjbfs
https://mailarchive.ietf.org/arch/msg/tls/KwGE6cR8i7KybVyUA6k64P4zojk
https://mailarchive.ietf.org/arch/msg/tls/XSRpM4CJGnVUM_6pwxUuQA14J1s
https://datatracker.ietf.org/meeting/102/materials/slides-102-tls-a-dane-record-and-dnssec-authentication-chain-extension-for-tls-00
https://www.youtube.com/watch?v=M5vQZBx-WVA
https://www.youtube.com/watch?v=mx40DSeoxnw
https://mailarchive.ietf.org/arch/msg/tls/4nRTFV8Zj--z_MIJpNvU4vW5m5c
https://mailarchive.ietf.org/arch/msg/tls/dYa42nkRuthn9ISS2rO31jZGxJk
https://mailarchive.ietf.org/arch/msg/tls/ER25dkqv3lzxk4yE2F-1qbvDy9M
https://mailarchive.ietf.org/arch/msg/tls/9SuDj3gKZx8qTdEjR1U5qtkMd4Q

