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draft-ietf-lwig-security-protocol-comparison-03

• Changes between -01 and -02

• Updated based on changes in draft-ietf-tls-dtls13-30 that defined a single DTLSCiphertext 
structure.

• Earlier versions had DTLSCiphertext and DTLSShortCiphertext.

• Changes between -02 and -03

• Added message sizes for key exchange protocols. This has been the most requested addition 
since before version -00.

• TLS 1.3 https://tools.ietf.org/html/rfc8446

• DTLS 1.3 https://tools.ietf.org/html/draft-ietf-tls-dtls13-31

• EDHOC https://tools.ietf.org/html/draft-selander-ace-cose-ecdhe-13

• Some reformulations in the summary of application data .

https://tools.ietf.org/html/rfc8446
https://tools.ietf.org/html/draft-ietf-tls-dtls13-31
https://tools.ietf.org/html/draft-selander-ace-cose-ecdhe-13
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Assumptions

• Message sizes for TLS 1.3, DTLS 1.3, and EDHOC are based on the following assumptions

• Minimum number of algorithms and cipher suites offered 

• Curve25519, ECDSA with P-256, AES-CCM_8, SHA-256

• Length of key identifiers: 1 bytes

• Length of connection identifiers: 1 byte

• (D)TLS RPK with point compression (saves 32 bytes)

• Specified but not implemented.

• Only mandatory (D)TLS extensions, except for connection ID

• No DTLS handshake message fragmentation
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Lots of information DTLS 1.3EDHOC

(D)TLS RPK
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Without Connection ID
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With Connection ID
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What’s next?
• How would the group like to see the key exchange (handshake) information structured?

• What are the right use cases to compare, curent work was inspired by 6TiSCH
- Key exchange and OSCORE over multi-hop Multi-hop network.

• What would the working group like to be added in future versions?

• TLS 1.2 handshake
https://tools.ietf.org/html/rfc5246

• DTLS 1.2 handshake 
https://tools.ietf.org/html/rfc6347

• Compact TLS 1.3
https://tools.ietf.org/html/draft-rescorla-tls-ctls

• TLS Handshake in CBOR
https://tools.ietf.org/html/draft-schaad-ace-tls-
cbor-handshake

• Application-Layer TLS 
https://tools.ietf.org/html/draft-friel-tls-atls

• TLS Certificate Compression
https://tools.ietf.org/html/draft-ietf-tls-certificate-
compression

• Group OSCORE
https://tools.ietf.org/html/draft-ietf-core-oscore-
groupcomm

https://tools.ietf.org/html/rfc5246
https://tools.ietf.org/html/rfc6347
https://tools.ietf.org/html/draft-rescorla-tls-ctls
https://tools.ietf.org/html/draft-schaad-ace-tls-cbor-handshake
https://tools.ietf.org/html/draft-friel-tls-atls
https://tools.ietf.org/html/draft-ietf-tls-certificate-compression
https://tools.ietf.org/html/draft-ietf-core-oscore-groupcomm

