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TL,DR

* Describes how ACME RFC 8555 can be integrated with multiple
existing client / device certificate enrolment mechanisms without
requiring any changes required to ACME



Multiple Client / Device Integration Use

Cases
1. EST

* RFC 7030: Enrollment over Secure Transport
2. BRSKI

* draft-ietf-anima-bootstrapping-keyinfra: Bootstrapping Remote Key Infrastructures
3. BRSKI Cloud Registrar

 draft-friel-anima-brski-cloud: Specifies BRSKI behaviour with default cloud registrar
4. TEAP

* RFC 7170: Tunnel Extensible Authentication Protocol
5. TEAP Update and Extensions for Bootstrapping

* draft-lear-eap-teap-brski: PKCS#10 / PKCS#7 Updates and BRSKI Extensions



What has changed since IETF 105

* ACME subdomain use case split out into separate document
* draft-friel-acme-subdomains
* Nice optimisation for issuing a large number of client certificates

* BRSKI Cloud Registrar use case added

e draft-friel-anima-brski-cloud

* draft-lear-eap-teap-brski Updates

* PKCS#10 Retry Handling added to handle scenario where CA is willing to issue a
certificate, but just not yet



Client / device certificate integrations

° EST

* Defines the protocol that clients use to enrol with an EST Registration Authority
(RA) using PKCS#10 / PKCS#7 payloads

* EST does not define the mechanism that the RA uses to talk to the CA

* BRSKI certificate enrolment leverages EST
* EST<->ACME Integrations are equally applicable to BRSKI

* TEAP

* Defines the protocol that clients use to enrol with a TEAP server using PKCS#10 /
PKCS#7 payloads
* TEAP does not define the mechanism that the TEAP server uses to talk to the CA



TEAP -> ACME
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Delete DNS TXT |
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TEAP -> ACME
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e Peer establishes TEAP
outer TLS tunnel

STEP 2: EstablsH EAP Outer Tunnel

EAP-Request/
Type=Identity

EAP-Response/
Type=Identity

EAP-Request/
Type=TEAP,

TEAP Start,
Authority-ID TLV

EAP-Response/
Type=TEAP,
TLS(ClientHello)

EAP-Request/
Type=TEAP,
TLS(ServerHello,
Certificate,
ServerkeyExchange,
CertificateRequest,
ServerHelloDone)

EAP-Response/
Type=TEAP,
TLS(Certificate,
ClientKeyExchange,
CertificateVerify,
ChangeCipherSpec,
Finished)

EAP-Request/
Type=TEAP,
TLS(ChangeCipherSpec,
Finished),
{Crypto-Binding TLV,
Result TLV=Success}

EAP-Response/
Type=TEAP,
{Crypto-Binding TLV,
Result TLV=Success}

EAP-Request/
Type=TEAP,
{Reguest-Action TLV:

Status=Failure,
Action=Process-TLV,
TLV=PKCS#1a}




TEAP -> ACME
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e Peer enrols for certificate

| EAP-Response/
Type=TEAP,

{PKCS#10 TLV:
"pledgeid.domain.com™}

| EAP-Request/
Type=TEAP,

{PKCS#7 TLV,

Result TLV=Success}

EAP-Response/
Type=TEAP,
{Result TLV=Success}

STEP 3: Enroll for certificate

POST /newOrder
"pledgeid.domain.com"

POST /finalize
| PKCS#10 CSR |
"pledgeid.domain.com"”

_____________________ >
| |
200 0K status=valid
< _____________________
| |

POST /fcertificate
_____________________ >
200 0K

PEM

"pledgeid.domain.com”




PKCS#10 Retry and ACME

Pledge TEAP-Server ACME

PKCS#10 Retry Handling L ===~

i 1 CSR-Attributes TLV o

:J 2 CESR-Attributes Response |

Send CSR 5

* Retry could be inside same tunnel or in Shcomoy
new tunnel | 4 POST /newCrder

* Depends on error code of Error TLV e ——
With Retry-After TLV i{BErrnl'TLV; Retry-After X A

Y 2

. . Depending an 1xx>lc or 2xxx Error Code could either; j
L 1XXX: I nSIde Sa me tunnel | Twiddle Thumbs nl;teardnwntunnel |
Resend CSRK after timeout b]

* 2xxx: tear down tunnel P— : :

.
Cal|

i 10 POST /ffinalize

:_, 11 200 OK status="valid"

| 12 POST /eertificate

I ' _ 13200 OK PEM |

| 14 PKCS# TLV

| 15 Result TLW=Success

Foil

:_, 16 EAP-Success

Pledge TEAP-Server ACME




Discussion

* To do: Security considerations

* Integrations span across ACME, ANIMA, EMU WGs
* Where does this belong?
* |s there interest in continuing this work?

* Next Steps?
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