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Ericsson’s 5G Security Goals
5G security is an evolution of 4G security. Some goals:
— New flexible and strong authentication framework using EAP
— Zero trust architecture inside and between networks 
— Separation of network functions and signalling
— Encryption and integrity protection of all

traffic in both signalling and user plane
— Prevent tracking and identification of users
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Zero Trust Architecture
Inside and Between Networks
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Attacks on Interconnect Security
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Service Based Architecture (SBA)
and Interconnect Security (N32)
— Zero Trust Architecture: SBA and N32 security for communication inside 

and between core networks. Takes threats from legacy 
interconnect networks into account from the start.

— Interconnect Provider gets information on a need-to-know basis. 
Modifications made during interconnect are logged and signed.
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TLS 1.3 with mutual 
authentication is 
mandatory to support 
for all Network 
Functions.

OAuth2.0 is mandatory 
to support for access 
authorization in SBA.

JSON Object Signing and 
Encryption (JOSE) are 
used for N32 application 
layer security.
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Battle Against 
IMSI catchers
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Attacks from IMSI Catchers or False Base Stations
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Attacks from IMSI Catchers or False Base Stations
— False base station are also known as Stingrays, IMSI catchers, Cell site simulators, Man-in-the-middle 

base station, Rogue base stations, etc.

— False base stations able to mimic all functions on a network was mitigated already in 3G with 
network authentication. US operators have completely shut down 2G, but most phones will still attach 
to a false 2G base station. These types of false base stations will try to get devices to connect to them 
and then stay for as long as possible.

— Simpler false base stations just asks devices to send their long-term identifier IMSI. This can aid the 
attacker to identify and track users. This is mitigated in 5G.
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5G: An End to the Battle Against False Base Stations?
Many mitigations against false base stations are part of the 5G standard.

— Encryption of permanent identifier 
— Strict refreshment of temporary identifier
— Decoupling of permanent identifier from the paging mechanism
— Integrity protection of user plane traffic
— Secure radio redirections
— False base station detection

Most important is encryption of permanent identifiers. With this enabled, the permanent identifier is never sent in clear over the air.
— Encryption is done using a public key stored on the device. Uses state-of-the-art cryptography like Curve25519.
— In 5G, the long-term identity is called SUPI. SUPI is often an IMSI. An encrypted SUPI is called SUCI.
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Limiting Impact from 
Compromised Long-term Keys 
with PFS and Diffie-Hellman
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Limiting Impact from Compromised Long-term Keys
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What Can an Attacker Do with Long-term Keys?

Home Network
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— An active attacker can authenticate as UE or Network.
— Hard to do on large scale, relatively expensive, high risk of being detected.

— A passive attacker can eavesdrop on information sent over the air.
— Easier to do on large scale, relatively inexpensive, small risk of being detected.
— Attack can be done on communication recorded in the past.
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What is PFS and Diffie-Hellman and How Do They Help?

K K

— With Perfect Forward Secrecy (PFS), compromise of long-term keys does not lead to compromise of past 
session keys. Often achieved with Ephemeral Diffie-Hellman which also mitigates future passive attacks.

— Many older security protocols do not have PFS. In 5G, EAP authentication can be used for all types of 
access. Private 5G networks can use EAP-TLS. Ongoing work in IETF and 3GPP to define
EAP-AKA with PFS. This effectively mitigates pervasive monitoring.

— For SBA and N32, 5G core networks support TLS 1.3 which always use Ephemeral Diffie-Hellman. 
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