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This is not 9
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Why not?

JSON

Flexibility

Consistency

Reification of the transaction itself

We have learned a lot about what works and what
doesn't in the last decade
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Status

* Implementations in Java and Node.js

— Redirect client

— User code client
— AS (transaction, interaction, and user code)

— Signing methods
* Details at https://oauth.xyz/
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CAuth has always been Eransactional




nl®

/or3dsq//:sduy

Reqistering Inkent
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The client sktarks at Ehe AS
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Skart a Trawnsactkion

"resources": [ ... ]

"interact":
"user":
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“What I want”

"resources": [{

¥

"actions": ["read", "write", "dolphin"],
"locations": ["https://server.example.net/",

"https://resource.local/other"],
"datatypes": ["metadata"]
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W

"key": {
"proof":
"Jwks": {

"keys" :
ety
"o
"kid"

lla'l-gll

n .

il

How to recognize me”

"jWSd" ,

gl
: "RSA",
IIAQAB" 5
e XyZSlE
: "RS256",
"kOB5rR4JvOGMeLaYo_It_..."
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The client has to prove ossession
of all referenced eys
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Sign the request body and present a header

Detached-JIWS: eyJiNjQi10mZhbHN1LCIhbGc101JSU. ..
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Use DPo? key Proofiv\g

DPoP: eyJiNjQi1i0mZhbHN1LCIhbGc101JSU. ..
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Use Cavage sighatures

Signature: keyld="xyz-client", algorithm="rsa-sha256",
headers="(request-target) digest content-length",
signature="TkehmgK7GD/. ..

Digest: SHA=0Zz203kg5SEFAhmr@xEBbc4jEfo=




Use MTLS

i B
@justin _ _richer

(tls magic)

https://bspk.io/

16
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“What ko show Ehe user”

"display": {
"name": "My Client Display Name",
"uri": "https://example.net/client”
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“What I know aboul the user”

"user": {
"assertion": "eyJraWQiOi1IxZTlnZGs3IiwiYWxnIjoi..."
"type": "oildc_id_token"
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"How I caln inkeract with the user”

"interact": {
"redirect"”: true,
"user_code": true,
"callback": {
"uri": "https://client.example.net/return/123455",
"nonce": "LKLTI25DK82FX4T4QFZC”




~unsnl

ayou

/or3dsq//:sduy

20

Process all aspects of the
transaction request
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Moqu@. we Can atr@.ad,oj
Lesue al access tolken
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22

Or:
“I need bko kallke ko bEhe user”
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"Go febch wme the user”

{

"interaction_url":

"https://server.example.com/interact/4CF492MLVMSWOMKMXKHQ" ,
"server_nonce": "MBDOFXG4Y5CVJCX821LH",

"handle": {
"value": "8OUPRY5NM330MUKMKSKU",
"type": "bearer"

¥
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The Front Channel
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ook wp the Eransaction based own
the ihcoming interaction UKL
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User interacts Lilke vau’d expea&

Authenticate
Authorize

Consent
Modify
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Grenerabte a handle
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Calculate a hash

client_nonce
server_nonce
1nteract_handle
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https://client.exaﬁp e.net/return/123455
?hash=p2831sq@Y2KK3WS__a42tavNCo41dGTBr. ..
&interact=4IFWWIKYBCZ2PQ6US6NL1
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Validate the hash

client_nonce
server_nonce
1nteract_handle
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Connect the leqgs of the briangle

1interact_handle

¥ client_nonce ; e

server_nonce
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Conkinue Ehe Trawnsackion

"handle": "8QUPRY5NM330MUKMKSKU",
"interact_handle": "4IFWWIKYBCZ2PQoUS6NL1"
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The client STILL has to prove
possession of all referenced keys
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"Heres an access boleen”

"access_token": {

"value": "0S9M2PMHKUR64TB8NG6BW/0ZB8CDFONP219RP1LTO",
"type": "bearer"
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Handles:

Referencing previous state
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“Use this, I'll remember 30%"

"display_handle": {
"value": "VBUEOIQA82PBYZ2ZDIW/Q", "type": "bearer"
¥y

"key_handle": {
"value": "7C7C4AZ9KHRS6X63AJA0", "type": "bearer"

}
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This could happen out of band




unsnle

Jayou

/or3dsq//:sduy

38

Starting a hew btransaction with handles

"display": "VBUEOIQA82PBYZ2ZDIW7Q",
"key": "7C7C4AZ9KHRS6X63AJA0"




nl®

/or3dsq//:sduy

The client STILL has to prove
possession of all referenced keys
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A access bolkeenn and a Eransaction handle

"access_token": {
"value": "0S9OMZPMHKURG4TB8N6BW/0ZB8CDFONP219RP1LTO",

"type": "bearer?”

1

"handle": {
"value": "8QUPRY5NM330MUKMKSKU",
"type": "bearer"
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"handle":

Refreshing a Token

" 8QUPRY5NM330MUKMKSKU™
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Qemembeﬂ&\g or idev\%fvisr\g the user

"user_handle": {
"value": "XUTZMFM1XBIKJKSDU8SQM",
"type": "bearer"

Iy




unsnle

Jayou

/or3dsq//:sduy

43

Resource handles: Scopes, redux

"resources": [

]

"read", "write", "dolphin"
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Com[pi.ex combined r@.qu,esﬁs

"resources": [
"read", "write", "dolphin",

{
"actions": ["read", "write", "dolphin"],
"locations": ["https://server.example.net/",
"https://resource.local/other"],
"datatypes": ["metadata"]
3
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Obther Unkerackion modes

&:\\'
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User code s&vie inkeraction

"interact": {
"redirect"”: true,
"user_code": true
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"Go febch wme the user”

{
"user_code": {
"url": "https://server.example.com/interact/device",
"code": "A1BC-3DFF”
3
"handle": {
"value": "8QUPRY5NM330MUKMKSKU",
"type": "bearer"
3
3
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Tell the user

https://server.example.com/interact/device

A1BC-3DFF
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- User itnteracks Lilkee 30%’&, expea&

A1BC-3DFF
Authenticate

Authorize
Consent

Modify
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Look wp the Eransaction
based own the user code
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Meanwhile: Are we readv yel?

"handle" :

" 8QUPRY5NM330MUKMKSKU™
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Nok 3&%

"wait": 30,

"handle": {
"value": "BI9QNWoVOW3XFIK4R02D",
"type": "bearer"

¥
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What about a combined URL?
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We cain use the reqular interaction UKL

{

"interaction_url":

"https://server.example.com/interact/4CF492MLVMSWOMKMXKHQ" ,

"handle": {

"value": "8QUPRY5NM330MUKMKSKU",
"type": "bearer"




Tell the user

i B
@justin _ _richer

https://bspk.io/

35
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"CGret me stuff from bthe user’s agent”

"didcomm": "...",

"handle": {
"value": "8QUPRY5NM330MUKMKSKU",
"type": "bearer"

ks
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“Prove bhat Ehe user has an authenticakor”

0
"webauthn": {
"origint: o
"challenge": ...
s
"handle": {
"value": "8QUPRY5NM330MUKMKSKU",
"type": "bearer"
Iy
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What abouk identiby?
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Pass identity assertions back like 0IDC, VC

"access_token": ...
"1d_token": "eyj@...”
"user_info": {
"sub": "BA293-123AAZ",
"profile_uri": "http://..."

"verifiable_claims": "..."
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What about binding tolkens?
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Access kolkken bound ko a ey

"access_token": {

"value"”: "0S9MZ2PMHKUR64TB8N6BW/0ZB8CDFONP219RP1LTO",

lltypell: "jWSd",
llkeyll : {

¥

"kid": "token-1234",
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Key proo§ is presented alongside tolen

Authorization: JWSD OS9MZPMHKUR64TBE8N6BW70ZB8CDFONP219RP1LTO
Detached-JIWS: eyJiNjQi10mZhbHN1LCIhbGc101JSU. ..
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What about dis&over:j?
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Client needs QMJ.v one URL
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Clienk presen&s what F can do

"capabilities": [
ll_FOOII ;
"barI" 4
Ilext_lll .
Ilext_zll 3
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AS chooses from bthe Lisk

"capabilities": [
ll_FOOII ;

llext_lll )
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MQF’F‘LMQ &0&»\@:@{9& to QAubh 2
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MO‘F’F’EMS to CAubh2

client_1id
client_secret

client_assertion
dpop

mtls

scope
refresh_token

PCT (UMA)

1d_token

display_handle

key proofing

resource_handle
transaction handle
user_handle

user assertions
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MO‘F’F’EMS to CAubh2

"display": "client_1id"
"resources"”: ["scopel”, "scopel"],
"key": "client_1d"
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Pros and Cons

i

Wider set of use cases
More secure by default
Built on existing experience
Simpler data model

Fewer moving parts

Static and dynamic scenarios
Multimodal JSON

X

Not backwards compatible
Different assumptions

Different data model

Multimodal JSON

Unknown in large deployment scale
We don’t know what's broken yet
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Making XYZ from OAuth 2

PAR + RAR + JAR + JARM
DPoP + PoP + MTLS

Auth Code, Device, Exchange, Refresh, Assertion, CIBA,
OB/FAPI, Client Credentials, and UMA flows

PKCE + State
Plus a few things we haven't invented yet
This is unwieldy at best...






