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Draft

• Available on Datatracker: https://tools.ietf.org/html/draft-paine-
smart-indicators-of-compromise-00

• And Github: https://github.com/smart-rg/drafts/blob/master/draft-
paine-smart-indicators-of-compromise-00.txt

• Had comments and detailed review from a couple of people – more 
feedback welcome!

https://tools.ietf.org/html/draft-paine-smart-indicators-of-compromise-00
https://github.com/smart-rg/drafts/blob/master/draft-paine-smart-indicators-of-compromise-00.txt


Motivation

• To share knowledge with protocol engineers on a commonly used and 
important technique in cyber defence
• To prevent this technique being accidentally ignored

• Engineers can make protocol design choices that affect IoC availability
• And we’d like the IETF community at large to consider the impact of IoC

availability

• To bring cyber defence expertise into the IETF and share it through 
this Informational RFC



Draft introduction



Draft structure



What are IoCs?



Pyramid of pain



Next Steps

• Possibly MILE, SACM?
• Open to suggestions from the chairs…


