PKIX Certificate ProfileDavid Solosolo@bbn.com

SIGNATUREX.509 (v1) Certificate Figure1/1/95-1/1/9712345C=US, S=MA, O= Bolt Beranek and Newman Inc.DSA with SHARSA, 10001, xxxxxxxxC=US, S=MA, O= Bolt Beranek and Newman Inc.,CN = Stephen Kent0SERIAL NUMBERSIGNATURE ALGISSUERSUBJECTVALIDITYSUBJECT PUBLIC KEY INFOVERSION

X.509 (v1) CertificatenVERSION

identifies the version of the certificate format. The 1988 version is the default.nSERIAL NUMBER

is an integer which uniquely identifies the certificate among all those issued by a given CA.nSIGNATURE ALG

specifies the object identifier and parameters for the hash algorithm and signature algorithm used to sign this certificate.nISSUER

is the distinguished name of the CA that signed the certificate.

X.509 (v1) Certificate continuednVALIDITY

specifies two dates & times, indicating the start and end of the period during which the certificate is considered valid.nSUBJECT

is the distinguished name of the entity to which the public component is bound.nSUBJECT PUBLIC KEY INFO

is a structure that contains:—the object identifier for an asymmetric algorithm,—static parameters for use with this algorithm,—and the public component used with the algorithmnSIGNATURE

comprises the digital signature applied to the certificate and the same algorithm ID data contained in SIGNATURE ALG.

X.509 v3 Certificate Extension FeaturesnCritical

bit defined to indicate which extensions an application processing the certificate cannot ignore (i.e., if a critical extension is not recognized, the certificate must be rejected)nMajor extensions—alternate names: RFC822, X.400 address, DNS name—name space & name subordination controls—provision for multiple keys and key use indicators —policy OID reference plus qualifiers for each key—back pointer(s) for CRL distribution point(s)—CA vs. user certificate flag—

certification path length limits — cross-certification policy mapping

SIGNATUREX.509 (v2 & v3) Certificate FigureSERIAL NUMBERSIGNATURE ALGISSUERSUBJECTVALIDITYSUBJECT PUBLIC KEY INFOVERSION2

DSA with SHA

RSA, 10001, xxxxxxxx

1/1/95-1/1/97

12345C=US, S=MA, O= Bolt Beranek and Newman Inc.C=US, S=MA, O= Bolt Beranek and Newman Inc.,CN = Stephen Kent

X.509 (v2 & v3) Certificate DescriptionnISSUER UID

is an optional field, a bit string used to �uniquely� identify the ISSUER of the certificate, to avoid ambiguity (and access control problems) in case of DN �reuse� in the directorynSUBJECT UID

is an an optional field, a bit string used to �uniquely� identify the SUBJECT of the certificate, to avoid ambiguity (and access control problems) in case of DN �reuse� in the directorynEXTENSIONS

is an an optional field, consisting of a sequence of fields, each of which may be designated as CRITICAL

to the proper validation of a certificate

Subject and Issuer UIDsnThe Subject and Issuer UIDs are intended to handle reuse of a directory name over timenThis profile recommends that CAs not use the UIDs and not include them in certificatesnApplications processing certificates should be prepared to handle UIDs

Alternative Name SyntaxsubjectAltName::=altNamesissuerAltName::=altNamesaltName::=SEQUENCE OF GeneralNameGeneralName ::= CHOICE {otherName[0]INSTANCE OF OTHER-NAMErfc822Name[1]IA5 String,dNSNAME[2]IA5 String,x400Address[3]

url [6] IA5String,

ipAddress [7] PrintableString } n subjectAltName

and issuerAltname

are non-critical n Profile recommends support for altNames

Alternative Name AttributesnThis field conveys additional name forms that apply to the subject or issuer of the certificatenThese fields include Internet name forms (RFC 822 and DNS names), CCITT email names (x400Address), an EDI format name, plus an escape (otherName)!nThese fields are in addition to, not in lieu of, the DN in the certificate, and raise obvious multi-domain jurisdictional questions

Management of Subject NamenConcerns about global uniquenessnQuestion about appropriate name when purpose is to bind an �altName�—Change syntax of Name to GeneralName—Allow a null Name value (a SEQUENCE of no elements)—Define a GeneralName DN component—Provide a semantically meaningful DN—Provide an arbitrary DN¨Issuer specific serial number¨Hash of public key

Certificate Policy SyntaxCertificatePolicies::=SEQUENCE OF PolicyInformationPolicyInformation::=SEQUENCE OF PolicyElementInfoPolicyElementInfo::=SEQUENCE {policyElementID[0]OBJECT IDENTIFIER,qualifier[1]ANY DEFINED BYOPTIONAL}PolicyMapping::=SEQUENCE OF SEQUENCE {issuerDomainPolicyCertPolicyId

and

PolicyMapping

are non-critical n Profile recommends support for CertificatePolicies n Support for PolicyMapping and PolicyConstraints are TBD

Certificate Policy nCertificatePolicies

specifies a sequence of policy information that applies to use of the public key in this certificatenPolicyInformation

specifies a sequence of pairs of policy elements and optional qualifiers that define a policynPolicyElementID

specifies (via a registered object identifier) a security policynqualifier

is an an optional field specifying (with policy-specific syntax) any qualifications that apply to the indicated policy

Certificate Policy MappingnPolicyMappings

specifies a sequence of policies that a CA considers equivalent when crossing policy domain boundaries; it may appear only in a CA certificate nissuerDomainPolicy

are certificate policy elements from the issuer CA�s domainnsubjectDomainPolicy

identifies certificate policy elements in the subject CA�s domain, to which the preceding policy elements are considered equivalent

Policy Constraints SyntaxnpolicyConstraints is a critical extensionpolicyConstraints::=SEQUENCE OF SEQUENCE {policySet[0]CertPolicySetOPTIONAL,requireExplicitPolicy[1]skipCertsOPTIONAL,inhibitPolicyMapping[2]skipCertsOPTIONAL}skipCerts::=INTEGER

Policy ConstraintsnpolicySet

is an optional field that has the same interpretation here as for name constraintsnrequireExplicitPolicy

is an optional field that requires the presence of an �acceptable� policy ID in every certificate starting with the indicated CAninhibitPolicyMapping

is a optional field that prohibits mapping of policies along a certification path, starting with the indicated CA

Key Attributes SyntaxKeyAttributes::=SEQUENCE {keyIdentifierKeyIdentifierOPTIONAL,intendedKeyUsageKeyUsageOPTIONAL,privateKeyUsagePeriodPrivateKeyValidityOPTIONAL }KeyUsage::=BIT STRING {digitalSignature(0),nonRepudiation (1),keyEncipherment

offLineCRLSign

(6) }

PrivateKeyValidity ::=

SEQUENCE {

notBefore [0] GeneralizedTime

OPTIONAL,

notAfter [1] GeneralizedTime

OPTIONAL } n KeyAttributes

is non-critical n Profile recommends support for KeyAttributes n SHA-1 Hash of public key used when no keyIdentifier

exists

Key Usage AttributesnKeyAttributes

is an optional field that specifies optional additional information about a public keynKeyUsage

is an an optional field specifying one or more restrictions (represented as a bit mask) that apply to use of the specified public keynPrivateKeyValidity

is an an optional field specifying the start and/or end time that the corresponding private key is considered valid. This is applicable primarily to a signature key where the intent is that the public key is valid for validation for a longer interval than the private key is for signing.

Key Usage Restriction SyntaxkeyUsageRestriction::=SEQUENCE {certPolicySetCertPolicySetOPTIONALrestrictedKeyUsageKeyUsageOPTIONAL }CertPolicySet::=SEQUENCE OF CertPolicyIdnKeyUsageRestriction is criticalnProfile recommends support for KeyUsageRestriction

Attributes for KeyUsageRestrictionsnKeyUsageRestriction

is a sequence of pairs of certificate policy sets and associated key usage restrictions, to be applied to a CA or user key; this extension conveys a mandatory policy applied transitively to subordinate certificatesnCertPolicySet

is a sequence of certificate policy IDs

Conflict between key usage fieldsnrestrictedKeyUsage and intendedKeyUsage both indicate how the subject public key is to be usednintendedKeyUsage is advisory and non-criticalnrestrictedKeyUsage is mandatory and criticalnThe profile should be clear—One location should be recommended—Use intendedKeyUsage and treat as a mandatory restriction—Allow KeyUsageRestriction to be non-criticalnMay also want to limit valid values for key usage

Basic Constraints Extension SyntaxBasicConstraints::=SEQUENCE {subjectTypeSubjectType,pathLenConstraintINTEGEROPTIONALpermittedSubtrees[0] SEQUENCE OF GeneralName OPTIONAL,excludedSubtrees[1] SEQUENCE OF GeneralName OPTIONAL }SubjectType::=BIT STRING {cA(0),endEntity(1) }nBasicConstraints may or may not be criticalnProfile recommends all certificates use

basicConstraints (subjectType)

CAs and End EntitiesnsubjectType

is a flag to distinguish between certificates associated with these two classes of entitiesnpathLenConstraint

is an optional field for a CA certificate, indicating the maximum number of other CA certificates that may appear in a pathnpermittedSubtrees

and excludedSubtrees

are optional fields for a CA certificate, specifying restrictions on names with which subsequent certificate subject or alt names must comply (excludedSubtrees takes precedence over permittedSubtrees)

Constraints for General Name typesnNeed to be able to limit other name forms besides DNsnexcluded always takes precedence over permittednrfc822Name, dNSName, and url all can be constrained based on wildcard mgmt of DNS names.nIP addresses may be managed by masking and prefixes

CRL Distribution Point SyntaxnCRLDistributionPoints

is non-criticalnProfile recommends support for distributionPointCRLDistributionPoints::=SEQUENCE OF DistributionPointDistributionPoint::=SEQUENCE {distributionPointDistributionPointNamereasonsReasonFlagsOPTIONAL }DistributionPointName::=CHOICE {fullName[0]Name,nameRelativeToCA [1] RelativeDistinguishedName }

CRL Distribution PointsnDistributionPoint

is a sequence of pairs of values, the first naming the distribution point and the second indicating the types (by reason code) of certificates listed at this pointndistributionPointName

is either a full DN or a partial DN, relative to the named CAnreasons

is the list of revocation reason codes that apply to certificates on this CRLnThis extension appears in certificates, not CRLs, as a pointer to CRL distribution points

Authority Key ID SyntaxAuthorityKeyID::=SEQUENCE {keyIdentifier[0]KeyIdentifierOPTIONAL,certIssuer[1]Name OPTIONAL,certSerialNumber[2]CertificateSerialNumberOPTIONAL}nAuthorityKeyID is non-criticalnProfile recommends support for AuthorityKeyID

Authority Key ID AttributesnkeyIdentifier

is an optional field, a byte string used to identify key when a CA employs multiple keys; this field may be used alone, or in conjunction with the next two fieldsncertIssuer

is an an optional field, the DN of the Issuer associated with the key, pointing to a certificatencertSerialNumber

is an an optional field, that is present if and only if the certIssuer field is present, to uniquely identify the Issuer certificate in question

Subject Directory Attributes SyntaxsubjectDirectoryAttributes::=SEQUENCE OF AttributenSubjectDirectoryAttributes is non-criticalnProfile does not recommend use of this extension—local environments may adopt it

NameConstraints SyntaxnNameConstraints is criticalnProfile recommends against use of this extension—basicConstraints should be usedNameConstraints::=SEQUENCE OF SEQUENCE {policySet[0]CertPolicySetOPTIONAL,nameSpaceConstraint[1]NameSpaceConstraintOPTIONAL,nameSubordConstraint[2]NameSubordConstraintOPTIONAL}

NameSpaceConstraint ::= SEQUENCE OF SubtreeSpecification

NameSubordConstraint ::=

ENUMERATED (

subordinateToCA

(0),

subordinateToCAsSuperior

(1)}

DEFAULT

subordinateToCAsSuperior,

skipCerts

INTEGER

DEFAULT 0}

Certification Path Name ConstraintsnpolicySet

is an optional field consisting of a set of policy IDs; it indicates that the following name constraints apply to only these enumerated policies nnameSpaceConstraint

is an optional field that limits the form of DNs certified by the subject CA, based on a set of subtree specsnnameSubordConstraints

is an optional field that points to a CA in the DIT and requires inferior subjects to have DNs subordinate to the indicated CA DNnskipCerts

specifies how many certificates in a path to �skip over� before applying this constraint

InformationAccess SyntaxnInformationAccess is non-criticalnThis is a new extension defined by the profileInformationAccess::=SEQUENCE {certRetrieval[0] GeneralName OPTIONAL,certValidation[1] GeneralName OPTIONAL,caInfo[2] GeneralName OPTIONAL,userInfo[3] GeneralName OPTIONAL }

Information AccessncertRetrieval

is an optional field identifying a source for obtaining certificates issued by this CA ncertValidation

is an optional field identifying a source for authenticated status information on this certificate or for certificates issued by this CAncaInfo

is an optional field identifying a source for operational information, such as policies, associated with this CAnuserInfo

is an optional field identifying a source of information about the subject of the certificate

Internet PKI: CRL ProfileRuss HousleySPYRUS Chief Scientisthousley@spyrus.com

SIGNATUREX.509 Version 2 CRL Format RSA with SHA-1SIGNATURE ALGORITHMISSUERTHIS UPDATEREVOKEDCERTIFICATESC=US, S=MA,O= Bolt Beranek and Newman Inc.1/1/96NEXT UPDATE2/1/96

SERIAL NUMBERREVOCATION DATE

SEQUENCE OF11/11/9012345

VERSIONv1/v2

CRL EXTENSIONSCRL ENTRY EXTENSIONS

X.509 Version 2 CRL Syntax CertificateList ::= SIGNED { SEQUENCE { version Version OPTIONAL, -- if present, must be v2 signature AlgorithmIdentifier, issuer Name, thisUpdate UTCTime, nextUpdate UTCTime, revokedCertificates SEQUENCE OF SEQUENCE { userCertificate CertificateSerialNumber, revocationDate UTCTime, crlEntryExtensions Extensions OPTIONAL } OPTIONAL, crlExtensions [0] Extensions OPTIONAL } } Version ::= INTEGER { v1(0), v2(1) }

X.509 Version 2 CRL Syntax (continued) AlgorithmIdentifier ::= SEQUENCE { algorithm OBJECT IDENTIFIER, parameters ANY DEFINED BY algorithm OPTIONAL } -- contains a value of the type -- registered for use with the -- algorithm object identifier value CertificateSerialNumber ::= INTEGER Extensions ::= SEQUENCE OF Extension Extension ::= SEQUENCE { extnId OBJECT IDENTIFIER, critical BOOLEAN DEFAULT FALSE, extnValue OCTET STRING } -- contains a DER encoding of a value -- of the type registered for use with -- the extnId object identifier value

X.509 Version 1 CRL DescriptionnSIGNATURE ALGORITHM

specifies the object identifier and parameters for the signature algorithm and associated hash function used to sign the CRLnISSUER

is the distinguished name of the CA responsible for this CRLnTHIS UPDATE

is the date and time when this CRL was issuednNEXT UPDATE

is the date and time by which the ISSUER will issue the next edition of the CRLnREVOKED CERTIFICATES

is a sequence of entries, one entry for each revoked certificate nThe CRL is signed with the ISSUER�s private key

X.509 Version 1 CRL Entry DescriptionnEach entry in the REVOKED CERTIFICATES

sequence consists of:—the SERIAL NUMBER

of the revoked certificate—the REVOCATION DATE

when the certificate was revokednThis implies that all certificates included in this CRL must have been issued by the CA who issued this CRL.nThe REVOCATION DATE must not be earlier that the THIS UPDATE of the previous edition of the CRL

X.509 Version 2 CRL DescriptionnCRL EXTENSIONS

is an optional sequence of fields pertaining to the whole CRL—Authority Key Identifier—Issuer Alternative Name—CRL Number—Issuing Distribution Point—Delta CRL IndicatornCRL ENTRY EXTENSIONS

is an optional sequence of fields pertaining to a specific CRL entry—Reason Code—Expiration Date—Instruction Code—Invalidity Date

Authority Key Identifier CRL Extension AuthorityKeyId ::= SEQUENCE { keyIdentifier [0] KeyIdentifier OPTIONAL, certIssuer [1] Name OPTIONAL, certSerialNumber [2] CertificateSerialNumber OPTIONAL } -- certIssuer and certSerialNumber constitute a logical pair, -- and if either is present both must be present. Either this -- pair or the keyIdentifier field or all shall be present KeyIdentifier ::= OCTET STRINGnNon-critical CRL extensionnUseful when a CA uses more than one keynProfile supports use of this extension

Issuer Alternative Name CRL Extension AltNames ::= SEQUENCE OF GeneralName GeneralName ::= CHOICE { otherName [0] INSTANCE OF OTHER-NAME, rfc822Name [1] IA5String, dNSName [2] IA5String, x400Address [3] ORAddress, directoryName [4] Name, ediPartyName [5] IA5String, url [6] IA5String, ipAddress [7] OCTET STRING }nNon-critical CRL extensionnMay provide multiple alternate names for the CAnProfile supports use of this extension—But, the otherName choice is not supported

CRL Number CRL ExtensionnNon-critical CRL extensionnConveys a monotonically increacing sequence number for each CRL issued by a given CA through a specific CA X.500 Directory entry or CRL distribution pointnProfile requires use of this extension CRLNumber ::= INTEGER

Issuing Distribution Point CRL Extension DistributionPoint ::= SEQUENCE { distributionPoint DistributionPointName, reasons ReasonFlags OPTIONAL } DistributionPointName ::= CHOICE { fullName [0] Name, nameRelativeToCA [1] RelativeDistinguishedName, generalName [2] GeneralName } ReasonFlags ::= BIT STRING { unused (0), keyCompromise (1), caCompromise (2), affiliationChanged (3), superseded (4), cessationOfOperation (5), certificateHold (6) }nCritical CRL extension

Issuing Distribution Point (continued)nCritical CRL extensionnIdentifies the CRL distribution point for this CRLnIndicates whether the CRL covers revocation for end entity certificates only, CA certificates only, or a limitied set of reason codesnProfile supports use of this extension—But, only includes keyCompromise (1), affiliationChanged (3), superseded (4), and cessationOfOperation (5) reasons codes—Partition the CRL on the basis of compromise and routine revocation¨Reason code (1) appears in one distribution point¨Reason codes (3), (4), and (5) appear in another distribution point

Delta CRL Indicator CRL ExtensionnCritical CRL extensionnCAs are shall always issue a complete CRL when a delta-CRL is issuednThe value of BaseCRLNumber identifies the CRL number for the base CRL that was used as the starting point in the generation of this delta-CRL. The delta-CRL contains the changes between the base CRL and the current CRLnProfile supports use of this extension BaseCRLNumber ::= INTEGER

Reason Code CRL Entry Extension CRLReason ::= ENUMERATED { unspecified (0), keyCompromise (1), caCompromise (2), affiliationChanged (3), superseded (4), cessationOfOperation (5), certificateHold (6), certHoldRelease (7), removeFromCRL (8) }nNon-critical CRL Entry extensionnIdentifies the reason for the certificate revocationnProfile supports use of this entry extension—But, certificateHold (6), certHoldRelease (7), and removeFromCRL (8) shall not be used

Expiration Date CRL Entry ExtensionnNon-critical CRL Entry extensionnIndicates the expiration of a hold entry in a CRLnProfile does not

support use of this entry extension

Instruction Code CRL Entry ExtensionnNon-critical CRL Entry extensionnIndicates the action to be taken after encountering a certificate that has been placed on holdnProfile does not

support use of this entry extension

Invalidity Date CRL Entry ExtensionnNon-critical CRL Entry extensionnIdentifies the date on which it is known or suspected that the private key was compromised or that the certificate otherwise became invalidnProfile supports use of this entry extension—Time must be specified in GMT and must include granularity to the minute (YYYYMMDDHHMMZ) InvalidityDate ::= GeneralizedTime

Trust ModelsTrust ModelsWarwick FordWarwick FordMarch, 1996March, 1996