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AAA - Authentication, Authorization, and

Accounting

Mobile IP agents use AAA to handle authorization for connectivity

� Mobile Nodes authenticated by trusted agents in their home domain

� Connectivity authorized by administrative agents in the foreign domain, which

serve many foreign agents

� Accounting initiated by foreign agents, which are trusted by the administrative

agents in the foreign domain

draft-ietf-mobileip-aaa-reqs-01.txt breaks down requirements into three classes:

� Relevant requirements from the general model (shown later)

� Relevant requirements from IP addressing

� Relevant requirements from Mobile IP
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Interactions between Mobile IP and AAA

AAAF

FA

AAAH

HA

� Mobile Node authenticated by AAA in its home domain

� Authentication invoked by simple Mobile IP extensions

� AAA protocol should not have to parse Mobile IP messages

� Mobile IP protocol should not have to parse AAA messages
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Trust Relationships { Generic Model

AAAF

FA
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� Home AAA trusts Mobile Node

� Visited AAA trusts Home AAA

� Visited Foreign Agent trusts Visited AAA

� Home Agent trusts Home AAA
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MN NAI extension

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

0 1 2 3

Type Length Network Access Identifier ...

The NAI is standardized in RFC 2486.

Requirements:

� AAA MUST be able to use the NAI to identify a mobile node (instead of its IP

address)

� AAA must be able to handle delivery of an IP address to the mobile node.
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MN-AAA Authentication

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

0 1 2 3

Type SPI  .....Length

Authenticator  ........  SPI (continued)

The mobile node includes a MN-AAA authentication extension along with the chal-

lenge string from the FA challenge.
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Protocol Overview

AAAF

FA

AAAH

HA

0 1

2

3 4
5

,

0. Foreign agent (FA) advertises challenge

1. Mobile node (MN) adds NAI, Challenge Response etc., to Mobile IP registration

request

2. FA invokes AAA protocol with its local AAA server (AAAF)

3. AAAF (\proxy") parses NAI, �nds MN's home server address (AAAH)

4. AAAF invokes AAA protocol and awaits approval by AAAH

5. AAAH checks MN credentials and may allocate a home address for the mobile

node
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Step 6: Key Generation

AAAF

FA

AAAH

HA
SA
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AAAH generates:

� K1: MN $ FA

� K2: MN $ HA

� K3: FA $ HA

AAAH encrypts:

� K1 & K2 using SA1 ! MN

� K1 & K3 using SA3 ! FA

� K2 & K3 using SA2 ! HA
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Protocol Overview, continued

AAAF

FA

AAAH

HA
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7. AAAH relays Mobile IP information to HA with K2, K3

8. HA creates registration reply using K2, and K3 for FA.

9. HA sends results to AAAH, which proxies request to AAAF

10. AAAF decrypts K1 & K3 using SA3, re-encrypts using SA4

11. FA decrypts K1 & K3 using SA4, checks registration reply and FA$HA au-

thentication, adds MN$FA using K1

12. MN decrypts K1 & K2 using SA1, checks registration reply, and MN$FA au-

thentication
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AAA Model with Local Home Agent

AAAF

FA

AAAH
HA

Advantage: local home agent does not require long-distance negotiations for Mobile

IP re-registration

Disadvantage: Communications with correspondent nodes in home domain or any

other domain becomes more di�cult.
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AAA Model with Local Everything

AAAF

FA

HA

Advantage: O�ers Mobile IP in the local area

Disadvantage: Communications with correspondent nodes in home domain or any

other domain becomes more di�cult.

Disadvantage: Mainly suited for local payments, since no authorization available

based on mobile node's identity
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Using Brokers

AAAF

FA

AAAH

HA

Broker

� Brokers provides scalable economic infrastructure for inter-domain AAA (in par-

ticular, for Mobile IP)

� Bilateral relationships may override need for brokers in particular cases

Using a security broker should be enabled, if the AAAF and AAAH do not already

share a security association SA3
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