ISCSI PDU Header Notes
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[ Length Data Length
Opcode Opcode-specific fields 1. AHS length is given in 4 byte words

allowing a maximum size of 1020 bytes for
all combined AHSes.
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2. Data Length is measured in bytes,
allowing a maximum of 16 Mbytes of data in
a single iISCSI PDU.

Type Length 3. The AHS length field is used before the

header is checked against the digest. Ifthe
AHS field is corrupt it can cause blocking on
the TCP stream.

Type Length

4. The length of an individual ANS is limited
to 1020 bytes. AHSes are word aligned
through the use of padding.
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AHS Format AHS type AHS length AHS data

Fields in Additional Header Segment

1. AHS type - First field in AHS, always starts on a 32 bit word boundary, 1 byte in length.
The type field identifies how to interpret the AHS data field. Itis
broken into sub fields as follows:
- bit 0 (MSB): Drop bit - If set this PDU must be dropped if the receiver does not understand
how to interpret the AHS.
- bit 1 : reserved - Set to zero by transmitter, and ignored by receiver.
-bits 2-7: AHS _type - The value contained in this field indicates how the bits in the
AHS data field are to be used. The field is enumerated, and cantake
on any value from 0 to 63. Values from 0-62 are reserved for
assignment by iISCSI. An enumerated value of 63 indicates thatthe
AHS _data field contains information not defined by iISCSI. In this case
the first N bytes of the AHS data field shall contain an OUI. Size and
layout TBD. [ 3 byte IEEE OUI in 6 byte space?]
2. AHS length - Second field in AHS, 1 byte in length, starting after the AHS _type field.
The AHS _length field contains the number of 4 byte words allocated for the complete
AHS. This number includes the word containing the AHS type and AHS _length field
itself. Hence the smallest possible AHS has a AHS_length of 1. The largest value is 255
words or 1020 bytes.
3. AHS data- Third field in AHS, between 2-1018 bytes in length, starts after AHS _length field.
The information contained in this field is dependent on the value contained in the AHS _type
field. AHS formats defined by this document are given in section TBD.
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