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Peer Identification
Send (ID response)

EAP Peer State Machine

Send (NAK response)

Invalid Request

EAP Method Peer

    State Machine

Authenticated

Receive(ID request)

UCT

UCT
UCT

outOfBandSuccess = 0
outOfBandFailure=0

Initailization

initPolicy()

Receive(!Valid(Auth request))Unauthenticated

Receive(Valid(Auth request))

authMethodSuccess

(Receive(Success) || isSet(outOfBandSuccess))

Receive(Failure) || isSet(outOfBandFailure)

&& policySatisfied()

updatePolicy()

authMethodSuccess = 0
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Unauthenticated

EAP Authenticator State Machine

Failure
Send(Failure)

Authenticated
Send(Success)

Peer Identification
Send(ID request)

idCount++

UCT

Initailization

Send(Auth request)
Recieve(Valid(ID reply))

Recieve(!Valid(ID reply))

UCT

EAP Method

Authenticator

State Machine

&& idCount <= idCountMax

&& idCount > idCountMax
Recieve(!Valid(ID reply))

Recieve(NAK)

authMethodSuccess

authMethodSuccess

authMethodFailure

idCount = 0

initPolicy()

updatePolicy()

&& policySatisfied()

&& policySatisfied()

authMethodSuccess = 0
authMethodFailure = 0
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