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State Machine Revision

http://www.ietf.org/internet-drafts/draft-payne-eap-sm-01.ps

Update to a prior work (IETF 53)

Changes based on design-team discussion

e |EEE 802.1x notation
e Nak handling
e ldentity handling
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EAP Authenticator State

INITIALIZATION

Policy.initialize()
currentld = initialldVval

Machine

NEED ID
idTimeout = FALSE &&
GET METHOD needld txIdReqg(currentld) idTryCount < maxldTry
inc(idTryCount)
currentMethod = Policy.getNextM ethod()
needld = requiresl d(currentM ethod) rxIdResp
idTryCount=0
ucT _
RECV ID idTryCount >= maxIdTry
ELSE &&
inc(currentld) IrxldR
POLICY TEST : ep
ucT policySat = Policy.isSatisfied()
methodSuccess = FALSE
methodFailure = FALSE currentMethod = NULL FAILURE
1 poﬁc%/SaI txFailure(currentl d)
inc(currentld)
ELSE
; SUCCESS
RECV NAK policySat
Policy.recvNak(currentMeth) .thuccms(currentl d)
inc(currentld)
rxNak METHOD INIT methodFailure
rxNak = FALSE
rxMethodResp = FALSE
.txM ethodReq(currentl d) rxMethodResp
inc(currentld) METHOD BODY
rxMethodResp = FALSE
if('isComplete(currentM ethod
methodSuccess ( plete( N
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}

txMethodReq(currentl d) —

inc(currentld)

|

rxMethodResp ﬂ\
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EAP Peer State Machine

INITIALIZATION

Policy.initialize()

UcCT

rxsuccess

ID RE
SUCESS && UNAUTHENTCATED rxldReq Q

policySat rxldReq = FALSE tldResp0
rxMethodReq = FALSE
rxSuccess = FALSE

_ rxFailure = FALSE uct
rxFailure policySat = Policy.isSatisfied()
FAILURE methodSuccess = FALSE
methodFailure = FALSE

UCT

rxMethodReq

NAK

METHOD INIT ldoMethod| txNak(currentM ethod)
doMethod = Policy.allowMethod(currentM ethod)

methodSuccess

methodFailure

doMethod

METHOD BODY

rxMethodReq = FALSE
txMethodResp()

rxMethodReq
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To Be Done

Explicit representation of timers
Error handling
Alternate indications of Failure / Link changes

Pass-through Authenticator
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