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Motivation



From all over the World…
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Geographic Distribution of Peers



P2P client

P2P client

P2P clients

Transit

P2P client

P2P client

P2P clients

Transit

P2P Traffic Localization



Random vs. Localized Peer Selection

Before: Random Peer Selection After: “Local” Peer Selection



Approaches to Localization

• Client based

• Client – Network collaboration

• Network based
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Trackers disappear – DHT takes over
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DHT Traffic Localization



What is a DHT?

Internet
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Publish(hash(“title”)) Client

Lookup(hash(“title”))

• A distributed database for publishing and searching information
• Each peer and each object is identified by an info-hash
• Use object info-hash to decide on which peer to store information
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• Intercept all the announces for a file
• Intercept all queries for a file

How to control a DHT? 

SYBILS



Internet
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• Build a database <peer, ISP> by intercepting all announces for a file
• Localized responses: request from              response with peers from

How to localize P2P traffic using the DHT? 

N0
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SYBILS



Which files should we localize? 

• Ideally, all files 

• Resource consumption scales linearly with the number of files to localize

• We only focus on popular files for two reasons:

• It is infeasible to monitor all files available in a DHT

• Localizing each file is unnecessary
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Traffic Localization in Action!
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1) Choose a popular file - thepiratebay.org/ top/ all
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2) Start the Localization Mechanism 



18

COPYRIGHT © 2011 ALCATEL-LUCENT. ALL RIGHTS RESERVED.

1. Connect to a windows machine at my place 

- Verizon FIOS

- Utorrent

2. Download a content item being localized using the 
presented approach.

3. Observe 

- from which peers the client downloads from

- the interaction with the sybils

DEMO TIME
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3) Download locally!
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The Sybils control the content
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Evaluation
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• Select torrents to localize (use PirateBay)

- Run the sybils

• Instrument a Transmission, Utorrent and BitComet client to 
repetitively download the selected torrents
- Download time is bound

- One day, one week, one month periods

- No client-to-tracker communication

• We run the instrumented clients on Private machines 
connected to the Internet with

- Cable

- Fiber

- DSL

Evaluation – Methodology 
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Evaluation – Resource Consumption
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• Resource consumption linearly grows with the number of 
peers per torrent
• Number of message per second is the critical resource

• ca. 20k / sec using a small linux server in our lab
• ca. 10k / sec using a “high IO” amazon ec2 VM
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Server Side Evaluation – Nr of Sybils
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Server Side Evaluation – Running from the Cloud
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Evaluation – Traffic Localization  

BitComet, Ktorrent …
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Evaluation – Impact of the Client
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Evaluation – Competition Sybils vs. Other Peers
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Evaluation – Impact of PEX
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Evaluation – Download Speed Analysis

4x

• CAUSES
- Different local popularity of F

- Peers located at Telefonica have low upload rate and cannot contribute much 

to the swarm
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Conclusions
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• Today, the role of the trackers is distributed among peers via a Distributed 
Hash Table (DHT)

- Existing solutions for BitTorrent traffic localization leveraging central trackers will 
become soon ineffective

• We design, prototype, and preliminary evaluate the first traffic localization 
mechanism for DHT-based BitTorrent networks

- Resource utilization scales with the # of peers per torrents.

- Can run on any machine with connection to the Internet.

- Issues with flawed protocol implementations.

- Works very well for popular torrents in fast networks.

Conclusion
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Questions? 



34

COPYRIGHT © 2011 ALCATEL-LUCENT. ALL RIGHTS RESERVED.

What is a sybil attack? 

• Sybils - A single entity can join a P2P network many times with many 
distinct logical identities (nodeIDs)

• Eclipse attack - Eclipse a file with info-hash F from a P2P network 
• How? - Insert in a DHT several sybils with nodeIDs close to F 

• Crawl the surrounding zone of F ,Z, to learn about the peers in Z
• Send HELLO messages to each peer in Z from the sybils

• Each peer in Z believes the sybils are the closest peers to F
• Announce and search requests for F falling into Z are routed to 
one of the sybils
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