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Status	
  
•  Emergency	
  services	
  build	
  on	
  top	
  of	
  exis>ng	
  IP-­‐based	
  

communica>on	
  infrastructure.	
  	
  
–  As	
  such,	
  they	
  inherit	
  the	
  security	
  problems	
  from	
  the	
  underlying	
  

infrastructure.	
  	
  	
  
–  But	
  many	
  of	
  the	
  same	
  security	
  mechanisms	
  are	
  applicable	
  as	
  well.	
  

•  Most	
  severe	
  problems	
  are	
  related	
  to	
  a	
  special	
  form	
  of	
  distributed	
  
denial	
  of	
  service	
  aGacks:	
  
–  EENA	
  document	
  tries	
  to	
  inves>gate	
  “False	
  Emergency	
  Calls”	
  in	
  a	
  more	
  

structured	
  way:	
  
hGp://www.eena.org/ressource/sta>c/files/2011_03_15_3.1.2.fc_v1.0.pdf	
  	
  

–  SwaVng	
  is	
  a	
  par>cular	
  problem:	
  
hGp://www.Wi.gov/news/stories/2008/february/swaVng020408	
  	
  	
  	
  	
  	
  

•  dra9-­‐ie:-­‐ecrit-­‐trustworthy-­‐loca>on	
  discusses	
  these	
  problems.	
  	
  
–  Views	
  them	
  from	
  the	
  angle	
  of	
  loca>on	
  (at	
  least	
  from	
  the	
  >tle	
  although	
  the	
  

text	
  looks	
  at	
  it	
  from	
  a	
  broader	
  perspec>ve).	
  	
  
–  But	
  it	
  does	
  not	
  offer	
  a	
  vision	
  on	
  how	
  to	
  deal	
  with	
  the	
  problem.	
  	
  



False	
  Calls	
  



False	
  Calls,	
  cont.	
  



False	
  Calls,	
  cont.	
  

•  Number	
  of	
  reasons	
  for	
  false	
  calls.	
  	
  
•  Many	
  of	
  them	
  cannot	
  be	
  “solved”	
  via	
  
technical	
  means!	
  

•  What	
  is	
  our	
  story	
  to	
  deal	
  with	
  hoax	
  calls/
swaVng?	
  	
  

•  Note:	
  Problem	
  is	
  not	
  unique	
  to	
  IP-­‐based	
  
emergency	
  services.	
  Legacy	
  networks	
  also	
  
suffer	
  from	
  these	
  problems.	
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The	
  AGribu>on	
  Problem*	
  
•  AGribu>on	
  …	
  

–  Requires	
  to	
  iden>fy	
  the	
  agent	
  responsible	
  for	
  the	
  ac>on	
  
–  Determining	
  the	
  iden1ty	
  or	
  loca1on	
  of	
  an	
  a7acker	
  (or	
  an	
  aGacker’s	
  

intermediary).	
  
•  Four	
  aspects	
  of	
  aGribu>on:	
  	
  

–  Types:	
  if	
  users	
  are	
  expected	
  to	
  be	
  iden>fied	
  in	
  some	
  way,	
  what	
  is	
  the	
  
source	
  of	
  that	
  iden>ty,	
  and	
  what	
  can	
  we	
  conclude	
  about	
  the	
  u>lity	
  of	
  
different	
  sorts	
  of	
  iden>ty?	
  

–  Timing:	
  what	
  are	
  the	
  different	
  roles	
  of	
  aGribu>on	
  before,	
  during	
  and	
  
a9er	
  an	
  event?	
  

–  Inves>gators:	
  how	
  might	
  different	
  par>es	
  exploit	
  aGribu>on	
  as	
  a	
  part	
  
of	
  deterrence?	
  

–  Jurisdic>on:	
  what	
  are	
  the	
  varia>ons	
  that	
  we	
  can	
  expect	
  across	
  
different	
  jurisdic>ons,	
  and	
  how	
  might	
  this	
  influence	
  our	
  choices	
  in	
  
mechanism	
  design?	
  

(*)	
  D.	
  Clark,	
  S.	
  Landau,	
  “Untangling	
  AGribu>on”,	
  in	
  Proceedings	
  of	
  a	
  Workshop	
  on	
  Deterring	
  
CyberAGacks:	
  Informing	
  Strategies	
  and	
  Developing,	
  2010.	
  



Types	
  of	
  Iden>ty	
  

•  Goal:	
  real-­‐world	
  iden>ty	
  of	
  the	
  emergency	
  caller	
  
•  Can	
  only	
  be	
  obtained	
  via	
  resolu>on	
  steps:	
  
–  SIP	
  AoR	
  and	
  resolu>on	
  via	
  VSP	
  
–  IP	
  address	
  and	
  resolu>on	
  via	
  ISP/IAP	
  
–  En>rely	
  independent	
  mechanism	
  (which	
  does	
  not	
  yet	
  
exist,	
  like	
  emergency	
  service	
  cer>ficates).	
  

•  Requires	
  in-­‐person	
  iden>ty	
  proofing	
  (and	
  higher	
  
level	
  of	
  assurance	
  infrastructure)	
  during	
  user	
  
registra>on.	
  



Loca>on	
  

•  Physical	
  loca>on	
  of	
  adversary	
  may	
  help	
  PSAP	
  
call	
  taker	
  in	
  decision	
  making.	
  

•  Spoofable	
  to	
  a	
  certain	
  degree	
  since	
  the	
  
loca>on	
  configura>on	
  steps	
  are	
  vulnerable	
  to	
  
manipula>on.	
  

•  Assumes	
  network	
  provided	
  loca>on	
  
– Rules	
  out	
  many	
  prac>cal	
  deployments.	
  	
  	
  

	
  



Timing	
  

•  Before	
  the	
  Fact:	
  Preven>on	
  or	
  degrada>on	
  
–  Example:	
  Disallow	
  SIM-­‐less	
  emergency	
  calls	
  

•  Ongoing:	
  AGribu>on	
  as	
  a	
  Part	
  of	
  normal	
  Ac>vity
	
  	
  
–  Example:	
  Educa>on	
  about	
  cost	
  of	
  emergency	
  services	
  
infrastructure.	
  

•  During	
  the	
  Fact:	
  Mi>ga>on	
  
–  Example:	
  Signal	
  ‘false	
  call’	
  warning	
  to	
  caller.	
  

•  A9er	
  the	
  Fact:	
  Retribu>on	
  
–  Example:	
  Take	
  person	
  to	
  court.	
  	
  



Our	
  Recommenda>ons?	
  
•  Can	
  we	
  beGer	
  describe	
  solu>on	
  possibili>es	
  and	
  their	
  
challenges.	
  

•  Example	
  challenges:	
  	
  
–  iden>ty	
  proofing	
  is	
  expensive	
  
–  problems	
  with	
  different	
  jurisdic>ons	
  being	
  involved	
  
–  Traversing	
  links	
  from	
  digital	
  iden>ty	
  to	
  real-­‐world	
  en>ty	
  
and	
  physical	
  loca>on	
  is	
  difficult	
  (and	
  chain	
  easily	
  breaks)	
  

–  Knowing	
  the	
  loca>on	
  of	
  the	
  adversary	
  does	
  not	
  
immediately	
  lead	
  to	
  the	
  real-­‐world	
  en>ty	
  

•  There	
  are	
  non-­‐technical	
  challenges	
  and	
  solu>ons	
  as	
  
well.	
  


