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Problem	  Statement	  

The	  implementaFon	  of	  new	  browser	  features	  
can	  counter-‐intuiFvely	  open	  applicaFons	  and	  
their	  users	  up	  to	  aKacks	  that	  were	  not	  possible	  
before…	  



Shouldn’t	  security	  be	  gePng	  easier?	  

•  Do	  you	  need	  to	  be	  a	  rocket	  scienFst	  to	  build	  a	  
Web	  applicaFon	  today?	  	  	  

•  With	  security,	  you	  can	  think	  you’ve	  covered	  
everything,	  but	  that	  one	  misplaced	  switch	  out	  
of	  1000	  could	  short-‐circuit	  the	  enFre	  
operaFon.	  

•  It	  seems	  that	  gePng	  security	  right	  is	  
becoming	  harder,	  or	  at	  least	  more	  confusing.	  	  	  
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A	  mixed	  bag	  of	  miFgaFons	  

•  Same-‐origin	  policy	  
•  Content-‐Security-‐Policy	  
•  iframe	  sandbox	  
•  postMessage	  
•  CORS	  
•  toStaFcHtml	  
•  anF-‐CSRF	  
•  anF-‐Clickjacking	  
•  Cryptography	  
	  

	  

•  X-‐Frame-‐OpFons	  
•  X-‐Content-‐Type-‐OpFons	  
•  HKpOnly,	  Secure	  cookies	  
•  Cache-‐Control	  
•  Strict-‐Transport-‐Security	  
•  Access-‐Control-‐Allow-‐

Origin	  
•  Content-‐Type	  
•  Content-‐DisposiFon	  



Web	  applicaFon,	  meet	  Web	  browser	  

•  You	  don’t	  own	  your	  primary	  interface	  but	  you	  
sFll	  have	  to	  balance	  allowing	  it	  and	  protecFng	  
against	  it…	  

•  But	  you	  have	  to	  support	  lots	  of	  clients:	  
– PC,	  Mac,	  Linux	  
–  IE	  7/8/9,	  Firefox	  5-‐10,	  Chrome,	  and	  Safari	  
– Mobile	  smartphones	  and	  tablets	  

•  And	  transiFon	  pains	  when	  Web	  browsers	  
change.	  



Example:	  	  Facebook	  compromised	  
using	  CORS	  

•  A	  certain	  feature	  on	  Facebook	  would	  take	  a	  
URL	  like:	  
hKp://touch.facebook.com/#profile.php	  

•  Then	  make	  an	  XmlHKpRequest	  (XHR)	  to	  
“profile.php”	  and	  load	  the	  response	  content	  
into	  the	  main	  document.	  



Example:	  	  Facebook	  compromised	  
using	  CORS	  

•  Before	  Cross-‐Origin	  Resource	  Sharing	  (CORS),	  
an	  aKacker	  couldn’t	  do	  this:	  
hKp://touch.facebook.com/#hKp://
evil.example.org/foo	  

•  Because	  it	  would	  naturally	  be	  prohibited	  by	  
the	  XHR	  same-‐origin	  policy	  but	  post-‐CORS,	  the	  
aKack	  works…	  



Example:	  Bypassing	  HTML	  saniFzers	  
with	  HTML5	  

 

javascript:alert(1)  

Is	  now	  equivalent	  to	  
 javascript&colon;alert(1) 

	  



Example:	  Inline	  SVG	  support	  opens	  up	  
XSS	  



Some	  root	  causes	  

•  ImplementaFon	  quirks	  are	  not	  well-‐known.	  	  
•  API	  security	  consideraFons	  may	  be	  documented	  
but	  are	  not	  widely	  understood	  by	  applicaFon	  
developers.	  

•  Interoperability	  
–  “We	  can’t	  implement	  protecFon	  X	  because	  browser	  Y	  
doesn’t	  support	  it	  yet,	  so	  we	  need	  to	  do	  Z	  for	  now”	  

•  TransiFon	  pains	  while	  churning	  to	  new	  standards.	  
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