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G
oal

•
D
escribe  B

G
P
  security  best  practices  for  the  Internet

•
S
ynthesis  of  m

any  existing  pieces  available  (C
ym

ru,  R
IP

E
,  

m
any  IE

T
F
  docs,  som

e  w
ell  know

n  pages…
)

•
M

ore  and  m
ore  sm

all  A
S
N
’s  w

ith  little  know
ledge  about  

rules  to  follow
–

H
elp  them

  build  easily  rules  that  w
ork

•
H
ave  consistent  rules  across  the  Internet

•
IP

v4  and  IP
v6

–
M

aybe  a  good  idea  to  drive  a  bit  IP
v6  deploym

ents  w
ith  good  

B
G

P
  security  policy



W
hat  is  covered  in  the  doc

•
S
ession  security  (T

T
L,  M

D
5)

•
A
ddress  filtering
–

F
ilters  definition:  special  addresses,  IA

N
A
  not  

allocated,  S
ID

R
,  IR

R
  filters,  IX

P
  prefixes,  prefixes  too  

specific,  default  route…
–

W
here  to  apply  these  filters

•
B
G

P
  route  flap  dam

pening
•

M
axim

um
  prefixes  per  peering

•
A
S
  P

ath  filtering
•

C
om

m
unity  scrubbing



C
onclusion

•
G

reat  feedback  received  so  far!
–

Lot  of  support
–

M
any  com

m
ents  already  received  and  

integrated  (-01  is  alm
ost  there)

•
T
H
A
N
K
S
  TO

  A
LL  C

O
N
T
R
IB

U
TO

R
S
  !!!
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