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Background	
  	
  1/2 

•  DHCPv6	
  and	
  SLAAC	
  are	
  interacted	
  by	
  M/O	
  flags	
  in	
  RA	
  
Ø  “Managed	
  Flag”:	
  indica3ng	
  the	
  hosts	
  there’s	
  DHCPv6	
  

available	
  in	
  the	
  network	
  
Ø  “OtherConfig	
  Flag”:	
  indica3ng	
  other	
  parameter	
  (DNS,	
  

Rou3ng	
  .etc)	
  available	
  by	
  DHCPv6	
  



Background	
  2/2 

•  Behavior	
  of	
  interpre3ng	
  M/O	
  is	
  ambiguous	
  
Ø  In	
  the	
  old	
  SLAAC	
  standard	
  (rfc2462),	
  it	
  had	
  some	
  clear	
  

specifica3on	
  of	
  how	
  to	
  interpret	
  the	
  M/O	
  flags	
  when	
  the	
  
hosts	
  receive	
  RAs	
  

Ø  But	
  it	
  was	
  removed	
  in	
  current	
  SLAAC	
  (rfc4862),	
  the	
  
reason	
  was	
  “considering	
  the	
  maturity	
  of	
  
implementa3ons	
  and	
  opera3onal	
  experiences.	
  
[RFC4862]”	
  



But	
  now	
  the	
  situa3on	
  is… 
•  Requirement	
  of	
  clear	
  M/O	
  behavior	
  emerges	
  in	
  ISP	
  

Ø  As	
  I	
  learned,	
  there’s	
  an	
  ISP	
  deploying	
  IPv6	
  networks,	
  they	
  
had	
  strong	
  requirement	
  of	
  clear	
  M/O	
  defini3on.	
  But	
  
since	
  the	
  SLAAC	
  standard	
  is	
  ambiguous,	
  they	
  had	
  to	
  
directly	
  specify	
  to	
  the	
  CPE	
  vendors.	
  (This	
  may	
  be	
  a	
  
common	
  requirement	
  for	
  ISPs)	
  

•  Behaviors	
  of	
  	
  major	
  desktop	
  OSes	
  had	
  been	
  varied	
  
Ø  Desktop	
  OSes	
  are	
  far	
  more	
  difficult	
  to	
  be	
  customized	
  	
  

than	
  CPE,	
  so	
  this	
  issue	
  could	
  be	
  a	
  problem	
  for	
  the	
  
network	
  configura3on/management.	
  

Ø  We	
  did	
  a	
  test	
  on	
  the	
  OSes’	
  behaviors	
  



Test	
  of	
  major	
  desktop	
  OSes’	
  behaviors 
•  We	
  only	
  tested	
  M	
  flag,	
  since	
  the	
  drad’s	
  scope	
  is	
  address	
  

configura3on	
  
•  Important	
  test	
  results	
  	
  (Windows	
  7;	
  Linux-­‐Ubuntu12.04-­‐kernel-­‐3.2.12;	
  OS	
  

X	
  Lion-­‐10.7.3):	
  
Ø  Windows	
  7	
  would	
  start	
  DHCPv6	
  discovery	
  if	
  there’s	
  no	
  RA	
  for	
  

some	
  3me;	
  Linux&OS-­‐X	
  only	
  start	
  DHCPv6	
  un3l	
  receive	
  RA	
  with	
  
M=1	
  (unless	
  you	
  manually	
  change	
  the	
  OS	
  sejngs	
  to	
  “DHCPv6-­‐
only”)	
  

Ø  SLAAC-­‐configured	
  hosts	
  receiving	
  RA	
  with	
  M=1:	
  Win7	
  would	
  start	
  
DHCPv6	
  and	
  keep	
  SLAAC;	
  Linux/OS-­‐X	
  no	
  ac3on	
  

Ø  DHCPv6-­‐configured	
  hosts	
  receiving	
  RA	
  with	
  M=0:	
  Win7	
  would	
  
release	
  DHCPv6	
  address	
  and	
  do	
  SLAAC;	
  Linux/OS-­‐X	
  no	
  ac3on	
  

•  Some	
  treat	
  M	
  as	
  Prescrip<ve	
  while	
  some	
  just	
  Advisory	
  
•  M	
  flag	
  seman3c	
  is	
  ambiguous	
  in	
  standard	
  

	
  



Poten3al	
  seman3cs	
  of	
  	
  
DHCPv6/SLAAC	
  interac3on 

•  #1	
  Network	
  provides	
  both,	
  let	
  the	
  hosts	
  select	
  by	
  
themselves	
  	
  (exactly	
  current	
  RFC4862	
  does)	
  

•  #2	
  Network	
  wants	
  hosts	
  to	
  do	
  DHCPv6	
  when	
  online	
  (Sending	
  
RAs	
  M=1	
  and	
  don't	
  include	
  PIO	
  (Prefix	
  Informa)on	
  Op)on),	
  the	
  host	
  
would	
  "have	
  to"	
  ini)al	
  DHCPv6,	
  but	
  it	
  depends	
  on	
  the	
  OS	
  
implementa)on,	
  not	
  decided	
  by	
  the	
  network,	
  a	
  standard	
  gap)	
  

•  #3	
  Network	
  wants	
  the	
  already	
  SLAAC-­‐configured	
  hosts	
  to	
  do	
  
DHCPv6	
  (This	
  may	
  be	
  a	
  requirement	
  in	
  renumbering.	
  With	
  M=1,	
  Win7	
  
is	
  OK,	
  Linux/OS-­‐X	
  won’t	
  work,	
  this	
  is	
  a	
  standard	
  gap)	
  

•  #4	
  Network	
  wants	
  the	
  hosts	
  to	
  switch	
  from	
  DHCPv6	
  to	
  
SLAAC	
  (Also	
  may	
  be	
  a	
  requirement	
  in	
  renumbering.	
  With	
  M=0,	
  
Win7	
  is	
  OK,	
  Linux/OS-­‐X	
  won’t	
  work,	
  a	
  standard	
  gap.	
  )	
  



Proposed	
  Solu3on-­‐candidate	
  1 

•  Clearly	
  re-­‐defining	
  the	
  M/O	
  flags	
  as	
  Prescrip3ve.	
  This	
  
can	
  cover:	
  
Ø  #2	
  Network	
  wants	
  hosts	
  to	
  do	
  DHCPv6	
  when	
  online	
  
Ø  #3	
  Network	
  wants	
  the	
  already	
  SLAAC-­‐configured	
  hosts	
  to	
  do	
  

DHCPv6	
  	
  
Ø  #4	
  Network	
  wants	
  the	
  hosts	
  to	
  switch	
  from	
  DHCPv6	
  to	
  

SLAAC	
  

•  But	
  would	
  lose:	
  
Ø  #1	
  Network	
  provides	
  both,	
  let	
  the	
  hosts	
  select	
  by	
  

themselves	
  

	
  
	
  



Proposed	
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•  Leave	
  the	
  current	
  M/O	
  flags	
  as	
  it	
  is,	
  covering	
  #1	
  
•  Using	
  another	
  reserved	
  bit	
  as	
  “DHCPv6-­‐Required”	
  flag	
  
to	
  cover	
  #2	
  #3	
  

•  Using	
  one	
  more	
  bit	
  as	
  “ReleaseDHCPv6”	
  flag	
  to	
  cover	
  #4	
  



Ques3ons 

•  Do	
  you	
  agree	
  the	
  poten3al	
  seman3cs?	
  
•  Does	
  6man	
  think	
  we	
  need	
  to	
  fix	
  the	
  M/O	
  issue	
  
in	
  standard? 



Comments?	
  	
  
	
  Thank	
  you	
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