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Reason	
  for	
  Overload	
  (Use	
  Cases)	
  

•  Inadequate	
  capacity	
  
•  Network	
  element	
  failures	
  resul3ng	
  in	
  failover	
  
•  Registra3on	
  storms	
  
•  Aggressive	
  mobile	
  devices	
  (i.e.,	
  smart	
  phones)	
  
•  Correlated	
  network	
  failures	
  and/or	
  events	
  
•  Uncorrelated	
  network	
  failures	
  and/or	
  events	
  
•  Conges3on	
  causing	
  message	
  loss	
  in	
  other	
  NEs	
  
•  Denial	
  of	
  Service	
  aOacks	
  



Impacts	
  of	
  Overload	
  (Jus3fica3on)	
  
•  Diameter	
  interface	
  is	
  defined	
  for	
  signalling	
  between	
  many	
  core	
  

network	
  nodes	
  and	
  services.	
  Overload	
  on	
  these	
  interfaces	
  can	
  lead	
  
to	
  server	
  conges3on	
  or	
  even	
  collapse.	
  The	
  impact	
  to	
  services	
  can	
  
be:	
  	
  
–  Denial	
  of	
  services,	
  persistent	
  access	
  restric3on,	
  	
  
–  loss	
  of	
  IMS	
  and	
  broadband	
  services,	
  	
  
–  Loss	
  of	
  loca3on	
  informa3on	
  for	
  emergency	
  services	
  and	
  lawful	
  

intercept,	
  
–  Loss	
  of	
  ability	
  to	
  use	
  policy	
  control	
  to	
  provide	
  service	
  personaliza3on,	
  	
  
–  Loss	
  of	
  ability	
  to	
  use	
  policy	
  control	
  to	
  op3mize	
  network	
  resources,	
  	
  
–  Billing	
  errors	
  and	
  loss	
  of	
  revenue.	
  

•  An	
  analysis	
  table	
  for	
  these	
  interfaces	
  and	
  service	
  impact	
  is	
  shown	
  in	
  
in	
  the	
  following	
  slides.	
  

Source:	
  3GPP	
  S2-­‐122906	
  



Core Network nodes Defined interface Services overload impact 
PCRF –PCEF/TDF Gx, Sd Policy control and DPI Denial of services, loss of policy control for service 

personalization and network optimization, billing errors and 
revenue loss 

PCRF/PCEF/AS/MRFC—OCS/OFCS  Sy, Gy/Ro, Ro, Gz Online/offline charging, service authorization, 
policy control, charging information reporting 

Denial of some services, billing errors and loss of revenue 

PCRF—AF, P-CSCF Rx application and IMS services Denial of IMS services 

PCRF—UDC/SPR/HSS Sp/Ud Improper policy management, connection and service 
impact, network management impact,  

HPCRF--VPCRF S9  Roaming authentication/authorization Loss of roaming service 

CDF/CGF—MRFC/MGCF/AS/SCC-
AS/I-/S-CSCF, etc 

Rf Offline charging,  

HSS/UDC—MME/SGSN S6a, SLg, S6d Mobility management, registration, 
authentication and location services 

Denial of Services, signalling storms leading to congestion 
collapse, and persistent inability to access the network, 

HSS/UDC—GMLC/MME SLg, SLh UE location reporting  Unable to provide location information to core/IMS network, 
including emergency services, lawful interception and 
location services. 

HSS/UDC—I-/S-CSCF Cx/Dx UE IMS registration, authentication, and 
domain management 

Denial of IMS services, signalling storm leads to congestion 
collapse, reselection from LTE to 2/3G, 

HSS/UDC—SCC-AS/AS Sh/Dh IMS services delivery Denial of or unpredictable behavior of certain services (e.g., 
voice call routed to voicemail, delayed messaging…) 

HSS/UDC—BSF Zh Bootstrapping Server Function  

Note 1: Reference: TS 23.203, TS 32.240, 
Note 2: If a DRA (Diameter Routing Agent) is deployed, it relays these interfaces between functional nodes to HSS/SPR/UDC and/or PCRF. 

Source:	
  3GPP	
  S2-­‐122906	
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