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Motivations

e Reduce signaling in those use cases that require
many Diameter sessions to be modified or
terminated at the same time

e Add group signaling to existing Diameter
applications with minimal impact and ambiguity

e Describe the problem space in an application
neutral fashion (best practices?) to aid other
SDOs in tackling this problem
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Two Problem Aspects

1. Managing group assignments
How to add or remove sessions from groups
Guidelines for modifying group assignments

2. Manipulating groups of sessions

Defines new formatting of commands for group
operations

Defines rules how group operations can be applied to
session state machines



Document history & . A
work item status PETE

e draft-jones-dime-group-signaling adopted as WG
draft after IETF83

e draft-ietf-dime-group-signaling-00 published in
June 2012

e Discussion and evaluation of formatting options
e Next: Progress draft towards stable state



Managing Group &%~
Assignments PETT

e In the current version of the draft:
Either Diameter peer may assign a session to a group

Mid-session modification of group assignments are
allowed

A Diameter peer may remove the group(s) assigned to
the active session by its peer



Manipulating Groups of A
Sessions PR

e Current version of the draft defines new group
command equivalents for the group actions

e Alternative approaches have been discussed:

Single Bulk-Operation command, used as container
for existing commands

Re-use of existing commands and their format
e Proposals have been evaluated and assessed

e Progress and update draft-ietf-dime-group-
signaling to reflect selected format



DEDICATED GROUP
COMMANDS



Dedicated Group Commands: 5
Overview PR

e \Working Assumptions:

Group commands will not contain the same AVPs as their non-
group equivalents, e.g. no Session-ID or User-Name

ABNF is a valuable specification tool for describing commands
Application and Command Identifiers are NOT scarce resources

e New commands are defined each group operation
e.g. Group-RAR/RAA, Group-STR/STA, Group-ASR/ASA

e \When grafting group functions onto existing Diameter
applications, these new commands will trigger the need
for a new Application-Id



Dedicated Group Commands: |<&@9+
Command Header Example PETT

e For example, a new NASREQ-based application that
requires group functions for RAR and ASR operations

e G-RAR Command Header:
Command flags: Same as RAR command
Command Code: NEW G-RAR code
Application-ld: NEW Grouped-NASREQ

e G-ASR Command Header:
Command flags: Same as ASR command
Command Code: NEW G-ASR code
Application-ld: NEW Grouped-NASREQ



Dedicated Group Commands: |<&@9+

G-RAR Command ABNF

<GRAR>

One or more
Group IDs

RAR AVPs which are
NOT session-specific

Required re-auth
action (see draft)
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;= < Diameter Header: TBD, REQ, PXY >

*{ Session-Group-Id }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
{ Destination-Host }
{ Re-Auth-Request-Type }
[ Origin-State-Id ]
* [ Proxy-Info ]
* [ Route-Record ]
[ Session-Group-Action ]
*[ AVP ]



Dedicated Group Commands: |<&@9+
G-ASR Command ABNF e

<GASR> ::= < Diameter Header: TBD, REQ, PXY >
8p§ugrlg§"e * { Session-Group-Id }
{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Destination-Host }

[ Origin-State-Id ]
* [ Proxy-Info ]
* [ Route-Record ]

Required STR [ Session-Group-Action ]
action (see draft)
*TAVP ]

ASR AVPs which are
NOT session-specific



BULK OPERATION COMMAND
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Single Diameter command for bulk operations

Obijective: apply to existing Diameter commands which handle
single sessions

Key command is <BULK-OPERATION>

Command code of the command, which is to be applied to a group of
sessions (e.g. RAR, ASR), is encoded inside the Bulk Operation
message header

Mandatory AVPs of the embedded command and required AVPs,
which are common to all sessions in the group, are carried in the
body of the Bulk Operation message

Application has space for more commands, e.g. for dynamic
treatment of groups

Add/remove sessions from group independent of AAR/AAA, RAR/
RAA exchange



Bulk operation command S~

ABNF

Bulk command main
header

Group identification

Carried command
message body

Attributes which apply
to the group

Command-Id:
Command flags:

Group-ld:
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*TAVP ] Bulk-Application-ID >
< Command-Id >
{ Group-Id }

{ Command-Application-Id }
*{ Carried-Command-Required-AVP }
* [ Carried-Command-Optional-AVP |
*[AVP ]

command code of the bulk-executed Diameter message, e.g. RAR, ASR
R: According to operation (e.g. RAR, RAA)
P: According to capability of the proxy to handle bulk operations

Group identifier, must be present



Example: NAS, group re- A
authentication 1 ETF

Bulk operation message for RAR:

< Bulk-Operation > ::= < Diameter Header: ###, REQ, PXY >
RAR command code < 258 >

Group ID {1020}
{ Session-Id }
{ Origin-Host }
Required attributes from { Origin-Realm }
RAR message body { Destination-Realm }

{ Destination-Host }
{ Auth-Application-Id }
{ Re-Auth-Request-Type }

Q;t;ﬁ";ﬁi;ﬁzicgf?ﬁg'grfup < ggélsk-Operation > .= < Diameter Header: ###, REQ, PXY >
< >



Example: NAS, group re- A
authentication 1 ETF

Bulk operation message for RAA:

< Bulk-Operation > ::= < Diameter Header: ###, PXY >

RAR command code <258 >
Group ID {1020}
{ Session-Id }

{ Origin-Host }

Required attributes from { Origin-Realm }

RAR message body { Destination-Realm }
& Beskir@tieratitost}..= < Diameter Header: ###, PXY >
£ARB-Application-Id }

Attributes which apply to
each member of the group



ASSESSMENT OF FORMAT
OPTIONS



Snapshot of formatting discussion T‘)EW?%

New group command codes and application

+ Straight forward approach
e +

* may be advantageous..

— new command codes and formats* needed for all bulk-enabled commands
Proxy needs to be aware of the new application

+ ‘one-for-all’ approach, no new formats and command codes needed for
bulk-ogeEalieRID AVP needs to be ignored or used to carry group ID
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Next Steps

e Solicit further input to formatting discussion and
design requirements

e Converge on solution now

e Update draft in Aug 2012 to reflect the selected
formatting



