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REQ1: Distributed deployment 

♦  IP mobility, network access and routing solutions 
provided by DMM MUST enable a distributed 
deployment of mobility management of IP sessions so 
that the traffic can be routed in an optimal manner 
without traversing centrally deployed mobility anchors. 

♦ Motivation: The motivations of this requirement are to 
match mobility deployment with current trend in network 
evolution: more cost and resource effective to cache 
and distribute contents when combining distributed 
anchors with caching systems (e.g., CDN); improve 
scalability; avoid single point of failure; mitigate threats 
being focused on a centrally deployed anchor, e.g., 
home agent and local mobility anchor. 
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REQ1 addresses following problems 

♦  PS1: Non-optimal routes – Routing via a centralized anchor often 
results in a longer route, and the problem is especially manifested 
when accessing a local or cache server of a Content Delivery 
Network (CDN). 

♦  PS2: Non-optimality in Evolved Network Architecture – The 
centralized mobility management can become non-optimal as a 
network architecture evolves and becomes more flattened. 

♦  PS3: Low scalability of centralized route and mobility context 
maintenance – Setting up such special routes and maintaining the 
mobility context for each MN is more difficult to scale in a 
centralized design with a large number of MNs. Distributing the 
route maintenance function and the mobility context maintenance 
function among different networks can be more scalable. 

♦  PS4: Single point of failure and attack – Centralized anchoring 
may be more vulnerable to single point of failure and attack than 
a distributed system. 
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REQ2: Transparency to Upper Layers when 
needed 

♦ The DMM solutions MUST provide transparency 
above the IP layer when needed. Such 
transparency is needed, when the mobile hosts or 
entire mobile networks [RFC3963] change their 
point of attachment to the Internet, for the 
application flows that cannot cope with a change of 
IP address. Otherwise the support to maintain a 
stable home IP address or prefix during handover 
may be declined. 

♦ Motivation: The motivation of this requirement is to 
enable more efficient use of network resources and 
more efficient routing by not maintaining a stable 
home IP address when there is no such need. 
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REQ2 addresses following problems 

♦ PS5: Wasting resources to provide mobility support to  
nodes not needing such support – IP mobility support is 
not always required. For example, some applications 
do not need a stable IP address during handover, i.e., 
IP session continuity. Sometimes, the entire application 
session runs while the terminal does not change the 
point of attachment. In these situations that do not 
require IP mobility support, network resources are 
wasted when mobility context is set up. 

♦ O-PS1: Mobility signaling overhead with peer-to-peer 
communication – Wasting resources when mobility 
signaling (e.g., maintenance of the tunnel, keep alive, 
etc.) is not turned off for peer- to-peer communication. 
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REQ3: IPv6 deployment 

♦ The DMM solutions SHOULD target IPv6 as 
primary deployment and SHOULD NOT be tailored 
specifically to support IPv4, in particular in 
situations where private IPv4 addresses and/or 
NATs are used. 

♦ Motivation: The motivation for this requirement is to 
be inline with the general orientation of IETF. 
Moreover, DMM deployment is foreseen in mid-
term/long-term, hopefully in an IPv6 world. It is also 
unnecessarily complex to solve this problem for 
IPv4, as we will not be able to use some of the 
IPv6-specific features/tools. 
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REQ4: Compatibility 

♦  The DMM solution SHOULD be able to work between 
trusted administrative domains when allowed by the security 
measures deployed between these domains. Furthermore, 
the DMM solution MUST be able to co-exist with existing 
network deployment and end hosts so that the existing 
deployment can continue to be supported. For example, 
depending on the environment in which DMM is deployed, 
the DMM solutions may need to be compatible with other 
existing mobility protocols that are deployed in that 
environment or may need to be interoperable with the 
network or the mobile hosts/routers that do not support the 
DMM enabling protocol. 

♦  Motivation: The motivation of this requirement is to allow 
inter-domain operation if desired and to preserve backwards 
compatibility so that the existing networks and hosts are not 
affected and do not break. 
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REQ4 addresses following problems 

♦ O-PS2: Complicated deployment with too many 
variants and extensions of MIP Deployment is 
complicated with many variants and extensions of 
MIP. When introducing new functions which may 
add to the complexity, existing solutions are more 
vulnerable to break. 
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REQ5: Existing mobility protocols 

♦ A DMM solution SHOULD first consider reusing 
and extending the existing mobility protocols before 
specifying new protocols. 

♦ Motivation: The purpose is to reuse the existing 
protocols first before considering new protocols. 
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REQ6: Security considerations 

♦  The protocol solutions for DMM MUST consider security, for example 
authentication and authorization mechanisms that allow a legitimate 
mobile host/router to access to the DMM service, protection of signaling 
messages of the protocol solutions in terms of authentication, data 
integrity, and data confidentiality, opt-in or opt-out data confidentiality to 
signaling messages depending on network environments or user 
requirements. 

♦  Motivation and problem statement: Mutual authentication and 
authorization between a mobile host/router and an access router 
providing the DMM service to the mobile host/router are required to 
prevent potential attacks in the access network of the DMM service. 
Otherwise, various attacks such as impersonation, denial of service, 
man-in-the-middle attacks, etc. are present to obtain illegitimate access 
or to collapse the DMM service. 

♦  Signaling messages are subject to various attacks since these 
messages carry context of a mobile host/router. For instance, a 
malicious node can forge and send a number of signaling messages to 
redirect traffic to a specific node. Consequently, the specific node is 
under a denial of service attack, whereas other nodes are not receiving 
their traffic. As signaling messages travel over the Internet, the end-to-
end security is required. 


